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Ruth Risser, 
200 West Jones Street 
Raleigh, North Carolina 27603 
 
Dear Ruth: 
 
Thank you for considering Hyland Software, Inc. (“Hyland”) and our product suite. We understand that 
you’re trusting us in not only for our technical abilities to deliver, but to be an extension of, and partner 
to, your organization for this transformational work, in which we are confident in our ability to meet and 
exceed your requirements.  
 
Hyland is pleased to offer North Carolina Community College System (NCCCS) a full platform of best in 
class Content Services including: 
 

• OnBase Content Services platform equips you with the power to point-and-click configure a 
variety of business applications of low-code configuration.   

• Hyland Credentials, the global leader in blockchain verified academic credential issuing 
systems.   

 
As a leading Content Services provider we are able to offer:  
 

• Flexible deployment options (hosted and on-premise)  
• Unmatched levels of higher education expertise with dedicated industry consultants and 

technical resources 
 
NCCCS has a diverse range of requirements and applications throughout your 58 colleges. Hyland is 
well positioned to respond to the complex needs of both the system and individual campuses.  
With over 900 higher education customers, including prominent schools from the NCCCS, Hyland is an 
experienced leader in ECM, electronic forms, digital credentialing, and workflow solutions. We have 
several technology partnerships and have successfully integrated with hundreds of applications, 
including AWS, Colleague, Banner, ServiceNow, and Salesforce.  
 
Hyland currently supports more than 20 NCCCS campuses, and we look forward to building on our 
collaborative success across the North Carolina Community College System.  
 
Thank you again for reviewing our proposal. Please contact us directly with any questions.  
 
Sincerely, 
 

 
Jimmy Norton 
Senior Account Manager 
Phone: +1.440.429.6039 
E-mail: Jimmy.Norton@hyland.com 

Holly Raider  
Account Executive 
Phone: +1.440.216.6790 
E-mail: Holly Raider 
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Signed Execution Page 
STATE OF NORTH CAROLINA REQUEST FOR PROPOSAL NO.50-NCCCS- 

073020 
North Caroline Community College
 System (NCCCS) 

Offers will be publicly opened: October 9, 2020 
Issue Date: September 2, 2020 

Refer ALL inquiries regarding this RFP to: 
 
Ruth Risser 
919-807-7199 
risserr@nccommunitycolleges.edu 

Commodity Number: 209 
Description: Enterprise Content Management 
System Replacement 
Using Agency: NCCCS 
Requisition No.: N/A 

 
OFFER 
The State solicits offers for Services and/or goods described in this solicitation. All offers and responses 
received shall be treated as Offers to contract. 
 
EXECUTION 
In compliance with this Request for Proposal (RFP), and subject to all the conditions herein, the 
undersigned offers and agrees to furnish any or all Services or goods upon which prices are offered, at 
the price(s) offered herein, within the time specified herein. By executing this offer, I certify that this 
offer is submitted competitively and without collusion. 
 
Failure to execute/sign offer prior to submittal shall render offer invalid. Late offers are not 
acceptable. 
 OFFEROR: 
  Hyland Software, Inc. 

STREET ADDRESS:  
28500 Clemens Drive 

P.O. BOX: 
N/A 

ZIP:  
44145 

CITY, STATE & ZIP:  
Westlake, Ohio 44145 

TELEPHONE NUMBER: 
440.788.5000 

TOLL FREE TEL. NO 

PRINT NAME & TITLE OF PERSON SIGNING:  
Bill Priemer, Chief Executive Officer 

FAX NUMBER:  
440.788.5100 

AUTHORIZED SIGNATURE:  
DATE:  
October 9th, 2020 

E-MAIL:  
Bill@hyland.com 

 
Offer valid for one hundred twenty (120) days from date of offer opening unless otherwise stated here: 
_____ days 
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ACCEPTANCE OF OFFER 
If any or all parts of this offer are accepted, an authorized representative of NCCCS shall affix their 
signature hereto and any subsequent Request for Best and Final Offer, if issued. Acceptance shall 
create a contract having an order of precedence as follows: Best and Final Offers, if any, Special terms 
and conditions specific to this RFP, Specifications of the RFP, the Department of Information 
Technology Terms and Conditions, and the agreed portion of the awarded Vendor’s Offer. A copy of 
this acceptance will be forwarded to the awarded Vendor(s). 

 

 
 
*This is acceptable, subject to the parties’ execution of a mutually acceptable final and binding agreement which 
may include mutually acceptable revisions to such terms. For your reference, a form of Hyland’s standard SaaS 
and services agreement has been included on page 44 for your reference, and, subject to mutual agreement, will 
be revised to incorporate RFP terms. 
 
 
  

FOR NORTH CAROLINA COMMUNITY COLLEGE USE ONLY 
Offer accepted and contract awarded this date , as indicated on attached certification, 

by (Authorized representative of NCCCS). 
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Description of Offeror (Attachment D) 
  

Offeror’s full name Hyland Software, Inc. 

Offeror’s address 28500 Clemens Road  
Westlake, Ohio 44145 

Offeror’s telephone number 440.788.5000 

Date established Hyland filed its Articles of Incorporation in 
the State of Ohio on December 11, 1991. 

Ownership ☐Public 
☐Partnership 
☐Subsidiary 
☒Other (specify) 
 
Hyland is a private company and is 
a  wholly owned subsidiary of HSI 
Holdings II, Inc. 

If incorporated, state of incorporation. Ohio 

Number of full-time employees on January 1st 

for the last three years or for the duration that 
the Vendor has been in business, whichever 
is less. 

2020 – 3,806 
2019 – 3,617 
2018 – 3,395 

North Carolina Secretary of State 
Registration Number, if currently 
registered 

1178316 

Offeror’s contact for clarification 
of offer Contact’s name 
Title 
Email address 
Telephone number 

Holly Raider 
Account Executive 
E-mail: Holly Raider 
Phone: +1.440.216.6790 

Offeror’s contact for negotiation 
of offer Contact’s name 
Title 
Email address 
Telephone number 

Jennifer Cook 
AVP, Global Sales Contracting 
Jennifer.Cook@hyland.com 
216.225.2371 
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Historically Underutilized Businesses 
Historically Underutilized Businesses (HUBs) consist of minority, women and disabled business firms 
that are at least fifty-one percent owned and operated by an individual(s) of the categories. Also included 
as HUBs are disabled business enterprises and non-profit work centers for the blind and severely 
disabled.” 
  
Pursuant to N.C.G.S. §§ 143B-1361(a), 143-48 and 143-128.4, the State invites and encourages 
participation in this procurement process by businesses owned by minorities, women, disabled, disabled 
business enterprises and non-profit work centers for the blind and severely disabled. This includes 
utilizing subcontractors to perform the required functions in this RFP. Contact the North Carolina Office 
of historically Underutilized Businesses at 919-807-2330 with questions concerning NC HUB certification. 
http://ncadmin.nc.gov/businesses/hub 
  
Respond to the questions below. 
  
1. Is Vendor a Historically Underutilized Business?         ☐Yes         ☒No 
 
2. Is Vendor Certified with North Carolina as a Historically Underutilized Business?   ☐Yes        ☒No 
  

If so, state HUB classification: 
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Vendor Response to Specifications and 
Requirements 
1) Software Retrieval Features: 
a) Software should perform searches across multiple document types and categories using key 
index searches. Describe how searches can be performed in the system. 
 
Fast, consistent, and secure access is provided to all documents stored in the OnBase system. 
Retrieving a document is nearly instantaneous through several search methods, including the 
Document Retrieval dialog box, Foldering, custom queries, text search, and cross-referencing. The 
client is the central location to import, organize, secure, retrieve, enhance, and distribute all of your 
data. 
 
Powerful tools are provided to retrieve stored data quickly and accurately. The OnBase client offers 
several methods of searching, including: 
• The Document Retrieval Dialog Box offers an efficient, user-friendly way of displaying any and all 
documents stored in OnBase. It enables users to retrieve the exact document(s) desired with minimal 
effort. Entering keyword values allow users to find documents in seconds. Keywords and dates can be 
used to filter and sort unrelated documents. Retrieval searches can limit searches by document type 
group, document type, document date, and keywords. 
• Cross-referencing is a powerful retrieval method that enables users to double-click on an open 
document and automatically retrieve any or all related documents regardless of data type. The links 
between document types for cross-referencing are created with only a few mouse clicks and never 
require programming. For example, to find and display the image of a receipt related to an item in an 
expense report, the user would only have to double-click on the expense report that lists the expense. 
• Custom queries enhances security and make routine retrievals one click away for users who 
repeatedly perform the same search. A user-defined, custom query provides a faster, more direct way 
to search for a specific item. To enhance security and usability, OnBase can be configured to have only 
the custom queries display on startup. If a workstation is set up in this fashion, it will present the user 
with only specified queries. The user will not be aware of any other information in the OnBase system 
and have no way of accessing it. Custom queries can be configured to search against document types 
or folders. Folder queries retrieve folders that satisfy your search criteria, rather than documents. 
• Text searching is used to locate COLD and other text documents that contain a specific string of text. 
The search is performed where the data is stored so that OnBase does not have to send all the raw 
data to the workstation to complete the search, saving time and limiting network traffic. Combining 
keyword searching and text searching narrows down the results even further. 
• Full-Text Search provides a simple, unified interface for retrieving textual information stored in 
OnBase documents. This module extends native OnBase search capabilities to both structured and 
unstructured data, including images, emails, PDFs, Microsoft Office files and electronic forms. 
Advanced searches can be performed based on keywords and phrases that exist within OnBase 
documents to quickly and easily locate relevant content. 
• File Foldering can be customized to meet user needs. This search method is very similar to using 
Windows Explorer. A file cabinet window displays the folder type, all available file cabinets, and all tabs 
or sections within a selected folder. Navigation features include double-clicking on a folder to display 
the next directory, and pressing the backspace key to move to a higher-level directory.  
• A Note Search initiates a search for all documents with notes that contain the text entered by the user. 
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When OnBase finds documents with notes, highlights, or staples text that match, a list is generated in a 
separate window. The user can also restrict the search to certain note types, users, and/or dates by 
making a selection from a drop-down list of note types. 
• The Document Handle Search provides a way to retrieve a document by its master "item number" in 
the OnBase database. This is useful for administration and troubleshooting. 
 
b) Software should search full text across all documents stored in the repository. The system 
should search across multiple file types to include, but not limited to, industry standard 
business automation software (Microsoft, Apple, Google products, PDF, and TIF). 
 
Yes, OnBase includes the ability to perform full text searching across all document types in OnBase. 
Full-text searches can be conducted in the OnBase Client, Web Client, and Unity Client. Searches can 
be limited by document type or document type group, document date, and index fields. Searches also 
support the use of wildcards and allow exact phrase, Soundex, fuzzy, Boolean, thesaurus, and near 
searches. Searches are easily performed by entering the word or phrase for which you are searching in 
the search field. When a search results list is returned, each document is listed by name with a 
numerical score that indicates how closely the document matched the search criteria. Once the 
document has been opened, the highlighted search results are displayed and buttons are available that 
allow you to navigate between the pages of the document that contain the phrase or content for which 
you are searching. OnBase Full Text Search is a server process. It does not require any special 
software on a user's computer to perform full text searches. 
 
c) Software should have unlimited index fields. 
 
Yes, OnBase provides an unlimited number of index fields per document. OnBase fully supports 
numeric (up to 9 digits and up to 20 digits), date, date and time, currency, specific currency, floating 
point, and alphanumeric keyword types. Data sets and drop down lists are also fully supported, as are 
cascading data sets. 
 
d) Software is Web based and tablet/mobile device friendly. 
 
Yes, the OnBase Web Server provides users with access to their information and documents 
anywhere, anytime via standard Web browsers. Through intuitive, point-and-click customizable 
interfaces, users can view, print, annotate, and distribute any information object stored within the 
OnBase system. Standard Web browsers function as OnBase thin-clients in both Internet and intranet 
environments for Windows and Mac client operating systems. The OnBase Web client is written in 
HTML5 and thus works on a tablet that is running any of the supported web browsers. The Web Client 
is supported with Internet Explorer, Microsoft Edge, Google Chrome, Mozilla Firefox, and Safari.  
 
e) Software performs check in/check out with versioning. 
 
Yes, check-in, check-out, revisions, and versions are all standard document management functions 
with OnBase. Users can check documents in and out of OnBase into a virtual, disconnected briefcase. 
OnBase will track any check-out and check-in transactions that took place on the document, which can 
then be viewed using the Document History window. Revisions are copies of an original document 
where the content has been modified, but the same file format is maintained. Users can create and 
manage revisions. When a document’s content changes, the modified document can be saved as a 
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revision. Previous revisions are retained, allowing users to view prior revisions and track document 
history. OnBase also keeps check on documents being used, to prevent more than one user from 
changing a document at the same time. As an optional setting, OnBase also supports co-authoring of 
documents. Revisions of Word documents can be 'compared' so that users know exactly what has 
changed between copies. Finally, versions comprise a series of revisions made to one document. They 
can also provide a way of limiting which documents certain users can see; certain users may be 
blocked from seeing the final version of a document until it has been stamped as a version. A perfect 
use for this might be a legal contract that will go through a lengthy process while being drafted and 
reviewed.  
 
f) Software can provide security based on index fields. 
 
OnBase allows user accounts to be configured to provide users with as many or as few document types 
as needed for any deployment. A user account could be configured to provide a user with a single 
document type if so desired. Security Keywords can be used to control access to individual documents. 
 
Alternatively, user accounts may be enabled for many different document type groups and document 
types. Similarly, user accounts can be configured to provide users with varying levels of functionality 
including various module applications. For example, one class of users might be configured to access 
only images using the standard retrieval interface and/or custom queries. Another user group may have 
access to Workflow, Document Retention Administration, COLD Processing, and Scanning. 
 
User accounts can also be configured to provide or restrict the user’s ability to add, delete, modify or 
change keywords (re-index) a document. User rights are permissions that are configured to provide 
each user or user class with rights that are appropriate for their role. 
 
Reviews and approvals are commonly found within a Workflow process. Access to Workflow life cycles 
and queues within the life cycles is controlled at the user level. Approval rights and limits can be 
assigned to users as is appropriate and practical for each deployment. 
 
The ability to audit an individual document is supported in OnBase. OnBase provides a single 
document audit log on every document in the system. In addition to the single document audit, OnBase 
can audit the entire system per user or user group level. The log displays the Log Date, Log Time, User 
Name, Action (brief description of the action that took place), and Detail (detailed account of everything 
that happened during the action). 
 
OnBase also provides a complete and comprehensive transaction logging and reporting functionality. 
Each action taken within the OnBase system is logged from login, retrieval, update, logoff, etc. OnBase 
provides an administration interface to select the desired events group or filtered by a number of 
parameters including date range, user group, document type, etc. Additionally, custom reports can be 
designed in order to capture detailed data. Due to the extensive nature of the logging performed by the 
OnBase system, a wide range of reporting capabilities exist that are well suited to meet the majority of 
implementation requirements. 
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g) Software can create ad hoc folders in addition to a predetermined folder structure. 
 
Yes, OnBase supports the use of ad hoc folders through a feature called Envelopes. An envelope is 
like an inbox or filing tray. Users can place whatever documents they want into the envelope, 
regardless of whether the documents have anything in common. When an envelope is opened, it 
displays a list of documents that have been placed in it. Envelopes provide users with a personal filing 
system to group documents together for easy access. Envelopes can also be shared with other users. 
When sharing an envelope, users can select whether the receiving user can view or modify the 
envelope.  
 
h) Software allows drag and drop documents from Microsoft Outlook® and Google Gmail® into 
the system. 
 
OnBase does support drag and drop documents from Microsoft Outlook, but does not support drag and 
drop from the web-based Gmail interface. Outlook stores each message (and related attachments) as 
individual files (i.e. MSG). Because of this, dragging and dropping an email into OnBase is just like 
dragging and dropping any document into OnBase. Gmail is a purely web-based application and when 
emails are displayed, they are displayed as a section of HTML within the overall web interface. As 
such, each email is not displayed as an individual document. A workaround to this is to either save the 
email as a document (i.e. PDF) and then drag and drop the PDF into OnBase, or to virtually print the 
email into OnBase. OnBase includes a virtual printer that users can access just like a real printer on the 
the network. When a document is virtually printed into OnBase, the document is rendered as a TIF 
image and displayed for the user to define the proper document type and indexes.  
 

2) Scan Features: 
a) Software must scan documents simplex, duplex, bitonal, grayscale, and color. 
 
Yes, OnBase supports all of these scanning options using a feature called scan formats. Scan formats 
contain information about scanner settings and are user configurable. These settings include duplex 
emulation for scanning double-sided documents on a simplex scanner, as well as: 
• Paper size, contrast, etc. 
• File formats include - Group IV TIFF, JPEG, BMP and PDF. 
• Document setup - duplex emulation, rotate on scan, etc. 
• Indexing information. 
 
Formats retain specific settings for different types of source documents, making scanning faster and 
easier. After selecting a scan format, a user scans documents into the scan queue to be verified and 
identified. 
 
b) Software must automatically detect blank pages. 
 
This is a feature of the OnBase Document Imaging module. Blank pages can be detected by entering a 
minimum number of pixels necessary to detect if data is present on a page. Blank pages are 
automatically detected (via the preset minimum pixel threshold) and removed from the batch prior to 
storage.  

DocuSign Envelope ID: A71E4DF3-B50A-45C6-BC3A-4509124352CF



 
    
  
  
 

  
 

7 |   © 2020 Hyland Software, Inc. and its affiliate. All rights reserved 

 

 
c) Software must recognize barcode separator sheets when used in between documents for 
batch scanning. 
 
OnBase provides multiple methods to automate the indexing of scanned documents using bar codes. 
Bar code recognition in OnBase is performed via our scan interface using our included bar code 
recognition engine. Bar code processes are configured and assigned to a scan queue. These 
processes are flexible enough to allow detection of document type, keyword values, and document 
date, for use in automated indexing. An additional feature allows for the appendage of scanned pages 
to existing documents when a bar code keyword value matches that of an existing document. Hyland 
also offers bar code generator functionality that can print bar code separator sheets. OnBase 
automatically recognizes these separator sheets without the bar code process needing to be pre-
configured. 
 
d) Software must index the scanned documents for retrieval. 
 
OnBase provides multiple methods to automate the indexing of scanned documents. One way to 
provide automated, unattended indexing for documents is by using bar code values. Bar code 
recognition in OnBase is performed via our scan interface using our included bar code recognition 
engine. Bar code processes are configured and assigned to a scan queue. These processes are 
flexible enough to allow detection of document type, keyword values, and document date, for use in 
automated indexing. An additional feature allows for the appendage of scanned pages to existing 
documents when a bar code keyword value matches that of an existing document. Hyland also offers a 
Bar Code Generator module that can print bar code separator sheets using OnBase Application 
Enabler to scrape the index values from an enabled business application. OnBase automatically 
recognizes these separator sheets without the bar code process needing to be pre-configured.  
 
In addition, the OnBase Advanced Capture module allows for zonal OCR, full-page OCR extraction 
logic (searching by 'Tags' or expression logic), mark-sense capability (Optical Mark Recognition 
(OMR)), signature detection, Intelligent Character Recognition (ICR) support (handwriting recognition), 
line-item capture, 'Point-and-Shoot' indexing (rubber band), automatic redaction, and more. Advanced 
Capture takes OnBase OCR to the next level. Pre-defined forms and rules, combined with an accurate 
and reliable OCR engine, provide the means to not only automatically classify and index scanned 
images, but also capture valuable transactional data (optionally, to an XML schema) that can be 
leveraged by other systems for integrated validation tasks.  
 
Furthermore, AutoFill Keyword Sets allow a group of related keyword values to be stored in OnBase 
and used when incoming documents are indexed. The keyword sets can be exported from a business 
application and imported into OnBase for use in indexing documents. AutoFill Keyword Sets are used 
to fill in secondary keyword values of a document once the primary keyword value is entered. The 
primary keyword can be entered either manually or via bar code. Users can also update the AutoFill 
Keyword Set when new values are entered, so that they can be used the next time a document arrives 
that shares the same primary keyword value.  
 
Lastly, index values can be scraped to the indexing screen from business application screens that have 
been enabled with the Application Enabler module. This allows for single entry of business information 
so that information does not need to be re-keyed during document indexing, eliminating dual entry and 
reducing keyed-entry errors.  
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Hyland also offers Brainware Intelligent Capture, our industry leading data extraction software. 
Brainware Intelligent Capture pulls key information directly from paper and electronic documents faster 
and more accurately than other technologies, without requiring templates, anchors, keywords or zones. 
Documents can be captured in an OnBase capture process, classified, indexed, and verified, as part of 
an integrated solution. While Brainware Intelligent Capture is a configurable capture tool for any 
document type, pre-configured solutions for invoices, transcripts and remittance are available. 
  
e) Software allows default values and index validation on index fields. 
 
Yes, to support data integrity and processing efficiency, OnBase includes the ability to use default 
values and offers multiple index validation options when a document is indexed. Default values can 
apply to any index field, can include any data format, and can be defined on a document type by 
document type basis. Similarly, index validation can be applied to any index field and be defined on a 
document type by document type basis. Data validation can be performed against data that exists 
internal to OnBase or external to OnBase through a multiple real-time connection options (i.e. ODBC, 
web service) to the external system.  
 
Furthermore, OnBase includes a type of index validation called AutoFill Keyword Sets. Autofill Keyword 
Sets allow a group of related keyword values to be stored in OnBase and used when incoming 
documents are indexed. The keyword sets can be exported from Colleague and imported into OnBase 
for use in indexing documents. AutoFill Keyword Sets provide a form of data validation by filling in 
secondary keyword values of a document when the primary keyword value is entered. The primary 
keyword can be entered either manually or via bar code. Users can also update the AutoFill Keyword 
Set when new values are entered, so that they can be used the next time a document arrives that 
shares the same primary keyword value. 
 

3) Electronic Forms Features: 
a) Describe how the forms design process allows drag and drop fields onto the form. 
 
OnBase Unity Forms provide users with the ability to submit pre-defined electronic forms directly to 
OnBase. Electronic forms add significant functionality and time savings in everyday work. Forms that 
were previously completed on paper and scanned into the OnBase system can now be created directly 
within the system. Paper is eliminated, consistency is improved, and the result is a more streamlined 
process.  
 
Used in conjunction with OnBase Workflow, OnBase Unity Forms products can drive a completely 
paperless business process. Once the form is submitted, OnBase automatically indexes the document 
using field values and makes it available for retrieval within OnBase. The form may trigger an OnBase 
Workflow, completing or initiating a work process. Additionally, forms can be exposed to any web page 
or portal to enable the the submission of online forms by users external to the traditional OnBase 
system (i.e. students, parents, prospective employees, faculty, etc.).  
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Unity Forms are a configurable forms product that are created via a robust, integrated Forms Designer. 
Users can easily create form templates with OnBase-specific features and test the forms before 
publishing them to all users. Unity Forms give organizations the ability to create forms with dynamic 
behavior and validation without requiring any scripting or programming knowledge. To further extend 
forms for many business processes, Unity Forms have an "integrations" feature that allow forms to be 
pre-populated with values passed from a portal or other environments when they are shared externally. 
  
b) Describe how the software allows pre-population of information. 
Yes, OnBase Unity Forms can be pre-populated in a variety of ways. This includes, but is not limited to, 
information based on date/time, information based on form type, or information based on the specific 
user submitting the form. The most traditional use case in Higher Education is to use the Unity Form 
Integrations functionality to allow a portal to be linked behind a gated portal and when the user clicks on 
the link to display the form, the users username, student ID, first name, last name, and other key 
information is pulled from the portal and auto-populated on the form. This data can also be set to read-
only so that students submitting the form cannot change critical data that maintains the forms 
authenticity.   
 
c) Software must create a packet or set of forms that need to be completed. 
 
Yes, this can be accomplished by using a single Unity Form as the master template and then using the 
Pages feature of Unity Forms to house all of the additional forms that could be part of the packet. If the 
packet of forms is always the same, every page would displays as a new form, and information from 
one page can be carried to the next. Optionally, if not all pages need to be completed based on 
different conditions, pages can be automatically hidden and listed as not required so that users do not 
waste time or provide more information than necessary. 
 
d) Software should carry information from one form to another form. For example, if a phone 
number is completed on one form, and the phone number is listed on a subsequent form, then 
the phone number will carry over from the first form. 
 
Yes, when a multiple forms are being completed as part of the same packet, OnBase can easily copy 
values completed earlier to other sections, pages of the form packet.   
 
e) In addition to web forms, software can use Adobe PDF forms, to include the ability to pre- 
populate Adobe forms with information. 
 
No, OnBase does not support the use of Adobe PDF Forms natively. In the event that Adobe PDF 
Forms are required as part of state and/or federal requirements, Hyland has multiple workarounds to 
ensure that Adobe PDF Forms are used in to meet the final submission requirements to the state or 
federal agencies that require it. 
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f) The software should have the ability to copy a form and create in either a GUI builder or HTML 
to allow going back and forth. 
 
Forms can be created by either using the Unity Forms Designer (GUI), or by using your html editor of 
choice.  Forms can be copied to quickly create new forms.  A form that is born in the Unity Form 
Designer will always live in the designer and a form born in an HTML editor will always live in an HTML 
editor.  
 

4) Workflow Features: 
a) Describe how software allows users to configure workflow processes for multiple points of 
automation. 
Yes, OnBase Workflow is a rules-based electronic document routing system that enables users to 
process work more efficiently, faster, and more accurately than with traditional paper processing. 
OnBase Workflow is beneficial whenever successive points of input or action are required in order to 
complete a task, process, or procedure. From processing applications to approving expense reports to 
managing remittance processing, Workflow streamlines collaboration and accelerates the completion of 
critical business tasks. 

Workflow, which is entirely point-and-click configurable, has been designed to allow for quick 
implementation. Much, if not all, of the programming that is required by traditional workflow systems 
has been eliminated. Workflow configuration consists of two central windows: the Tree View 
configuration window and the Graphical View configuration window. 

The intuitive design of the Tree View configuration window provides a workflow designer with the tools 
to define the work (e.g., system, user, or timer) to be accomplished at each queue and define the rules 
and actions that determine how documents will be routed. Simple right-click mouse functions and easy 
to understand configuration windows give non-programmers an unprecedented ability to design and 
deploy sophisticated workflow solutions. 

The Graphical View configuration window allows the designer to determine how the actual flow of a Life 
Cycle will appear and how documents will be transitioned through the Life Cycle. Through the use of a 
configuration toolbar and grid map, Workflow Life Cycles are designed in minutes. Upon the creation of 
the Life Cycle, the graphic layout and the transitions, a basic workflow has easily been established.  

Once the Workflow layout and transitions have been defined, the designer completes the Life Cycle 
queue attributes by returning to the Tree View configuration window. The designer can choose from a 
large pre-defined list of rules and actions through OnBase Workflow. 
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b) Software should provide workflows for common academic processes such as course 
drop/add. Describe how student and class data is retrieved and how hours may be calculated 
when a drop class request is made and how documents are routed for approval. 
 
A Class Add/Drop process is a classic use case for OnBase Unity Forms and Workflow among our 
Higher Education customers. The process would start with an OnBase Unity Form being available on 
the web for a student to access and submit. When available, Hyland recommends placing this form 
behind a student self-service portal so that a student is required to first log in to the portal and then data 
about that student is pre-populated and marked as read-only on the Class Add/Drop form. If additional 
information about the student is necessary, the OnBase Unity Form can pull this information real time 
from Colleague using the Student ID as a primary key field to query Colleague.  
 
A single Unity Form can be used to accommodate the capture of data for both Adding and Dropping a 
class. This is accomplished by allowing multiple line items. A student would create a line item, select if 
they are adding or dropping, and then complete the remaining fields for that action. In the event of a 
Drop, OnBase can integrate with Colleague and display the student's existing class schedule to enforce 
data integrity. In the event of an Add, OnBase can use a concept called cascading data sets to easily 
select from the available courses. An example would be a three steps dataset where the student first 
selects the subject, then only the available course numbers would appear for that subject, and then 
only the available sections would appear for that specific course and number. 
 
Regarding credit hour calculations, OnBase Unity Forms can calculate any number of fields without any 
scripting or programming. The Unity Form would have a field called a calculated field and it would add 
or subtract to current enrolled credits with the proposed additions or drops to display an accurate count 
to those that need to see it. Optionally, the OnBase Unity Form could dynamically display messages to 
the student based on the value of this field. For example, if a student is required to be enrolled full time 
to be eligible for sports or other activities, the form can recognize when the calculated field falls below a 
full time credit threshold and display a message to the student that their athletic eligibility would be 
impacted by the change. 
 
After all of this information is complete, the OnBase Unity Form can capture a student signature, if 
required. The form would allow the student to use their mouse if submitting the form from a computer, 
or use their finger or a stylus to sign if the form is submitted from a touch-enabled device such as a 
mobile phone or a kiosk. 
 
When the Class Add/Drop form is submitted, the document will enter OnBase Workflow where any 
number of things can happen. The first step might be an email notification. This could be a confirmation 
to the student and also a confirmation to any faculty/staff that need to know about the form submission. 
Next, the form could be routed to any number of people for review and approval. This could start with 
the instructor, then the advisor, then the dean, and then to the Registrar's Office, for example. Also, any 
of these approvals can happen in parallel or in sequence. This means that maybe the first levels of 
approval go to the instructor and the advisor at the same time. Then it goes to the Dean and finally the 
Registrar's Office. This approval path is completely configurable and there are no limits on the number 
of approvers, the sequence, or if a document ever needs to go backwards in a review process for any 
reason. 
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Finally, Hyland would recommend the use of a Class Add/Drop dashboard so that the proper personnel 
can always view the real time statistics of this process. Using OnBase Reporting Dashboards, dynamic 
and interactive dashboards can be designed with point-and-click configuration to show the process 
statistics, including any bottlenecks or trends that should be reviewed to ultimately support better 
retention and graduation rates. 
  
c) Software should provide a secure external portal for external users to participate in the 
workflow process. Explain the functionality available on the external portal and how 
authentication is handled. 
 
Yes, the OnBase Web Portal Toolkit allows organizations to create web sites/portals to provide secure 
access to external users such as students, parents, or B2B partners. Providing simple, intuitive 
interfaces, users can interact with content and workflow processes without requiring full access to 
OnBase. Built-in security features restrict access to only the documents users should see and allow 
users to request access to the system. Standard functionality requires no development ability and 
includes document searches, use of electronic forms, ability to upload documents, play a role in 
Workflow processes, view OnBase folders, and more. All functionality is provided in a responsive way, 
which means it can be accessed on phone, tablet or desktop with the view automatically customized to 
the device being used.   
 
d) Describe how the software can add a digital signature to including adding a saved signature, 
drawing a signature, and using a signature pad. 
 
Within OnBase there are multiple ways to sign a document: Digital Signatures, Electronic Signatures, 
and integration with a cloud signature vendor. 
 
Digital signatures refers to the ability to sign a document using a certificate to authenticate the user and 
verify that the document is unaltered. OnBase allows for certificate-based signing of any type of 
document within the system. Certificates obtained from any certificate authority (CA) or internally-
created certificates can be used within OnBase. 
 
An electronic signature is captured with a signature pad or touch device. The OnBase Signature Pad 
Interface allows for physical signatures to be applied to an E-Form, Image, or PDF file type through the 
use of a signature pad device or saved signature. Additionally, Unity Forms and Image Forms can be 
signed with a signature pad. 
 
Lastly, OnBase has an integration with a leading cloud-based e-signature solution from DocuSign. This 
integration allows OnBase users to obtain electronic signatures from individuals outside of their 
organization. 
 
With any of these signature methods, documents can be signed as part of a business process within 
Workflow.   
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e) Describe how the software and workflow can be setup to accommodate employee contracts 
to include creating contracts, sending contracts to employees not yet employed with the college 
to acquire signatures, and route for approvals. 
 
First, the necessary contract data needs to be captured in OnBase. Assuming this data resides in 
Colleague, this data needs to exported from Colleague to OnBase. This can happen on a scheduled 
basis, usually overnight, where Colleague generates a list of new contracts that need to be created. 
This data would be exported as a flat file and imported into OnBase using an automatic document 
import processor. 
 
When this data is captured into OnBase, each set of data would be imported into an OnBase Unity 
Form. This presents the data as a document and allows it to be reviewed and updated even before a 
contract is generated, sometimes eliminating unnecessary contract redlines. There are a couple 
different options when it comes to the actual creation of the contract. The first would be to utilize the 
Unity Form as the contract itself. The flexibility of Unity Forms allows for secure and read-only views of 
all necessary data but allows for easy signature capture from both traditional OnBase users and users 
external to OnBase who don't have an OnBase username and password. Another option would include 
composing a document into a Microsoft Word or PDF document. OnBase Workflow has rules and 
actions to take data from any source, including Unity Forms, other OnBase documents, or even 
external databases, to compose documents without any human interaction. These documents can be 
saved as Microsoft Word documents if they might need editing before the signing process starts, or 
directly to PDF if the signing process should be immediately started. 
 
The signing process can also happen a few different ways. First, signing using a Unity Form provides 
the greatest flexibility since it is a secure method, requires no additional software, and it does not 
require users to have an OnBase username and password. If the contract is a PDF, other signing 
methods need to be used. OnBase supports the signing of PDF documents, but it does require the user 
to be logged into OnBase. Also, OnBase has integrations with external signing providers DocuSign and 
AdobeSign. If Piedmont COmmunity College has a subscription with either of these electronic signing 
providers, OnBase can send the PDF contract to the signing service; the signing service would send 
notification to all parties that need to sign; and when the signing is completed, the fully executed 
document would automatically be archived into OnBase. 
 
After all signing is complete, OnBase Workflows and Reporting Dashboards can be setup to route the 
executed document for final review and processing as well as provide an overall view into the speed 
and progress of the process.   
 
f) Describe how the software can be configured to automatically send out contract renewals for 
signatures. 
 
Building on the workflow process described above, part of the final processing of the initial contract 
would be setting a renewal date. This can be set for any number of minutes, hours, dates, months, or 
years into the future. This renewal date would be captured as an index value on the executed contract 
(or any other document, such as an employee profile form). Then the document would be sent to a 
workflow process that reviews the document each day and determines if the contract is up for renewal. 
Depending on PCC's preferences, OnBase could automatically generate a renewal by repeating the 
process described above, or OnBase could notify the proper users that a contract is up for renewal in 
30 days (for example), and the renegotiation with the employee needs to start.   
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g) Describe the workflow process on how employees enter timesheet information and route for 
approvals. 
 
There are a couple of ways to address a workflow around timesheet information. The biggest variable is 
how employees enter their clock in and clock out information. If PCC would like to have a daily or 
weekly form to capture information, OnBase can generate a new timesheet (i.e. Unity Form) for each 
affected employee for every time period (i.e. day, week, month). The form would be available from the 
employee portal to capture their clock in and clock out. This would be done by using a feature of Unity 
Forms call Condition Buttons. When the "Clock In" button is clicked, it would capture the current date 
and time, down to the second. This value would be recorded as a read-only value and used to calculate 
the total number of hours. Optionally, a manual override could be included on the form to manually 
enter clock in and clock out. 
 
A second way would be to use a new OnBase Unity Form for each clock in and clock out. This would 
remove the need for a daily, weekly, monthly form that the user needs to navigate to. Instead, buttons 
to clock in and clock out could be placed on the employee portal. When clicked, they would create a 
new Unity Form that captures the employee information and the exact date and time, down to the 
second, of when the form was created. This data would then be used to calculate the employees total 
time worked. 
 
Regardless of how the timesheet information is captured, all of this data would be aggregated to a 
master timesheet behind the scenes. At the end of each period, this new form, with all of the 
aggregated information, would be sent to management for approval. PCC would be able to determine 
how many approvals need to take place and also decide if OnBase should auto-approve timesheets. 
An example of this would be timesheets that range between 36 - 44 total hours for the week. These 
timesheets fall within the regular amount of work and could be auto-approved by OnBase and skip over 
one or more approval steps. This would allow management to focus on the outliers - employees that 
worked less hours than expected or more hours than expected. 
 
Similar to all of the other workflow processes described, the use of OnBase Reporting Dashboards 
would be recommended to provide visibility to all timesheets, especially the ones that require overtime 
pay so that HR has an accurate an holistic view of overtime expenses as it relates to budget.   
 
h) Describe how the software can redirect the recipient in a workflow when required. 
 
OnBase process owners can configure workflow using OnBase Studio to enable automatic or manual 
redirection and routing of items.  For example, utilizing OnBase's rules based actions library, an invoice 
could be routed to any number of recipients automatically based on criteria such as the invoice amount, 
invoice due date, etc.  Routing to specific recipients can also be accomplished on-demand.  OnBase 
Studio provides process owners the flexibility and configurability to create workflow designs to meet 
virtually any process need.  
 
i) Describe how the software provides the ability to copy workflows. 
 
OnBase Studio makes it easy to super easy to copy entire workflows with standard menu driven copy / 
paste functionality. 
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j) Explain how the software provides the ability to impersonate a user for workflow 
troubleshooting and testing. 
 
OnBase Unity Forms Designer offers a "Test Drive" feature that allows process owners to test and 
simulate how their electronic form will function by clicking a checkbox next to the User Group that they 
want to impersonate, and workflow queue location of the form. 
 
k) Explain how the software provides the ability to create custom workflow notification emails. 
 
OnBase Workflow provides the ability to automatically send email notifications to let users know that 
there is work that requires their attention. These emails can even be setup with a hyperlink that will take 
them directly to that item in OnBase Workflow. Email notifications can be customized to include 
keyword data about the document, making the experience more personable for the 
recipient.  Workflow, which includes email notification setup, is entirely point-and-click configurable.  It 
has been designed to allow for quick implementation. Much, if not all, of the programming that is 
required by traditional workflow systems has been eliminated.  
 
l) Explain how the software provides inactivity reminders. 
 
This would be accomplished through OnBase Workflow. Users can set alerts and reminders on 
documents in a number of ways. It could be as simple as changing a keyword on a document, such as 
date. Another option would be to have a user select a Workflow task. That Workflow task can then 
prompt the user with an electronic form where they can select a date that they would like to receive a 
reminder on. Email notifications can then be sent alerting and reminding the user that a document 
needs their attention. To take it a step further, with some customization, OnBase Workflow can even 
send out Outlook Meeting Requests within the email notification for the users Outlook Calendar. 
  
m) Describe how the software provides ability to delete individual or a set of forms within a 
workflow at any point within the workflow. 
 
Point and click functionality allow users to quickly delete one to many forms in a workflow, given they 
have the permission to do so.  Click, Shift-Click with the mouse will select many rows.  Right-mouse, 
Delete, will delete the selected forms. 
  

5) Integration Features: 
a) Describe how the software can integrate with Enterprise Resource Plan (ERP) platforms 
including, but not limited to, Ellucian Colleague®, Ellucian Banner®, Salesforce and 
ServiceNow, to pull both Student and Employee information. Describe how integration will be 
accomplished. 
 
Hyland is a proud Strategic Partner of Ellucian. Hyland has in house Colleague environments for testing 
integrations with Colleague. Hyland has more than 700 Ellucian customers integrating OnBase with 
either Colleague or Banner.  
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OnBase supports two types of integration with Colleague. First is the ability to retrieve OnBase 
documents directly from the Colleague interface. This is performed using integration methods 
supported by both Ellucian and Hyland.  
 
The second way is the ability to pull information from Colleague into OnBase (and vice versa). AutoFill 
Keyword Sets consist of related keywords whose values can be automatically supplied via a single 
keyword entry. This group of keywords represents a specific structure in the database. AutoFill 
Keyword Sets use a primary, unique keyword (i.e. Colleague Student ID or Employee ID) to identify and 
return a group of related keywords. By simply supplying the value of the designated primary keyword 
during indexing, all of the values of the associated keywords in the set are automatically retrieved by 
the system and assigned to the document, greatly increasing the speed and accuracy of indexing. 
OnBase can pull student and employee data from Colleague into OnBase using flat file data transfers 
(not realtime, usually on a nightly basis), or web services (realtime using Ellucian web services).  
  

6) Migration Features: 
a) Explain how the software can migrate images and indexes from existing enterprise content 
and document management systems. 
 
Conversion efforts often coincide with ongoing solution implementation activities and must manage the 
potential impact on users, their day-to-day business activities and work in progress. 
 
Working collaboratively with your organization through final closing activities, Hyland ensures the 
conversion plan aligns with your business and technical objectives. Discovery processes clearly identify 
when legacy systems will be replaced as well as potential constraints on the conversion effort. Hyland 
offers various conversion services levels—including Comprehensive Turn-key, Transform & Load or 
Extraction Only —so you can choose the level that best fits your conversion project’s scope, timeline 
and budget. 
 
Your organization need only commit limited resources, primarily for discovery/validation, that are 
familiar with the legacy system, as well as individuals responsible for IT infrastructure and security. 
Hyland provides ECM conversion analysts, database engineers, and project managers. This team 
ensures that conversion planning takes into account concurrent implementation efforts as well. You will 
have a dedicated conversion Project Manager to drive the project from the beginning discovery stages, 
to effectively address matters in this complex environment. 
 
The conversion is performed within your environment to minimize data security concerns and 
eliminates the need for you to ship your database and content. Before any data is migrated, a 
comprehensive test conversion is performed that enables your organization to verify the success of the 
conversion routines and content taxonomy early in the process. This helps prevent costly delays and 
lengthy corrections. 
 
Our staff completes their services by delivering to your organization detailed, validation reports 
accounting for 100% of your legacy content. We report on and reconcile any exceptions—consulting 
with you on solutions and attempting to reconvert any exceptions.   
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b) Explain how the software solution can provide an option of extracting the documents and 
indexes from the existing enterprise content and document management systems. 
 
Hyland Global Services provides a broad range of services including conversion.  Customer works 
collaboratively with our certified, experienced conversion experts to bring your legacy documents and 
data into your Hyland solution. 

• When customers need Hyland to extract the documents from their legacy system as well as 
load the legacy documents into a Hyland product, Hyland’s comprehensive data conversion 
services are required.  

• Where the customer has a means to extract the documents from their legacy system into an 
accessible location, Hyland can perform a Transform and Load service offering. 

• If the Customer has skills to use the Document Import Processor (DIP) processing module, a 
customer may want Hyland to perform the data extraction phase of a data migration. 

 
Best practices for data migration from a legacy system include completing a discovery and review of 
existing data, performing mapping exercises to the new solution, extracting data into a specified, 
agreed-upon structure and format, testing a sizable sample migration, and performing validation of the 
sample, all prior to performing a production migration. When possible, native rather than customized 
tools should be utilized to import the data. 
 
Whether you’re looking to convert one solution or consolidate several content repositories, your Hyland 
platform can handle it all. 
 
Conversion efforts often coincide with ongoing solution implementation activities and must manage the 
potential impact on users, their day-to-day business activities and work in progress.  Working 
collaboratively with your organization through final closing activities, Hyland ensures the conversion 
plan aligns with your business and technical objectives. Discovery processes clearly identify when 
legacy systems will be replaced as well as potential constraints on the conversion effort. Hyland offers 
various conversion services levels—including Comprehensive Turn-key, Transform & Load or 
Extraction Only —so you can choose the level that best fits your conversion project’s scope, timeline 
and budget. 
 

7) Retention Management: 
a) Describe how the software provides an option to manage the life cycle of documents to 
include purging documents ready to start a retention period or notifying an administrator 
documents have met retention. 
 
Document Retention manages the retention and disposition of stored documents according to 
predefined business rules per class of document. The destruction process is initiated by the passage of 
time, allowing for automatic destruction and/or removal from OnBase. As a result, organizations avoid 
fines and reduce legal risks associated with expired content. Document Retention is often the initial, 
critical component of a completely automated records management solution. 
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OnBase Document Retention allows for the automatic destruction and removal of qualified documents 
that have exceeded their retention period and have not been marked for exclusion from the retention 
schedule. This qualification process varies, depending on whether a static or dynamic retention type is 
specified at the Document Type or Document Type Group level. 
 
Static Retention automatically purges documents according to a pre-configured time interval, based 
on either the document date, the date stored in OnBase, or a date keyword. Once the retention period 
has expired, OnBase purges the unnecessary document. Static retention requires no user intervention, 
saving time and ensuring that documents are deleted at the appropriate point in time. For example, a 
manufacturing company may produce a daily production report that may contain information that is 
relevant for up to ten (10) days. After the tenth day, the information becomes irrelevant. Each daily 
report is purged when the retention period has been reached. 
 
Dynamic Retention is a two-step process, allowing the date of deletion to be variable, based on 
additional data (custom OnBase Workflow, Visual Basic Script, or external line-of-business application). 
Step 1 evaluates the data for that document; based on the review of the additional data, Document 
Retention could place a group of documents in the deletion queue. Step 2 is the process of actually 
destroying those documents. Take, for example, the termination of an employee from a company. By 
law, the company is required to maintain the employee’s file for a period of three (3) years before 
removing the employee’s records from OnBase. The company can trigger the retention period of the 
employee’s documents when they log the employee’s release date in their payroll system. If the 
employee ever returned, the company could reactivate the employee in their payroll system. This would 
suspend the previously-imposed retention period and reactivate the documents, provided that the 
retention period has not already passed. 
 
b) Describe the retention management process and how retention profiles can be configured. 
The OnBase Document Retention module allows for the automatic destruction and removal of qualified 
documents that have exceeded their retention period and have not been marked for exclusion. This 
process varies, depending on whether a static or dynamic retention plan is set for that document type. 
The Document Retention module will provide the ability to effectively manage regulatory requirements 
and ensure that documents are not maintained longer than required, thus providing limited liability in 
case of an e-discovery / audit on your company records. Evaluating and purging documents for 
retention is provided by choosing from the following two (2) retention types: 

• Static Retention - Static retention plans will automatically purge documents when the user-
specified time interval has elapsed. The retention period can begin based on either the creation 
date of a document (date stored), the document date, or a date keyword that has been 
configured for the document type. To remove documents associated with a static retention type, 
system administrators must configure a single, purging Document Retention Processor. This 
may be the most effective means to meet long-term storage requirements. 

• Dynamic Retention - Dynamic retention plans work in conjunction with the OnBase Workflow 
engine to ensure that once a retention period elapses, documents are reviewed prior to purge. 
Based on the Workflow, Visual Basic script, or external action, Document Retention processors 
can place a group of documents in a review queue, where additional evaluation can be done 
before the document is removed from the OnBase system. For sensitive documents or 
documents with unique requirements, the dynamic functionality will be most effective. 

 

DocuSign Envelope ID: A71E4DF3-B50A-45C6-BC3A-4509124352CF



 
    
  
  
 

  
 

19 |   © 2020 Hyland Software, Inc. and its affiliate. All rights reserved 

 

Based on other conditions, Document Retention also allows you to suspend a retention plan and 
reactivate the documents provided the documents have not been purged. 
  

8) System Compatibility: 
a) Describe how the proposed solution is compatible with: 
• Industry standard operating systems including, but not limited to, Microsoft, RedHat, Linux®, 
and Oracle. 
 
The OnBase and Unity clients must be run on a Windows operating system (Windows 8.1, Windows 
2012 R2, Windows 10, Windows Server 2016, Windows Server 2019). The Web Client is accessible via 
the Macintosh and Windows operating systems. The database can be run on any operating system 
(UNIX, Linux, Windows) provided it is a supported database product and it is capable of using 
ADO.NET and ODBC. The disk groups on the file server can reside on any platform (UNIX, Linux, 
Windows, etc.) that can be accessed via a UNC path. If the OnBase deployment includes the Web 
and/or Application Server, Windows Server 2012 R2, Server 2016,or Server 2019 are required. 
 
Within these operating systems, the following platforms are supported: 

• All OnBase software runs on Windows (Windows 8.1, Windows 2012 R2, Windows 10, 
Windows Server 2016, Windows Server 2019), hence 100% of the install base runs OnBase on 
a Windows platform. 

• Supported Server Platforms for OnBase Database: Windows Server 2012 R2, Windows Server 
2016, Windows Server 2019, UNIX, and Linux (Oracle and SQL). 

• Supported Server Platforms for OnBase File Server: Windows Server 2012 R2, Windows Server 
2016, Windows Server 2019 or any platform that supports access to the files via UNC path. S3 
storage is also supported. 

 
Please see the Recommended System Specifications OnBase document for additional information. 
 

RECOMMENDED SYSTEM SPECIFICATIONS ONBASE Recommended 
System Specification   

  
• Existing Twain compatible scanners. 
 
Yes, OnBase supports all industry standard scanning protocols. Any TWAIN, Kofax, or ISIS compliant 
scanner will work with the OnBase solution. OnBase is not limited to any specific scanner hardware 
connections; both USB and SCSI scanners are supported.  
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OnBase Recommended System Specifications 


Software and Hardware Requirements 
 


NOTE: The following recommendations are for OnBase Foundation EP4. 
 


Databases Supported 


MICROSOFT SQL 
SERVER™: 


 2012 (all service packs) 


 2014 (all service packs) 


 2016 (all service packs)  


 2017 


 2019 


Note: Azure SQL Database is also supported.  


Beginning in OnBase Foundation EP1, Microsoft SQL Server 2008 and 
2008 R2 are no longer supported.  


If you are using an ODBC data source to connect to the database, you 
must ensure that your SQL Server database client software version 
matches or exceeds the database server version. Running a previous 
client version will result in system instability and memory issues. 


ORACLE 


 11g (all releases) 


 12c (all releases) 


 18c 


 19c 


Note: It is strongly recommended that you have a certified Oracle DBA 
on staff. 


If you are using ODBC drivers with an Oracle database, it is 
recommended that you select Bind Timestamp to Date. 


 


Due to critical issues that have been reported to Hyland, we strongly recommend that: 
 Your database client software version matches or exceeds the database server version. 
 You are running the most recent version of the database client. 


Unicode Database Support 


OnBase provides optional Unicode support for multiple code pages in the same database. 
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Operating Systems Supported 


General Requirement 


Transport Layer Security (TLS) 1.2 or later is required in OnBase Foundation EP4. 


Desktop 


Operating System 
OnBase 
Client 


Web/ 
Application 


Server 


Web 
Client 


Unity 
Client 


WINDOWS 8.1 X N/A X X 


WINDOWS SERVER 2012 R2 X X X X 


WINDOWS 10  X N/A X X 


WINDOWS SERVER 2016 X X X X 


WINDOWS SERVER 2019 X X X X 


WINDOWS SERVER 2019 SERVER 
CORE 


N/A Limited Support N/A N/A 


APPLE MAC OS (VERSION 10.9 OR 
LATER) 


N/A N/A X N/A 


 


Additional OnBase Client Operating System Requirements 


OnBase Client supported operating systems require the following: 
 Microsoft .NET Framework 4.7.2 or later 
 Microsoft Visual C++ 2012 Redistributable Package (x86) 
 Microsoft Visual C++ 2019 Redistributable Package (x86) 
 


64-bit systems require the following: 


 Microsoft Visual C++ 2012 Redistributable Package (x64) 
 Microsoft Visual C++ 2019 Redistributable Package (x64) 


 


Additional Server C++ Requirements 


The Web Server and both the 32-bit and 64-bit versions of the Application Server require the Microsoft 
Visual C++ Redistributable Packages listed below. If not already present on your server, these 
packages are installed when the setup.exe installer is used to install the OnBase Web or Application 
Servers. 
 


32-BIT APPLICATION 
SERVER 


 Microsoft Visual C++ 2010 Redistributable Package (x86) 
 Microsoft Visual C++ 2012 Redistributable Package (x86) 
 Microsoft Visual C++ 2013 Redistributable Package (x86) 
 Microsoft Visual C++ 2019 Redistributable Package (x86) 


64-BIT APPLICATION 
SERVER 


 Microsoft Visual C++ 2010 Redistributable Package (x64) 
 Microsoft Visual C++ 2012 Redistributable Package (x64) 
 Microsoft Visual C++ 2019 Redistributable Package (x64)  
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WEB SERVER 
 Microsoft Visual C++ 2012 Redistributable Package (x64) 
 Microsoft Visual C++ 2019 Redistributable Package (x64) 


 
When the Application Server (either 32-bit or 64-bit) is used in conjunction with the Unity Client on a 64-
bit system, the following must be installed on the Unity Client’s workstation: 


 Microsoft Visual C++ 2012 Redistributable Package (x86) 
 Microsoft Visual C++ 2012 Redistributable Package (x64) 
 Microsoft Visual C++ 2019 Redistributable Package (x86) 
 Microsoft Visual C++ 2019 Redistributable Package (x64) 


 


Mobile 


ANDROID SUPPORT 
Android OS 4.2 or greater to use OnBase Mobile Access for 
Android. 


iOS SUPPORT 


 As of the initial release of OnBase 18 SP 1, OnBase Mobile 
Access and Mobile Healthcare applications are supported on 
iOS versions 10.3.3 and 11.3.1. 


 After the initial OnBase release, OnBase Mobile applications 
will continue to be supported on up to two of the latest major 
versions of iOS. 


WINDOWS SUPPORT Windows 8.1 or greater to use Mobile Access for Windows. 


 
OnBase mobile applications are periodically updated to include new functionality and fix software 
defects. When these applications are updated, the updates are not automatically deployed to devices. 
Users must update the OnBase Mobile application on their devices through the appropriate application 
store/market. These updates do not require an OnBase upgrade. 
 
Beginning in OnBase Foundation EP1, the Mobile Applications Broker Server is no longer supported 
and has been removed from the OnBase product suite. If you are using the Mobile Applications Broker 
Server and upgrading to OnBase Foundation EP4, you will be required to perform a parallel upgrade 
where the Mobile Applications Broker Server and the Application Server it connects to remain on a 
previous version of OnBase, or wait until a replacement solution is available. 
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Client Hardware Requirements 
1B  


Client Retrieval Workstation 


CPU 2 GHz or faster, 2-core  


MEMORY (RAM) 4 GB or greater 


FREE HARD DISK SPACE 2 GB or greater  


SCREEN RESOLUTION 1280 x 1024 (1440 x 900 widescreen) 


 


OCR Processing Workstation 


CPU 2 GHz or faster  


MEMORY (RAM) 
8 GB or greater (Additional RAM may be needed if working with 
grayscale or color images.) 


FREE HARD DISK SPACE 2 GB or greater  


 


CD/DVD/Blu-ray Authoring Workstation 


CPU 2 GHz or faster, 2-core 


MEMORY (RAM) 4 GB or greater 


FREE HARD DISK SPACE 
(MINIMUM) 


• CD Authoring: 3 GB 
• DVD Authoring: 8 GB 
• Blu-ray Authoring: 27 GB 


(If exporting or publishing, add an additional 1 GB to the 
appropriate value above for the Export directory structure.) 


SCREEN RESOLUTION 1280 x 1024 (1440 x 900 widescreen) 


 


Client Scanning Workstation 


CPU 2 GHz or faster  


MEMORY (RAM) 2 GB or greater 


FREE HARD DISK SPACE 2 GB or greater 


SCREEN RESOLUTION 1280 x 1024 (1440 x 900 widescreen) 


SCANNER (MINIMUM) TWAIN compliant 
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Web/Application Server & Core Services Hardware Requirements 


Web and Application Servers must be dedicated purpose servers, not used as a domain controller, 
DNS server, non-OnBase Web server, email server, print/database/file server, index server, proxy 
server, network backup server, jukebox manager, network performance monitor, OnBase Client 
processing workstation, or Workflow/API OnBase Client broker. Network and disk I/O hardware should 
be optimized for performance and redundancy. Two network ports can reduce server bottlenecks by 
using a segmented network for external and internal requests, where external requests are sent to the 
Web clients and internal requests are sent to the file and database servers. A Gigabit Ethernet 
connection to the file server and minimal latency connection to the database server are recommended. 


 


32-Bit Application Server Only 


CPU Intel® XEON™ processor with multiple cores or processors 


MEMORY (RAM) 8 GB 


FREE HARD DISK SPACE 


2 GB or greater 


(Available disk space should be at least twice the size of the 
largest file users may upload) 


NETWORK CARD Gigabit Ethernet or higher 


WEB BROWSER 
Microsoft Internet Explorer 11.0 running in IE 11 document mode 


(Note: Ensure all Windows Server updates are applied) 


MICROSOFT INTERNET 
INFORMATION SERVER (IIS) 


Microsoft IIS 8.0, 8.5, or 10.0 


 


64-Bit Web and Application Servers Only 


CPU Intel® XEON™ processor with multiple cores or processors 


MEMORY (RAM) 
Web Server: 8 GB 


App Server (64-bit): 16 GB 


FREE HARD DISK SPACE 
2 GB or greater (Available disk space should be at least twice the 
size of the largest file users may upload.) 


NETWORK CARD Gigabit Ethernet or higher 


WEB BROWSER 
Microsoft Internet Explorer 11.0 running in IE 11 document mode 


(Note: Ensure all Windows Server updates are applied) 


MICROSOFT INTERNET 
INFORMATION SERVER (IIS) 


Microsoft IIS 8.0, 8.5 or 10.0 
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Web Client Hardware and Browser Requirements 


CPU (MINIMUM) 1 GHz 


SYSTEM MEMORY 2 GB or greater 


FREE HARD DISK SPACE 
(MINIMUM) 


 For installing and running the ActiveX Web Client: 200 
MB  


 For installing and running the Desktop Host: 400 MB 


SCREEN RESOLUTION 1280 x 1024 (1440 x 900 widescreen) 


WEB BROWSER 


Active X Web Client: 
 Microsoft Internet Explorer 11 (IE 11) 


HTML Web Client: 
 Google Chrome 80 or greater 
 Microsoft EdgeHTML 16 or greater 
 Microsoft Edge on Chromium 79 or greater 
 Mozilla Firefox 68 or greater 
 Mozilla Firefox 68 ESR 


 Microsoft Internet Explorer 11 (IE 11) 


• Safari 13.0 or greater for macOS, with the exception of 
full screen mode  


 


EMAIL PLATFORM 
MAPI 1.1 Compliant Email Client connection and supporting 
Active Messaging DLLs 


 


Notes:  
The browser versions listed in the table above are explicitly supported in OnBase Foundation EP4, 
meaning that these versions have been thoroughly tested and certified. Newer versions of the 
evergreen browsers and security updates for the non-evergreen browsers will be compatible with 
OnBase, but they will not be extensively tested. 
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Unity Client Hardware and Browser Requirements 


CPU 2.4 GHz or faster, 2-core 


SYSTEM MEMORY 4 GB  


FREE HARD DISK SPACE 
(MINIMUM) 


800 MB  


SCREEN RESOLUTION 1280 x 1024 (1440 x 900 widescreen) 


GRAPHICS CARD 256 MB with hardware acceleration support 


WEB BROWSER 
As long as a supported operating system is being used there 
are no further web browser requirements. 


EMAIL PLATFORM 


• Lotus Notes 8.5x 


• IBM Notes 9.0x 


• Microsoft Outlook 2016 or 2019 


• Novell GroupWise 2012 or 2014 


MEDIA PLAYER Windows Media Player 10 


 


Unity Client Scanning Workstation  


CPU 2.4 GHz or faster, 2-core  


MEMORY (RAM) 6 GB 


FREE HARD DISK SPACE 2 GB or greater 


SCREEN RESOLUTION 1280 x 1024 (1440 x 900 widescreen) 


SCANNER  TWAIN compliant 


 


64-Bit Studio 


CPU 2.4 GHz or faster, 2-core 


MEMORY (RAM) 8 GB 


FREE HARD DISK SPACE 2 GB (minimum) 


SCREEN RESOLUTION 1280 x 1024 (1440 x 900 widescreen) 


GRAPHICS CARD 256 MB with hardware acceleration support 


EMAIL PLATFORM 


Lotus Notes 8.5.x 


IBM Notes 9.0.x 


Microsoft Outlook 2016 or 2019 


Novell GroupWise 2012 or 2014 


MEDIA PLAYER Windows Media Player 10 
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Virtual Environments 


Hyland develops, tests and supports the OnBase suite of products on specific Operating Systems, not 
specific hardware configurations. When OnBase is operated in a virtual environment (such as Citrix, 
VMware, Hyper-V, or Windows Remote Desktop) there may be limitations or subtle differences 
imposed by the environment. The customer and the virtual environment vendor are responsible for any 
interactions or issues that arise at the Hardware or Operating System layer as a result of their use of a 
virtual environment. 
 
When it appears that a performance-related issue in OnBase is either caused by (or is unique to) the 
virtual environment, organizations may be asked to validate that the issue occurs in a non-virtual 
environment. Hyland will make this request if there is reason to believe that the virtual environment is a 
contributing factor to the issue.  
 
Each OnBase site is unique. Hyland depends on the customers who deploy OnBase in virtual 
environments to do so only after careful design and adequate planning (that takes into account the 
workloads of your organization), and in accordance with recommendations provided by the virtual 
environment’s vendor. As with any implementation, Hyland strongly recommends that any customer 
deploying the OnBase solution in a virtual environment thoroughly test the solution before putting it into 
production. 
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Notice 
 
©2020 Hyland Software, Inc. and its affiliates. All Rights Reserved 
 
Hyland, OnBase, AnyDoc, Edge, Guardian, Brainware, Acuo, PACSgear, NilRead, and other Hyland 
product names are registered and/or unregistered trademarks of Hyland Software, Inc. or its affiliates in 
the United States and other countries. Other parties’ trademarks, service marks, and product names 
that may be used herein are the property of their respective owners. This document contains 
confidential information of Hyland Software, Inc. or its affiliates. Such confidential information is 
provided solely for use by the entity to whom it is sent, and, unless otherwise prohibited by law, must be 
handled with the same degree of care used by such entity in handling its own information of the same 
nature or as otherwise set forth in any existing confidentiality agreement between Hyland Software, Inc. 
or its affiliate and such entity.  
 
The information in this document may contain technical data as defined by the Export Administration 
Regulations (EAR) and is subject to the Export Control Laws of the U.S. Government and may be 
subject to the export controls laws of your entity’s local jurisdiction. Transfer of such data by any means 
to a foreign person, whether in the United States or abroad without proper export authorization or other 
approval from the U.S. Government and the export authority of your entity’s jurisdiction is strictly 
prohibited. 
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• Industry standard database technologies including, but not limited to, Microsoft SQL, Sybase, 
Unidata, and Oracle to capture a variety of documents such as transcripts, certificates, 
purchase orders, checks, vouchers, contracts, etc. 
 
OnBase can be deployed on either Microsoft SQL or Oracle. Please see our list of supported database 
platforms in the attached Recommended System Specifications document.  OnBase does not store the 
physical document files in the database.   
 
OnBase Database Server (required)  
The OnBase database maintains all OnBase configuration and metadata (i.e., index values) related to 
stored content. There are a variety of OnBase database server solutions, each providing varying 
degrees of redundancy and high availability. 
 
OnBase File Server (required) 
The OnBase File Server solution houses all stored content including scanned images and electronically 
imported documents. OnBase content storage addresses high availability and redundancy with its 
native functionality to support multiple “copies” of OnBase disk groups (physical storage locations for 
documents and content).   
 
There is no limitation imposed by the software on the number of document types that you create in the 
system.  There is also no limitation imposed by the software as to the number of documents that can be 
stored in the system. 
 
Please see the Recommended System Specifications OnBase document above for additional 
information. 
  
• Import data from various file types. 
 
OnBase is the only complete information management system engineered to treat image, COLD, 
application and workflow documents the same way, as information objects. This uniformity makes the 
entire system exceptionally easy to use. All documents are stored in their native format, so OnBase 
uses standard protocols for storage and retrieval. As long as the viewer associated with a certain file 
can be registered, it is supported in OnBase. Supported formats include, but are not limited to: 
  
▪ 24-bit Targa 
▪ Emtex AFP/Metacode 
▪ PDF 
▪ Amiga IFF 
▪ Export Transfer Document 
▪ PCX 
▪ Digital Certificate Signatures 
▪ GIF 
▪ Packbits TIFF 
▪ AVI Movie 
▪ Group II TIFF 
▪ Quick Time Movie 
▪ AFP Document 
▪ Group IV TIFF 
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▪ Redacted Image 
▪ Brooktrout 
▪ HTML 
▪ Text/Rich Text Format 
▪ CALS 
▪ Hit-Highlights 
▪ Sun Raster 
▪ Clip 
▪ Image 
▪ Text Report Format 
▪ Compressed BMP 
▪ JPEG 
▪ Uncompressed BMP 
▪ Custom 
▪ LZW TIFF 
▪ Virtual Electronic Form 
▪ DCX 
▪ Macintosh PICT (Raster Only) 
▪ WAV Audio File 
▪ Data Mining Format 
▪ MS Word/Excel/PowerPoint 
▪ Windows Ico 
▪ Dynamic Document 
▪ OLE Active Page 
▪ WMF (Raster Only) 
▪ EPS (Screen Preview Only) 
▪ OLE Server 
▪ WPG (Raster Only) 
▪ Electronic Form/Virtual Electronic Form 
▪ PCL (Dictionary Import, Filter, Full Size) X-Windows Bitmap Pixmap/Drawing 

 
Additional file formats can be added, deleted, changed, or renamed after installation. It is important to 
note that new document types can be created inside of OnBase and linked to new file formats that are 
unsupported. The new file format's native image viewer typically handles image-viewing capabilities. 
 
Importing content into the repository can be accomplished in a variety of different methods, including 
the following: 
▪ Document Imaging - Scans, indexes and stores documents as digital images. Advanced features 

include distributed capture and indexing, image enhancement, bar code recognition, blank page 
separation and auto-enabled indexing. 

▪ COLD/ERM Processing - Automatically identifies, compresses, indexes, and stores reports and 
statements that are output from computer systems as printer, COM, or text files. 

▪ PDF Input Filter to COLD/ERM - Text-based PDFs can automatically be brought into OnBase 
using the PDF Input Filter to COLD/ERM. This allows PDFs to automatically be brought into 
OnBase, separated into multiple documents (if need be), and indexed from metadata contained 
within the file. 

▪ Document Import Processor (DIP) - Processes batches of third-party-generated documents and 
indexes into the OnBase system. Support for scheduling and polling allows for hands-off operation. 
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DIP also lends itself to performing large back-file conversions from legacy systems and can be 
used as a convenient tool used for system/platform conversions. 

▪ Directory Import Processor - Allows OnBase users to import documents from practically any 
structured directory. Valuable information contained within folder or file names is used to determine 
document types and keywords, allowing the indexing of documents to be automated. This is an 
efficient use of logical structures already created from multi-function devices or external scanning 
sources. 

▪ Ad Hoc Document Import - Allows a user to bring a single document (image, report, application 
documents, video, audio, etc.) into the OnBase system by automatically storing the document into 
a permanent disk group. The user can also bring a document into the system from Windows 
Explorer using drag and drop. 

▪ API Archival - Allows for the storage of documents from third-party systems into the OnBase 
system via the OnBase API. 

▪ Electronic Forms - Enables users to complete and submit online forms that are automatically 
captured, indexed, and stored as documents in the OnBase system. These can be completed from 
a portable device or a website, or at the desktop level. 

▪ EDM Services - Stores and manages application files such as word-processing documents, 
spreadsheets, and presentations. Features include ad hoc document storage, revision control, and 
check-in/checkout. 

▪ Mailbox Importer - Automatically captures and stores email messages and attachments directly 
from Microsoft Exchange.   

▪ Archive Services for Microsoft SharePoint - Captures documents generated and stored in 
SharePoint and transfers this content into OnBase, allowing for advanced ECM features such as 
Robust Storage Solutions, Complex Workflow Processing, and Centralized Records Management. 

▪ XML Tagged Import Processor (TIP) - Automatically parses, indexes and stores XML document 
data streams (files) into OnBase, regardless of XML source. A single XML file can contain multiple 
documents, which can be parsed into one or more OnBase document types. Once the XML 
documents are in OnBase, they can be displayed using a variety of XML style sheets for viewing 
and printing. 

▪ EDI Import Processors - Automatically parses, indexes, and stores EDI datafiles as individual 
OnBase documents. A single EDI (Electronic Data Interchange) file can contain multiple 
documents, which can be parsed into one or more individual documents. Once the documents are 
in OnBase, they can be displayed using a variety of XML style sheets for viewing and printing. EDI 
formats supported include 130 (Transcripts), 810 (Invoices), 835 (Explanation of Benefit), and 837 
(Insurance Claim). 

▪ ShareBase - ShareBase by Hyland is an Enterprise File Sync and Share (EFSS) that directly 
interacts with OnBase. OnBase Workflow can be configured to send a user a link to a ShareBase 
folder where that user can upload a document. Documents uploaded to the folder can 
automatically be classified and indexed into OnBase without manual interaction. 

▪ External Access Client (EAC) - The EAC is a portal solution configured through simple portlet 
configuration. Portlets contain existing OnBase functionality such as importing documents, creating 
new forms, and interacting with OnBase workflows. 

▪ Application Enabler (AE) - This point-and-click configuration tool allows organizations to integrate 
OnBase with nearly any third-party line-of-business application with no custom coding. Applications 
enabled with AE can allow users to take advantage of OnBase functionality such as uploading 
documents, creating new forms, and interacting with Workflows without having to leave their 
existing application. 
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9) Integration with digital credentials and digital credential 
providers. 
Explain how the proposed solution provides the ability to integrate with digital credentials and 
digital credential providers. 
 
Since 2017, Hyland Credentials has been partnering with governments, higher education institutions 
and companies to deploy secure credentialing systems that leverage the blockchain as a secure anchor 
of trust.  Hyland Credentials works with customers around the world to stand up Enterprise 
Credentialing Systems that issue verifiable records using the Blockcerts open standard. Blockcerts, 
developed by Learning Machine (acquired by Hyland in 2020) with the MIT Media Lab, is the world’s 
leading open standard for issuing recipient-owned records to any blockchain. 
 
Blockcerts is the most widely adopted global, open standard for creating, issuing, viewing, and verifying 
any type of credential using any blockchain as a secure anchor of trust. Examples of credentials that 
may be issued by the North Carolina Community College System include: diplomas, transcripts, 
certificates, awards,  and licenses.  These digital records are registered on a blockchain, 
cryptographically signed, tamper proof, and shareable.  To ensure the longevity and interoperability of 
these records, we are ongoing contributors to international standards communities, including 
Blockcerts, IMS Global, and the W3C.  
  
Blockcerts is published under the MIT License, a Free and Open Source Software (FOSS) license, 
meaning it is not owned by Hyland Credentials or MIT and can be used without charge by institutions 
around the world to build their own applications for issuing, receiving, sharing, and verifying official 
records. This is important as it ensures vendor independence over time protecting The North Carolina 
Community College System from from lock-in. 
  
Hyland Credentials has built a best-in-class Issuing System to enable The North Carolina Community 
College System and other educational institutions to issue Blockcerts at scale. Institutions license 
issuing accounts which allow them to design certificates, import recipient data, and issue batches of 
credentials to thousands of recipients.  At the Enterprise level (Federated license), the Hyland 
Credentials Issuing System becomes a tool for policymaking, student mobility and curriculum 
development, as large institutions like the North Carolina Community College System can centralize 
their credentialing operation across multiple organizations and capture actionable analytics about their 
student body over time.  Student credentials are issued as natively digital machine readable documents 
that may be ingested into systems across the NC Community College System significantly enhancing 
efficiencies and empowering students to continue to pursue lifelong learning opportunities. 
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Hyland Credentials Issuing System: Features and Capabilities. 
 
 
 Hyland Credentials Products 

  Open Badges 2.0 Blockcerts 2.0 

Main Features and Capabilities Microcredentials 
(Badges) 

Simple 
Credentials 
(Certificates 
& Diplomas) 

Complex 
Credentials 

(Transcripts & 
Examinations) 

Unlimited Issuances X     
Open Badges 2.0 Validator X     
Recipient Shareable File (PNG) X     
Recipient Shareable URL (Hosted Credential) X X   
Simple Credentials Designer Tool X X   
Data Transfer: Manual CSV Upload X X   
Credential Analytics X X   
Recipient List based Batch Issuances X X X 
Revocable Credentials X X X 
Issuer Public Key   X X 
Recipient Public Key   X X 
Recipient Shareable File (JSON)   X X 
Credential Metadata   X X 
Preview & Test Issuances   X X 
Blockchain-Anchored Credentials (Bitcoin or 
Ethereum)   X X 

Blockcerts Wallet App (iOS & Android)   X X 
Blockcerts Universal Verifier   X X 
Custom Branded Verification Portal   X X 
QR Code   X   
Complex Credentials Designer Tool     X 
Data Transfer: Manual JSON Upload     X 
Data Transfer: API (JSON format)     X 
Issue non-Hosted Credentials     X 

  
Customers are serviced by a team of dedicated regional Account Delivery Leads available at the single 
account and/or Federated Account level who work with them to develop and scale custom credentialing 
roadmaps and ensure project success. 
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Hyland Credentials offers a solution built to issue multiple types of credentials (badges, transcripts, 
diplomas, etc.) that utilize data imported from any enterprise system. These credentials can also 
accommodate any data schema from the variety initiatives underway.  Recipient data may be uploaded 
as a CSV file directly to the Hyland Credentials Issuing System, or imported as JSON from existing 
SIS/LMS systems using our import API. These import methods allows Hyland Credentials to be 
integrated with Hyland OnBase or other enterprise systems. Finally, issued credentials can be verified 
by third parties without any proprietary software.  
 

10) Search Capabilities 
Describe search capabilities, including, but not limited to, name, SSN, and ID numbers, as well 
as the ability to search archived records. 
 
Fast, consistent, and secure access is provided to all documents stored in the OnBase system. 
Retrieving a document is nearly instantaneous through several search methods, including the 
Document Retrieval dialog box, Foldering, custom queries, text search, and cross-referencing. The 
client is the central location to import, organize, secure, retrieve, enhance, and distribute all of your 
data. 
 
Powerful tools are provided to retrieve stored data quickly and accurately. The OnBase client offers 
several methods of searching, including: 
▪ The Document Retrieval Dialog Box offers an efficient, user-friendly way of displaying any and all 

documents stored in OnBase. It enables users to retrieve the exact document(s) desired with 
minimal effort. Entering keyword values allow users to find documents in seconds. Keywords and 
dates can be used to filter and sort unrelated documents. Retrieval searches can limit searches by 
document type group, document type, document date, and keywords. 

▪ Cross-referencing is a powerful retrieval method that enables users to double-click on an open 
document and automatically retrieve any or all related documents regardless of data type. The 
links between document types for cross-referencing are created with only a few mouse clicks and 
never require programming. For example, to find and display the image of a receipt related to an 
item in an expense report, the user would only have to double-click on the expense report that lists 
the expense. 

▪ Custom queries enhances security and make routine retrievals one click away for users who 
repeatedly perform the same search. A user-defined, custom query provides a faster, more direct 
way to search for a specific item. To enhance security and usability, OnBase can be configured to 
have only the custom queries display on startup. If a workstation is set up in this fashion, it will 
present the user with only specified queries. The user will not be aware of any other information in 
the OnBase system and have no way of accessing it. Custom queries can be configured to search 
against document types or folders. Folder queries retrieve folders that satisfy your search criteria, 
rather than documents. 

▪ Text searching is used to locate COLD and other text documents that contain a specific string of 
text. The search is performed where the data is stored so that OnBase does not have to send all 
the raw data to the workstation to complete the search, saving time and limiting network traffic. 
Combining keyword searching and text searching narrows down the results even further. 
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▪ Full-Text Search provides a simple, unified interface for retrieving textual information stored in 
OnBase documents. This module extends native OnBase search capabilities to both structured 
and unstructured data, including images, emails, PDFs, Microsoft Office files and electronic forms. 
Advanced searches can be performed based on keywords and phrases that exist within OnBase 
documents to quickly and easily locate relevant content. 

▪ File Foldering can be customized to meet user needs. This search method is very similar to using 
Windows Explorer. A file cabinet window displays the folder type, all available file cabinets, and all 
tabs or sections within a selected folder. Navigation features include double-clicking on a folder to 
display the next directory, and pressing the backspace key to move to a higher-level directory.  

▪ A Note Search initiates a search for all documents with notes that contain the text entered by the 
user. When OnBase finds documents with notes, highlights, or staples text that match, a list is 
generated in a separate window. The user can also restrict the search to certain note types, users, 
and/or dates by making a selection from a drop-down list of note types. 

▪ The Document Handle Search provides a way to retrieve a document by its master "item number" 
in the OnBase database. This is useful for administration and troubleshooting. 
 

11) Support 
Support (response time must be 4 hours or less) for: a) Business hours, after hours, weekend, 
and holiday support. b) System use and availability support. c) Access and authentication 
support. 
 
Hyland does not guarantee response times; however, support issues that materially impact production 
use of the system are addressed immediately. Hyland endeavors to identify a workaround whenever a 
permanent solution to a software error cannot be provided within a reasonable timeframe. The 
Technical Support analyst assigned to a support issue is empowered to determine its impact on a 
customer’s solution per defined Severity Levels, and to obtain immediate attention to the issue as 
required. Additionally, Technical Support Success Advisors have the ability to request and coordinate 
resources from multiple departments.  Hyland Technical Support is available 24/7, excluding major US 
holidays which may have limited staff.  
 
Please see the Hyland Technical Support Overview for additional information. 
 

HYLAND TECHNICAL SUPPORT OVERVIEW Hyland Technical 
Support Overview.p  
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SOFTWARE MAINTENANCE


To help you maximize your technology investment, Hyland 


provides the following software maintenance benefits to keep 


your implemented solution operating at peak performance:


 � Notification of new product release versions, patches, 


technical alerts and updates


 � Access to software utilities and documentation 


for new version releases and patches


 � Error correction for confirmed errors with the  


supported product


SUPPORT


Customers with active software maintenance and support 


have access to a full range of technical support services:


 � Support for Hyland product functionality — provided with 


exceptional customer service


 � A comprehensive Technical Support team to handle all 


aspects of the support process


 � Optimized access to Technical Support Analysts, who 


respond to all technical support requests


 � Access to the subject matter experts needed to drive  


issues to resolution


 � Advice related to the operation of the implemented software


 � Defined escalation process to ensure resolution


 � Response to software errors based on confirmed severity level


 � A Customer Success Advisor who serves as your advocate 


throughout the support process


 � A comprehensive product and solution testing lab to 


reproduce your environment for acute issue troubleshooting


 � Secure, personalized 24/7 access to the online support portal


CUSTOMER SUPPORT EXPERIENCE


Technical Support offers customers two options — self-service 


support and assisted support — for expanding your Hyland 


technology knowledge and resolving issues you may experience.


Self-service support


Product documentation and a knowledgebase are available on 


the online support portal for customers to grow their expertise 


as well as to research and resolve issues without the need to 


engage the Technical Support team directly. Technical Support 


knowledge team members are continually contributing robust 


technical content to ensure the knowledge base is a relevant 


and dynamic reference repository.


Additionally, the functionality of the online support portal 


provides a superior and tailored online experience that 


empowers users to:


 � Create, update and view the status of support issues


 � Securely download software and utilities


 � Search the online product documentation


 � Search the knowledge base for solutions to common  


technical issues


 � Review training course schedules, outlines and agendas


 � Access available eLearning modules for self-study


 � Keep informed of the latest Hyland product announcements


 � Access user-driven, peer forums and user groups focused on 


technologies, solutions and industries 


TECHNICAL SUPPORT | OVERVIEW   


HYLAND SOFTWARE
MAINTENANCE AND SUPPORT


Maintenance and support from Hyland for your software solutions is a vital part  
of every customer relationship, representing both a high level of enterprise support 
services value and a comprehensive commitment to your future success with  
Hyland products.







Assisted support


Technical Support is focused on compressing the time frame 


from issue inception to resolution while providing a remarkable 


support service experience. In support of this goal, we deliver 


support via a strategic, multi-layered approach:


 � Hyland Technical Support is readily accessible through two 


channels: online support portal or phone for high-impact issues.


 � Support requests submitted via the support portal are routed 


to an available and knowledgeable Technical Support resource 


with the proper alignment of experience and product expertise 


to resolve each specific issue.


 � High impact issues reported by phone are addressed based on 


the product and scope of impact.


 � The assigned Technical Support resource works directly with 


you, following up as often as needed based on the nature of 


your issue to drive issue resolution.


 � A Customer Success Advisor is engaged for any concerns 


related to the delivered support experience, and assists with 


any non-technical support requests. The Customer Success 


Advisor monitors issue progress, engages additional Hyland 


resources and communicates with the customer as needed 


until the issue is resolved.


 � The Technical Support Analyst team has direct access 


to Research and Development for assistance with 


software errors


 � For solution-related issues, the analysts work with the Global 


Services team to provide resolution.


 � Technical Support management is notified of issues that have 


an acute business impact in your environment so they can 


provide any additional resources that may be necessary to 


resolve the issue.


CUSTOMER SUPPORT EXPERIENCE


Technical Escalation


Assisted Support


SUPPORT REQUEST


Submit request  


via web


Technical Support Cloud Services


Product 
Break-Fix


How-to 
Assistance


API  
Break-Fix Platform 


Support


Analyst I Analyst II Analyst III


Analyst Technical Assistance
Customer 
Follow-up


Resolution


 � Knowledgebase


 � Support issue 


management


 � Downloads


 � Product 


Documentation


 � Forums


Community


Self-Service Support


www.Hyland.com/Community


?


Research and 
Development


Global 
Services


Issue Coordination


Success 
Advisor


Support 
Leadership
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TECHNICAL SUPPORT TEAM


Hyland’s software maintenance and support is backed by 


a Technical Support team comprised of multiple levels of 


Analysts, API Analysts, a Customer Success Advisor team and 


Technical Support leadership.


We view support services as an integral component of our 


exceptional software, which means we only hire the very best 


support personnel with both world-class credentials and 


extensive experience. A collaborative, open work environment 


allows Technical Support to work together with exceptional 


efficiency to accomplish its goal of supporting our customers.


Our Analyst team is responsible for technical issue 


troubleshooting and resolution. The team is comprised of 


professionals with decades of experience in the IT industry, 


working with a variety of operating system platforms and 


databases from all major database vendors. 


API Analysts specialize in troubleshooting and resolving 


advanced custom-solution related issues. The team is comprised 


of individuals with experience with various scripting and 


programming languages.


The Customer Success Advisor team consists of professionals 


with years of experience working with customers to deliver 


outstanding customer service.


COLLABORATION AND EDUCATION 
Continuing education in the many technologies that our 


customers depend on is a priority within the team. Technical 


Support team members are encouraged to enhance their 


skills by learning new technologies either on their own or by 


attending company-sponsored technology training throughout 


the year. 


In addition to ongoing technical training, team members 


meet regularly to discuss all aspects of providing an 


exceptional support experience for our global customer 


base. Meetings are held to thoroughly understand customer 


needs, review specific issues customers are experiencing, 


ensure support experience quality assurance efforts are being 


delivered as desired, provide accurate issue documentation 


and ensure support delivery is timely and delivers maximum 


value for our customers. 


CUSTOMER SUCCESS ADVISOR: 
YOUR ADVOCATE


The inherent complexity and customization of Hyland software 


implementations requires more than just technical expertise. 


It requires the ability to guide customers through the entire 


support experience, coordinate a range of support resources 


and ensure effective problem resolution through a single, 


personal point of contact. 


At Hyland, active software maintenance and support 


customers are assigned a Customer Success Advisor  


who provides:


Guidance and advocacy


A strong, long-running relationship with someone familiar 


with your industry and specific business needs ensures a 


positive customer support experience. The Customer Success 


Advisor acts as that trusted guide and advocate for you 


throughout the support process.


Proactive support issue management


Through regular monitoring and scheduled support issue 


reviews, the Customer Success Advisor will take strategic 


action to manage high-priority issues quickly and effectively.


Technical Support account management


The Customer Success Advisor is responsible for owning and 


driving the support process as well as providing facilitation and 


leadership when cross- team coordination is required, so you’re 


never left without guidance.


SUPPORT CENTER LOCATIONS


Hyland Technical Support has professionals in support centers 


located across the globe to assist customers, with support 


centers in:


Our support centers are strategically located to ensure 


appropriate time zone coverage, local language support where 


available during local business hours and a highly effective  


ratio of Analysts and Customer Success Advisor to customer 


support issue volume.


United States


 � Westlake, Ohio


 � Olathe, Kansas


 � Lincoln, Nebraska


 � Bloomington, Minnesota


 � Pleasanton, California


 � Irvine, California


 � Phoenix, Arizona 


 � Alpharetta, Georgia


 � Salt Lake City, Utah


 � Tampa, Florida 


International


 � London, United Kingdom


 � Amersfoort, Netherlands


 � Nottingham, United 


Kingdom


 � Berlin, Germany


 � Sao Paulo, Brazil 


 � Tokyo, Japan 


 � Melbourne, Australia





Hyland Software
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12) Reporting: 
a) Describe the proposed solution’s method for dashboard capabilities 
 
Organizations who need interactive, real-time reporting surrounding data contained in an OnBase 
system will benefit from Reporting Dashboards. Reporting Dashboards is used to graphically display 
data returned from a configured data provider. The dashboard items available for dashboards include 
basic pie, chart, and bar graphs, or more advanced displays such as gauges, pivot tables, and maps, 
all of which allow users to quickly identify relevant information and trends surrounding the data 
managed by the data provider. Multiple dashboard items can be displayed in a single dashboard, and 
the dashboard can be configured to allow the elements of one dashboard item to update the 
information displayed in other dashboard items, allowing for a dynamic, real-time view of 
measurements surrounding stored data. 
 
b) Describe the proposed solution’s ability to run reports on number and type of forms, 
documents, etc. maintained within the proposed solution. 
 
The ability to audit an individual document is supported in OnBase and is very important for compliance 
initiatives including HIPAA and Sarbanes-Oxley. OnBase provides a single document audit log on every 
document in the system. The log displays the log date, log time, user name, action (brief description of 
the action that took place), and a detailed account of the action. 
 
OnBase also provides a complete and comprehensive transaction logging and reporting functionality. 
Each action taken within the system is logged from login, retrieval, update, logoff, etc. OnBase even 
offers the ability to track administrative changes to the system. OnBase provides an administration 
interface to select the desired events, grouped or filtered by a number of parameters including date 
range, user group, document type, etc. This transaction logging and reporting is standard out of the box 
functionality. 
 

13) Technical Architecture 
Describe the proposed solution’s technical architecture – specifically production, development 
and test environments, as well as user system access, account management, and user’s ability 
to access electronic forms and associated licensing requirements. 
 
In a typical OnBase deployment, a two-and three-tiered architecture is used: 
CAPTURE/PROCESSING STATIONS (COLD SERVER, PRODUCTION SCAN STATIONS): 
In order to maximize the processing speed with the OnBase database and file storage, the high-volume 
processing stations utilize a two-tier model. OnBase connects directly to the relational database server 
while running all the rules and business logic at the workstation. This strategy permits OnBase to fit an 
architecture in which each additional user added provides more processing power to the system and is 
responsible for its own tasks. 
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Hyland has developed a three-tier application with the .NET platform installed. In this environment, the 
application server contains all of the business logic, including the workflow routing logic. In this 
deployment model, the client acts as a presentation layer because all of the processing occurs on the 
application server. Hyland's application server can be scaled using multiple servers and load-balancing 
routers with sticky address capabilities. 
 
Regardless of deployment model choice, OnBase uses the same two back-end tiers: 
DATABASE LAYER: 
OnBase was designed as a centralized repository for all documents. The heart of the system is the 
single database, which acts as the central nervous system for the repository. The only requirement is 
that the application layer needs an ADO.NET or ODBC connection to the database layer. 
 
DOCUMENT FILE STORAGE: 
The document storage layer is handled through OnBase disk groups. A disk group is a logical storage 
area for documents and data. All data that is added to the document management system is stored in a 
disk group. This logical structure to where the data is physically stored on the network allows the 
document management system to track, categorize, and perform specialized maintenance functions on 
the data. It also allows for the segregation of data based upon the security or retention requirements of 
the documents. Multiple disk groups can be created to further help organize the data storage. 
 
OnBase Test and Training environments, similar to the Production environment, provide a single 
OnBase infrastructure that can facilitate solutions for numerous departments and entities with complete 
segregation of data if required, or sharing of specific information where necessary. These non-
production environments are a best practice recommendation for OnBase installations. There is no 
additional cost for these environments for on-premise deployments. For hosted deployments there is a 
fee. 
 

14) Electronic communications 
Describe how the proposed solution has the capability to analyze, route, and store electronic 
communications based on specific information contained within the electronic communication 
 
The OnBase Mailbox Importer module automatically polls a mail account inbox to capture and store e-
mail messages and attachments directly into the OnBase repository, supporting Outlook, Notes, 
GroupWise, O365, Exchange Web Services and Gmail. Specifically, the module allows users to define 
subscriptions, identify the e-mail messages and attachments to be archived. Email messages and 
attachments can participate in full-text search, Workflow processing, and retention.   
 
Electronic communications, in a broader sense, can be captured into the repository in a variety of 
different methods, including the following: 
▪ Document Imaging - Scans, indexes and stores documents as digital images. Advanced features 

include distributed capture and indexing, image enhancement, bar code recognition, blank page 
separation and auto-enabled indexing. 

▪ COLD/ERM Processing - Automatically identifies, compresses, indexes, and stores reports and 
statements that are output from computer systems as printer, COM, or text files. 
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▪ PDF Input Filter to COLD/ERM - Text-based PDFs can automatically be brought into OnBase 
using the PDF Input Filter to COLD/ERM. This allows PDFs to automatically be brought into 
OnBase, separated into multiple documents (if need be), and indexed from metadata contained 
within the file. 

▪ Document Import Processor (DIP) - Processes batches of third-party-generated documents and 
indexes into the OnBase system. Support for scheduling and polling allows for hands-off operation. 
DIP also lends itself to performing large back-file conversions from legacy systems and can be 
used as a convenient tool used for system/platform conversions. 

▪ Directory Import Processor - Allows OnBase users to import documents from practically any 
structured directory. Valuable information contained within folder or file names is used to determine 
document types and keywords, allowing the indexing of documents to be automated. This is an 
efficient use of logical structures already created from multi-function devices or external scanning 
sources. 

▪ Ad Hoc Document Import - Allows a user to bring a single document (image, report, application 
documents, video, audio, etc.) into the OnBase system by automatically storing the document into 
a permanent disk group. The user can also bring a document into the system from Windows 
Explorer using drag and drop. 

▪ API Archival - Allows for the storage of documents from third-party systems into the OnBase 
system via the OnBase API. 

▪ Electronic Forms - Enables users to complete and submit online forms that are automatically 
captured, indexed, and stored as documents in the OnBase system. These can be completed from 
a portable device or a website, or at the desktop level. 

▪ EDM Services - Stores and manages application files such as word-processing documents, 
spreadsheets, and presentations. Features include ad hoc document storage, revision control, and 
check-in/checkout. 

▪ Mailbox Importer - Automatically captures and stores email messages and attachments directly 
from Microsoft Exchange.   

▪ Archive Services for Microsoft SharePoint - Captures documents generated and stored in 
SharePoint and transfers this content into OnBase, allowing for advanced ECM features such as 
Robust Storage Solutions, Complex Workflow Processing, and Centralized Records Management. 

▪ XML Tagged Import Processor (TIP) - Automatically parses, indexes and stores XML document 
data streams (files) into OnBase, regardless of XML source. A single XML file can contain multiple 
documents, which can be parsed into one or more OnBase document types. Once the XML 
documents are in OnBase, they can be displayed using a variety of XML style sheets for viewing 
and printing. 

▪ EDI Import Processors - Automatically parses, indexes, and stores EDI datafiles as individual 
OnBase documents. A single EDI (Electronic Data Interchange) file can contain multiple 
documents, which can be parsed into one or more individual documents. Once the documents are 
in OnBase, they can be displayed using a variety of XML style sheets for viewing and printing. EDI 
formats supported include 130 (Transcripts), 810 (Invoices), 835 (Explanation of Benefit), and 837 
(Insurance Claim). 

▪ ShareBase - ShareBase by Hyland is an Enterprise File Sync and Share (EFSS) that directly 
interacts with OnBase. OnBase Workflow can be configured to send a user a link to a ShareBase 
folder where that user can upload a document. Documents uploaded to the folder can 
automatically be classified and indexed into OnBase without manual interaction. 

▪ External Access Client (EAC) - The EAC is a portal solution configured through simple portlet 
configuration. Portlets contain existing OnBase functionality such as importing documents, creating 
new forms, and interacting with OnBase workflows. 
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▪ Application Enabler (AE) - This point-and-click configuration tool allows organizations to integrate 
OnBase with nearly any third-party line-of-business application with no custom coding. Applications 
enabled with AE can allow users to take advantage of OnBase functionality such as uploading 
documents, creating new forms, and interacting with Workflows without having to leave their 
existing application. 
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The State requires that all systems connected to the State Network or process State data, meet an acceptable level of security compliance.  This includes those systems that operate outside of the States’ direct control such as Cloud Services defined as Software as a Service (SaaS), Infrastructure as a Service (IaaS) or Platform as a Service (PaaS).  Below is a high-level view of specific security requirements that are requirements to meet compliance.  Note:  There may be additional requirements depending on the sensitivity of the data and other Federal and State mandates.
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[bookmark: _Toc43118920]Introduction

[bookmark: _Toc43118921]Purpose

This report and its underlying assessment are intended to enable State agencies to reach a state-ready decision for a specific system not hosted on the State of NC’s infrastructure that is based on organizational processes and the security capabilities of the Moderate/Low-impact information system. 



[bookmark: _Toc43118922]Outcomes

Submission of this report by the Vendor does not guarantee a state-ready designation, nor does it guarantee that the State will procure services from the vendor.



[bookmark: _Toc43118923]State Approach and Use of This Document

The VRAR identifies clear and objective security capability requirements, where possible, while also allowing for the presentation of more subjective information. The clear and objective requirements enable the vendor to concisely identify whether an application or vendor is achieving the most important State Moderate or Low baseline requirements. The combination of objective requirements and subjective information enables State to render a readiness decision based on a more complete understanding of the vendor’s security capabilities.



Section 4, Capability Readiness, is organized into three sections:

· Section 3.1, State Mandates, identifies a small set of the state mandates a vendor must satisfy. State will not waive any of these requirements.

· Section 3.2, State Requirements, identifies an excerpt of the most compelling requirements from the National Institute of Science and Technology (NIST) Special Publication (SP) 800 document series and State guidance. A VENDOR is unlikely to achieve approval if any of these requirements are not met.

· Section 3.3, Additional Capability Information, identifies additional information that is not tied to specific requirements, yet has typically reflected strongly on a VENDOR’s ability to achieve approval. 






[bookmark: _Toc43118924][bookmark: _Hlk43118514]VENDOR System Information

Provide and validate the information below.  For example, if the deployment model is Government only, ensure there are no non-Government customers.  The VRAR template is intended for systems categorized at the Moderate or Low security impact level, in accordance with the FIPS Publication 199 Security Categorization.

[bookmark: _Toc43117718][bookmark: _Toc43117903]Table 2-1.  System Information

		VENDOR Name: Hyland Software

System Name: OnBase

Service Model: SaaS

FIPS PUB 199 System Security Level: FIPS 199 addresses the classification that divides the systems into high, moderate, and low impact based on their impact on individuals and organizations; FIPS 200 in itself is very brief. It states that there are 17 security-related areas where federal agencies must meet certain minimum requirements. For the actual requirements, it refers to NIST Special Publication 800-53 and states that federal agencies must meet its requirements. Hyland has made updates to our software and cloud environment to support NIST requirements, comply with federal standards FIPS 199 and FIPS 200 to apply tailored set of baseline security controls addressed in NIST Special Publication 800-53. Hyland has gained experience with the NIST 800-53 rev 4 certification process and can assist organizations to ensure the solution is deployed in a compliant manner and that continuous monitoring of security controls are implemented as per NIST 800-37 r2. We are equipped to support our customers.

Fully Operational as of:  N/A not currently operational in the Hyland Cloud.

Number of Customers (State/Others): As of June 2020, we actively support approximately 15,000 customers. Please specify which state to provide additional detail on.

Deployment Model: Private Cloud, Co-Location Datacenters

System Functionality: OnBase is a single enterprise information platform for managing content, processes and cases. OnBase has transformed thousands of organizations worldwide by empowering them to become more agile, efficient and effective.



OnBase provides enterprise content management (ECM), case management, business process management (BPM), records management and capture all on a single database, code base and content repository. Cloud-based file sharing, also called Enterprise file sync and share (EFSS) for the OnBase platform is available with our complementary offering, ShareBase.



OnBase is a single product, not a brand representing a large portfolio of acquired products. By combining all of these capabilities on a single platform, OnBase serves as a low-code rapid application development platform, which can be utilized to create content-enabled solutions across your entire enterprise.  



OnBase meets your IT needs, long into the future because it is:

Configurable without code – OnBase is point-and-click configurable, allowing you to use checkboxes, radio buttons and drop-down menus to quickly configure and easily change solutions. That means no expensive, time-consuming and difficult-to-maintain coding or scripting.



Scalable across your organization – OnBase scales as requirements evolve, so you will never outgrow your OnBase system. Start in one department and grow your solution over time as needs and requirements change. Maintain speed and performance, even as you continue to expand and enhance your solution.



Easily upgradable - With OnBase, all your solution components are upgraded together, eliminating the challenges of upgrading multiple custom-coded or point solutions. Take advantage of incremental parallel upgrades, minimizing downtime by allowing more than one OnBase version to run simultaneously.







[bookmark: _Toc43118925]Relationship to Other Vendors or CSPs

If this system resides in another VENDOR’s environment or inherits security capabilities, please provide the relevant details in Tables 2-2 and 2-3 below.  Please note, the leveraged system itself must be State Authorized.  For example, a large VENDOR may have a commercial service offering and a separate service offering with a State Authorization.  Only the service offering with the State Authorization may be leveraged.



		IMPORTANT: If there is a leveraged system, be sure to note below every capability that partially or fully leverages the underlying system.  When doing so, indicate the capability is fully inherited or describe both the inherited and non-inherited aspects of the capability. 
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		#

		Question

		Yes

		No

		N/A

		If Yes, please describe.



		1

		Is this system leveraging an underlying provider?

		

		X

		

		If “yes,” identify the underlying system. 







List all services leveraged. The system from which the service is leveraged must be listed in Table 2-2 above.

[bookmark: _Toc43117720][bookmark: _Toc43117905]Table 2-3.  Leveraged Services

		#

		Service

		Service Capability

		System



		1

		State what is being leveraged or “None” if no service is leveraged or if the VENDOR is responsible for the entire stack.

		List the capability the service provides (e.g., load balancer, database, audit logging).

		Identify the system from which the service is being leveraged.







[bookmark: _Toc43118926]Data Flow Diagrams

Insert Vendor-validated data flow diagram(s) and provide a written description of the data flows. The diagram(s) must: 

· clearly identify anywhere State data is to be processed, stored, or transmitted;

· clearly delineate how data comes into and out of the system boundary; 

· clearly identify data flows for privileged, non-privileged and customers access; and

· depict how all ports, protocols, and services of all inbound and outbound traffic are represented and managed.



Hyland Response: Data is encrypted in transit over public networks via HTTPS and SFTP and encryption at rest is a provided service in the Hyland Cloud. The OnBase modules Encrypted Alpha Keywords and Encrypted Disk Groups provide an additional layer of security for content stored in OnBase using AES – 256 encryption. Sensitive alphanumeric keywords are stored in the database in an encrypted format, with access to view full or partial values granted to authorized users. Documents are automatically encrypted as they are imported into OnBase, becoming indecipherable when retrieved outside of the system. Even within OnBase, these files are accessible only to permissioned users, further decreasing risk of exposure. The Hyland Cloud provides OnBase customers three copies of their data—a primary copy and secondary copy in the primary data center and a tertiary copy in a secondary data center in a different geographic location. This service provides for near real-time versions of the data in all copies.









[bookmark: _Toc43118927]Separation Measures [AC-4, SC-7]

Assess and describe the strength of the physical and/or logical separation measures in place to provide segmentation and isolation of tenants, administration, and operations; addressing user-to-system; admin-to-system; and system-to-system relationships. 



The Vendor must base the assessment of separation measures on very strong evidence, such as the review of any existing penetration testing results, or an expert review of the products, architecture, and configurations involved. The Vendor must describe how the methods used to verify the strength of separation measures.



Hyland Response: Each Hyland Cloud customer is provided their own instance of OnBase. Hyland Cloud customers have a dedicated database, dedicated file shares and dedicated Windows User accounts. The customer's OnBase solution is configured with a separate IIS configuration. Access to each data source is restricted using application or operating system access controls.  Cloud customers' documents are encrypted with a unique encryption key.   As a result, there is no co-mingling of data in the cloud.



[bookmark: _Toc43118928]System Interconnections

A System Interconnection is a dedicated connection between information systems, such as between a SaaS/PaaS and underlying IaaS.



The Vendor must complete the table below. If the answer to any question is “yes,” please briefly describe the connection. Also, if the answer to the last question is “yes,” please complete Table 2-5 below.

[bookmark: _Toc43117721][bookmark: _Toc43117906]Table 2-4.  System Interconnections

		#

		Question

		Yes

		No

		If Yes, please describe.



		1

		Does the system connect to the Internet?

		X

		

		



		2

		Does the system connect to a corporate or state infrastructure/network?

		X

		

		Customer can provide authentication and Web-Services Communications where applicable.



		3

		Does the system connect to external systems?

		

		X

		Dependent on solution design; integrations are available.  Default would be no, unless otherwise required by customer.

  If “yes,” complete Table 3-4 below. 







If there are connections to external systems, please list each in the table below, using one row per interconnection. If there are no external system connections, please type “None” in the first row.

[bookmark: _Toc43117722][bookmark: _Toc43117907]Table 2-5.  Interconnection Security Agreements (ISAs)

		

		

		Does an ISA Exist?

		



		#

		External System Connection

		Yes

		No

		Interconnection Description.  
If no ISA, please justify below.



		1

		None

		

		

		None



		2

		

		

		

		





[bookmark: _Toc471287821][bookmark: _Toc471287929][bookmark: _Toc471288172][bookmark: _Toc471370808][bookmark: _Toc471287822][bookmark: _Toc471287930][bookmark: _Toc471288173][bookmark: _Toc471370809][bookmark: _Toc471287823][bookmark: _Toc471287931][bookmark: _Toc471288174][bookmark: _Toc471370810][bookmark: _Toc471287839][bookmark: _Toc471287947][bookmark: _Toc471288190][bookmark: _Toc471370826][bookmark: _Toc471287840][bookmark: _Toc471287948][bookmark: _Toc471288191][bookmark: _Toc471370827][bookmark: _Toc471287844][bookmark: _Toc471287952][bookmark: _Toc471288195][bookmark: _Toc471370831][bookmark: _Toc471287846][bookmark: _Toc471287954][bookmark: _Toc471288197][bookmark: _Toc471370833][bookmark: _Toc471287862][bookmark: _Toc471287970][bookmark: _Toc471288213][bookmark: _Toc471370849][bookmark: _Toc471287863][bookmark: _Toc471287971][bookmark: _Toc471288214][bookmark: _Toc471370850][bookmark: _Toc43118929]Capability Readiness

[bookmark: _Ref456344534][bookmark: _Ref456344611][bookmark: _Ref456344643][bookmark: _Ref456344730][bookmark: _Ref456344962][bookmark: _Ref456344985][bookmark: _Toc43118930]State Mandates

This section identifies State requirements applicable to all State approved systems. All requirements in this section must be met. Some of these topics are also covered in greater detail in Section 3.2, State Requirements, below.

Only answer “Yes” if the requirement is fully and strictly met. The Vendor must answer “No” if an alternative implementation is in place.

[bookmark: _Toc43117723][bookmark: _Toc43117908]Table 3-1.  State Mandates

		#

		Compliance Topic

		Fully Compliant?



		

		

		Yes

		No



		1

		Are FIPS 140-2 Validated or National Security Agency (NSA)-Approved cryptographic modules consistently used where cryptography is required?

		X

		



		2

		What type of authentication does the application use?  Can it integrate with the State's NCID solution?

		X – See comment below

		



		3

		What types of security boundary/threat protection devices are used to protect the network, system, application…e.g. firewalls intrusion detection/prevention systems, end point protection etc. [SC-7] [SI-2/SI-4]

		X

		



		4

		Does the VENDOR have the ability to consistently remediate High vulnerabilities within 30 days and Moderate vulnerabilities within 90 days?

		X

		



		5

		Does the VENDOR and system meet Federal Records Management Requirements, including the ability to support record holds, National Archives and Records Administration (NARA) requirements, and Freedom of Information Act (FOIA) requirements?

		X –  See comment below

		



		6

		Does the vendor store, process or transmit State data in the continental US and is the data backed up in US only locations?

		X

		



		7

		All operating systems (OS) AND major application software components (e.g. Microsoft SQL, Apache Tomcat, Oracle Weblogic, etc.), must NOT be past N-1.  Applications which are not operating on the most recent platform MUST have a roadmap to upgrade with a State approved timeline.  Does the application support the N-1 requirement?

		X

		





[bookmark: _Ref456344674][bookmark: _Ref456344751][bookmark: _Ref456344865][bookmark: _Ref456344976][bookmark: _Ref456344994][bookmark: _Toc43118931]

Hyland Comment #2: It is not clear what NCID (North Carolina ID) requires for integration, i.e. Active Directory, IDP. Please provide further clarification.



Hyland Comment #5: The customer controls document retention.

State Requirements

This section identifies additional State Readiness requirements. All requirements in this section must be met; however, alternative implementations and non-applicability justifications may be considered on a limited basis.

[bookmark: _Toc43118932]Approved Cryptographic Modules [SC-13]

The Vendor must ensure FIPS 140-2 Validated or NSA-Approved algorithms are used all encryption modules. FIPS 140-2 Compliant is not sufficient. The Vendor may add rows to the table if appropriate, but must not remove the original rows. The Vendor must identify all non-compliant cryptographic modules in use.

[bookmark: _Toc43117724][bookmark: _Toc43117909]Table 3-2.  Cryptographic Modules

		

		Cryptographic Module Type

		FIPS 140-2 Validated?

		NSA Approved?

		Describe Any Alternative Implementations
(if applicable)

		Describe Missing Elements or N/A Justification



		

		

		Yes

		No

		Yes

		No

		

		



		1

		Data at Rest [SC-28]

		X

		

		

		X

		

		



		2

		Transmission [SC-8 (1), SC-12, SC-12(2, 3)]

		X

		

		

		x

		

		



		3

		Remote Access [AC-17 (2)]

		X

		

		

		x

		

		



		4

		Authentication [IA-5 (1), IA-7]

		X

		

		

		x

		

		







[bookmark: _Toc43118933]Transport Layer Security [NIST SP 800-52, Revision 1]

The Vendor must identify all protocols in use. The Vendor may add rows to the table if appropriate, but must not remove the original rows.

[bookmark: _Toc43117725][bookmark: _Toc43117910]Table 3-3.  Transport Layer Security

		#

		The Cryptographic Module Type

		Protocol In Use?

		If “yes,” please describe use for both internal and external communications



		

		

		Yes

		No

		



		1

		SSL (Non-Compliant)

		

		x

		



		2

		TLS 1.0 (Non-Compliant)

		

		x

		



		3

		TLS 1.1 (Non-Compliant)

		

		x

		



		4

		TLS 1.2 (Compliant)

		x

		

		





[bookmark: _Toc43118934]Identification and Authentication, Authorization, and Access Control

Only answer “yes” if the answer is consistently “yes.” For partially implemented areas, answer “no” and describe what is missing to achieve a “yes” answer. If inherited, please indicate partial or full inheritance in the “Describe Capability” column. Any non-inherited capabilities must be described.

[bookmark: _Toc43117726][bookmark: _Toc43117911]Table 3-4.  Identification and Authentication, Authorization, and Access Control

		#

		Question

		Yes

		No

		Describe capability, supporting evidence, and any missing elements



		1

		Does the system uniquely identify and authorize organizational users (or processes acting on behalf of organizational users) in a manner that cannot be repudiated and which sufficiently reduces the risk of impersonation? [IA-2, IA-4, IA-4(4)]

		x

		

		



		2

		Does the system require multi-factor authentication (MFA) for administrative accounts and functions? [IA-2]

		x

		

		While multi-factor authentication (MFA), also called two-factor authentication (2FA), is not natively supported in OnBase, it is supported through the use of federation or IDP. All factors of authentication must be federated to a single third party.

Third-party biometric devices that autofill username and password fields may be used with OnBase login interfaces. Additionally, OnBase supports a wide range of single sign-on integrations, including Active Directory (AD) and Lightweight Directory Access Protocol (LDAP). Many of these technologies allow for a second-factor mechanism (such as RSA tokens in AD) that may be used with an OnBase system.





		3

		Is role-based access used, managed and monitored? [IA-4/ IA-5]

		X

		

		User groups can be created with access to specific rights and privileges controlled by the administrator. In general, OnBase permissions are applied in a role-based system. Administrators create groups, assign product rights and privileges to those groups, and then place users into those groups. There are several high-impact privileges and extremely granular override privileges which can be applied to individual users which supersede their group-assigned privileges.



		4

		Does the system restrict non-authorized personnel’s access to resources? [AC-6(2)]

		X

		

		



		5

		Does the system restrict non-privileged users from performing privileged function? [AC-6]

		X

		

		



		6

		Does the system ensure secure separation of customer data? [SC-4]

		X

		

		



		7

		Does the system ensure secure separation of customer processing environments? [SC-2, SC-3]

		X

		

		The capability description is not required here, but must be included in Section 2.2, Separation Measures.



		8

		Does the system restrict access of administrative personnel in a way that limits the capability of individuals to compromise the security of the information system? [AC-2]

		X

		

		The capability description is not required here, but must be included in Section 2.2, Separation Measures.



		9

		Does the remote access capability include VENDOR-defined and implemented usage restrictions, configuration guidance, and authorization procedure? [AC-17]

		X

		

		



		10

		How will the State's password policy be enforced? State requires minimum 8-character complex passwords (Upper, Lower, Special Character and Numerical) [IA-5]

		x

		

		OnBase environments are pre-loaded with two default password policies (medium security and high security). Custom password policies may also be created, with controls for complexity, content quotas, rotation, change frequency, and lockout.

 

Complexity - To ensure users create stronger, more complex passwords, administrators can:

 

require the use of alphanumeric characters only

require a maximum number of repeated consecutive characters

require a maximum overall length

require a minimum overall length

Content Quotas - Should they require specific contents within a password, an administrator can:



require a specific amount of alphabetic characters

require a specific amount of numeric characters

require a specific amount of special characters (*,!,&, etc)

require a specific amount of uppercase characters

require a specific amount of lowercase characters

require that a minimum number of the above content quota rules be met (administrators can specify the number of rules)

Rotation - To ensure passwords are rotated in a secure manner, administrators can:

 

prevent the reuse of previous passwords, and designate the number of previous passwords

prevent the reuse of old passwords, and designate the number of days

Change Frequency - To ensure users rotate passwords in a secure manner, administrators can:

 

require a designated amount of hours pass between password changes

designate the amount of days before a password expires and will need to be changed

require a password expires on first use and must be changed

Account Lockout - To ensure an account lockout occurs in certain circumstances, an administrator can:

 

require an account be locked after a designated number of failed login attempts

require an account be locked after a designated number of idle days

Global password Reset Option - If necessary, administrators may force every OnBase user to change their password at the next login.





[bookmark: _Toc43118935]Audit, Alerting, Malware, and Incident Response

Only answer “yes” if the answer is consistently “yes.” For partially implemented areas, answer “no” and describe what is missing to achieve a “yes” answer. If inherited, please indicate partial or full inheritance in the “Describe Capability” column. Any non-inherited capabilities must be described.

[bookmark: _Toc43117727][bookmark: _Toc43117912]Table 3-5.  Audit, Alerting, Malware, and Incident Response

		#

		Question

		Yes

		No

		Describe capability, supporting evidence, and any missing elements



		1

		Does the system have the capability to detect, contain, and eradicate malicious software? [SI-3, SI-3, MA-3] 

		X

		

		



		2

		Does the system store audit data in a tamper-resistant manner which meets chain of custody and any e-discovery requirements? [AU-7, AU-9]

		X

		

		



		3

		Does the VENDOR have the capability to detect unauthorized or malicious use of the system, including insider threat and external intrusions? [SI-4, SI-4 (4), SI-7, SI-7 (7)]

		X

		

		



		4

		Does the VENDOR log and monitor access to the system? [SI-4]

		X

		

		



		5

		Does the VENDOR have an Incident Response Plan and a fully developed Incident Response test plan? [IR-3, IR-8]

		X

		

		



		6

		Does the VENDOR have a plan and capability to perform security code analysis and assess code for security flaws, as well as identify, track and remediate security flaws? [SA-11]

		X

		

		If the system contains no custom software development, do not answer Y or N. Instead, state “NO CUSTOM CODE” here.



		7

		Does the VENDOR implement automated mechanisms for incident handling and reporting? [IR-4, IR-6]

		X

		

		



		8

		Does the VENDOR retain online audit records for at least 90 days to provide support for after-the-fact investigations of security incidents and offline for at least one year to meet regulatory and organizational information retention requirements? [AU-7, AU-11]

		X

		

		



		9

		Does the VENDOR have the capability to notify customers and regulators of confirmed incidents in a timeframe consistent with all legal, regulatory, or contractual obligations? [State Incident Communications Procedures – with 24 hrs]

		X

		

		



		10

		If the VENDOR’s solution provides email “send as” capabilities, does it support DMARC and DKIM for email protection?

		

		

		Not Applicable.  The solution has email capabilities but not “send as”.





		11

		[bookmark: _Hlk43118304]Does the vendor have a 3rd party attestation certification?  ESRMO requires one of the following: FedRAMP, SOC 2 Type 2, ISO 27001, or HITRUST.  Note:  SaaS vendors cannot use IaaS certification unless the application is explicitly covered as part of the IaaS assessments.

		X

		

		Hyland Global Cloud Services policies and procedures are ISO 27001:2013 certified and Hyland Global Cloud Services is SOC 2 audited on an annual basis. Additionally, these controls include all domains identified in the NIST 800-171 standard such as access control, incident handling, password management and system security.





[bookmark: _Toc43118936]Contingency Planning and Disaster Recovery

Only answer “yes” if the answer is consistently “yes.” For partially implemented areas, answer “no” and describe what is missing to achieve a “yes” answer. If inherited, please indicate partial or full inheritance in the “Describe Capability” column. Any non-inherited capabilities must be described.

[bookmark: _Toc43117728][bookmark: _Toc43117913]Table 3-6.  Contingency Planning and Disaster Recovery

		#

		Question

		Yes

		No

		Describe capability, supporting evidence, and any missing elements



		1

		Does the VENDOR have the capability to recover the system to a known and functional state following an outage, breach, DoS attack, or disaster? [CP-2, CP-9, CP-10]

		X

		

		



		2

		Does the VENDOR have a Contingency Plan and a fully developed Contingency Plan test plan in accordance with Statewide Information Security Manual? [CP-2, CP-8]

		X

		

		We do have full DR/Business Continuity plan(s) that are covered as part of the GCS IS Policy Suite but are not made available for external consumption.  Our SOC2 can be provided for review.





		3

		Does the system have alternate storage and processing facilities? [CP-6, CP-7]

		X

		

		



		4

		Does the system have or use alternate telecommunications providers? [CP-8, CP-8]

		X

		

		



		5

		Does the system have backup power generation or other redundancy? [PE-11]

		X

		

		



		6

		Does the VENDOR have service level agreements (SLAs) in place with all telecommunications providers? [CP-8]

		X

		

		





[bookmark: _Toc43118937]Configuration and Risk Management

Only answer “yes” if the answer is consistently “yes.” For partially implemented areas, answer “no” and describe what is missing to achieve a “yes” answer. If inherited, please indicate partial or full inheritance in the “Describe Capability” column. Any non-inherited capabilities must be described.

[bookmark: _Toc43117729][bookmark: _Toc43117914]Table 3-7.  Configuration and Risk Management

		#

		Question

		Yes

		No

		Describe capability, supporting evidence, and any missing elements



		1

		Does the VENDOR maintain a current, complete, and accurate baseline configuration of the information system? [CM-2]

		X

		

		



		2

		Does the VENDOR maintain a current, complete, and accurate inventory of the information system software, hardware, and network components? [CM-8]

		X

		

		



		3

		Does the VENDOR have a Configuration Management Plan? [CM-9, CM-11]

		X

		

		



		4

		Does the VENDOR follow a formal change control process that includes a security impact assessment? [CM-3, CM-4]

		X

		

		



		5

		Does the VENDOR employ automated mechanisms to detect inventory and configuration changes? [CM-2, CM-6, CM-8]

		X

		

		



		6

		Does the VENDOR prevent unauthorized changes to the system? [CM-5]

		X

		

		



		7

		Does the VENDOR establish configuration settings for products employed that reflect the most restrictive mode consistent with operational requirements? [CM-6]

		X

		

		Customers have the ability to tailor the solution based on their security requirements.



OnBase provides configurable document security.  OnBase has a very granular level of security, and can support the role-based security necessary to support large organizations and various departments. Administrators create groups, assign product rights and privileges to those groups, and then place users into those groups. There are several high-impact privileges and extremely granular override privileges which can be applied to individual users which supersede their group-assigned privileges.

The permissions a user has to document types in the system can be defined in the OnBase user groups or user rights configuration. A high level access to the entire document type, as well as a more granular level of what type of functionality is available to the user with a particular document type can be configured for each user in the system if desired. Security can absolutely be role-based, and OnBase can ensure users only have access to the right documents and functionality within OnBase. An example for AP solutions: the AP Clerk has different OnBase access and rights and privileges than the AP Manager.  



Additionally, OnBase Security Keywords provide the ability to restrict a user’s ability to view documents based on document keyword values. Security Keywords can be set based upon a keyword being equal or not equal to a static keyword value. Security Keywords can also be set to a username.





		



8

		Does the VENDOR ensure that checklists for configuration settings are Security Content Automation Protocol (SCAP)-validated or SCAP-compatible (if validated checklists are not available)? [CM-6]

		

		X

		Customer controls configuration settings within the solution.  2 specified resources are granted access to the Cloud Admin Portal.







For the following questions, Vendors may use Table 3-18 “Continuous Monitoring Capabilities – Additional Details” to enter the capability descriptions, supporting evidence, and missing elements.



		9

		Does the VENDOR perform authenticated operating system/ infrastructure, web, and database vulnerability scans at least monthly, as applicable? [RA-5, RA-5]

		X

		

		Describe how the Vendor validated that vulnerability scans were fully authenticated.



		10

		Does the VENDOR demonstrate the capability to remediate High vulnerabilities within 30 days and Moderate vulnerabilities within 90 days? [RA-5, State Continuous Monitoring policy]

		X

		

		Describe how the Vendor validated that the VENDOR remediates High vulnerabilities within 30 days and Moderate vulnerabilities within 90 days.



		11

		When a High vulnerability is identified as part of ConMon activities, does the VENDOR consistently check audit logs for evidence of exploitation? [RA-5]

		X

		

		





[bookmark: _Toc43118938]Data Center Security

Only answer “yes” if the answer is consistently “yes.”  For partially implemented areas, answer “no” and describe what is missing to achieve a “yes” answer. If inherited, please indicate partial or full inheritance in the “Describe Capability” column. Any non-inherited capabilities must be described.

[bookmark: _Toc43117730][bookmark: _Toc43117915]Table 3-8.  Data Center Security

		#

		Question

		Yes

		No

		Describe capability, supporting evidence, and any missing elements



		1

		Does the VENDOR restrict physical system access to only authorized personnel? [PE-2 through PE-6, PE-8]

		X

		

		



		2

		Does the VENDOR monitor and log physical access to the information system, and maintain access records? [PE-6, PE-8]

		X

		

		



		3

		Does the VENDOR monitor and respond to physical intrusion alarms and surveillance equipment? [PE-6]

		X

		

		





[bookmark: _Toc43118939]Policies, Procedures, and Training

The Vendor must indicate the status of policy and procedure coverage for the NIST 800-53 Rev 4 families listed in Table 3-9 below.



To answer “yes” to a policy, it must be fully developed, documented, and disseminated; and it must address purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance. A single policy document may address more than one family provided the NIST requirements of each “-1” are fully addressed.



To answer “yes” to a procedure, it must be fully developed and consistently followed by the appropriate staff. List all applicable procedure documents for each family.



[bookmark: m_820175520828911260_m_-7254114934742102]VENDORs must establish their own set of Policies and Procedures (P&Ps). They cannot be inherited from a leveraged system, nor can they be provided by the customer. Any exceptions and/or missing policy and procedure elements must be explained in Table 3-10 below.

[bookmark: _Toc43117731][bookmark: _Toc43117916]Table 3-9.  Policies and Procedures

		#

		Family

		Policy

		Procedure

		Title Version and Date 



		

		

		Yes

		No

		Yes

		No

		



		1

		Access Control [AC-1]

		X

		

		X

		

		Policy/ Procedure(s): 

· The Hyland Cloud platform employs a least privilege methodology and other industry standard access controls, such as multi-factored authentication and automated password policies, when providing access to the environment. The access control policy aligns with ISO 27001 Annex controls and is tested during the annual SOC audit.





		2

		Awareness & Training [AT-1]

		X

		

		X

		

		Policy / Procedure(s): 

· The Hyland Cloud policies and procedures ensure that employees understand their responsibilities concerning information security within the Hyland Cloud.



When hired, all Hyland Cloud personnel must participate in an orientation covering the Hyland Cloud Information Security policies and procedures. Further training is required for all Hyland Cloud personnel on an annual basis. 

Employees must acknowledge, in writing or electronically, that they have participated in the required training and that they have read, understand and will abide by the Hyland Cloud Information Security policies and procedures.



Hyland Cloud personnel are required to participate in annual Security Awareness Training and Education (SATE). The Hyland Cloud Information Security policies and procedures, industry standards and applicable laws and regulations are included in the training.



The Hyland Cloud SATE program is administered and monitored using Hyland's internal system. Security policies are audited and reviewed annually by the Hyland Cloud leadership team.





		3

		Audit & Accountability [AU-1]

		X

		

		X

		

		Policy/Proedure: 

· OnBase provides a complete and comprehensive transaction logging and reporting functionality. Each action taken within the system is logged from login, retrieval, update, logoff, etc. OnBase even offers the ability to track administrative changes to the system. OnBase provides an administration interface to select the desired events, grouped or filtered by a number of parameters including date range, user group, document type, etc. This transaction logging and reporting is standard out of the box functionality.



OnBase automatically provides an audit trail for every document in the system. The log displays the event date and time, user name, action (brief description of the action that took place), and detail (detailed account of everything that happened during the action).





		4

		Security Assessment & Authorization [CA-1]

		X

		

		X

		

		Policy: 

· Hyland Cloud performs an annual risk assessment governed by its ISO based policies defining risk management. The Global Cloud Services’ (GCS) Governance Risk and Compliance team owns, maintains, and reviews the risk assessment program.





		5

		Configuration Management [CM-1]

		X

		

		X

		

		Policy/Procedure: 

· All OnBase system and security administration is configured from the point-and-click, menu-driven OnBase Configuration client. All administration work can be performed from a single user logon or can be distributed among multiple users. If desired, you can give configuration rights to management/administrative staff in different areas who are responsible for a subset of departments/users. When distributing system administration in this manner, you are allowing the appropriate management staff who know the specific departments or areas of the business to apply needed changes that impact their specific areas. This helps facilitate modifications to document classification settings, business processes, and user privileges relative to these different areas without the need to involve IT. 



		6

		Contingency Planning [CP-1]

		X

		

		X

		

		Policy / Procedure: 

· Hyland's disaster recovery and business continuity approach is included in the Disaster Recovery (DR) Plan. DR simulations are performed annually.





		7

		Identification & Authentication [IA-1]

		X

		

		X

		

		Policy: 

· For Hyland Cloud hosted solutions the following authentication methods are supported:

Standard OnBase authentication

LDAP authentication (This requires an interactive user login. End users will be prompted for their network credentials.)

Single Sign-On (SSO) options:

Microsoft Active Directory Federation Services (ADFS)

Any type of SAML 2.0 authentication. This is made possible through the use of a service called Identity Assertion Provider (IdP) which will act as the intermediary for SAML 2.0 connection.



Note, for security considerations, Active Directory is not supported within the Hyland Cloud as it must be used on the same domain or a trusted domain.

Procedure(s): 

· It is up to the customer to determine which configurations to use



		8

		Incident Response [IR-1]

		X

		

		X

		

		Policy/Procedure: 

· The Hyland Cloud Information Security Incident Management policy provides a structured and effective approach to the management of an information security incident. Included in the Hyland Cloud policies are defined procedures for identification, collection, acquisition and preservation of information.



Procedures are in place for escalation and notification in the event of a qualified security incident. Qualified personnel promptly complete investigative steps in the event of a security incident. For other types of incidents, the applicable response steps are completed.



Hyland Cloud personnel follow a standardized response sequence when responding to a security incident. The Hyland Cloud Security Incident Response phases include:

Incident Trigger: When an incident occurs, it is logged and an initial notification is sent to the appropriate Hyland Cloud team members

Evaluation: Each incident is analyzed and information is gathered to formalize a response plan specific to the event

Escalation: The scope and form of the specific response required is determined and coordination with any additionally needed resources is completed

Response: Assigned responsibilities are performed to resolve and manage the incident.

Recovery: Steps to restore the impacted system(s) are performed

De-escalation: Normal processes are reinstated

Post-incident Review: Secondary actions occur and a review is completed to improve procedures for future incident response



The goal of the Hyland Cloud incident response is to prevent data loss and to protect information.





		9

		Maintenance [MA-1]

		X

		

		X

		

		Procedure(s): 

Hyland has no regularly scheduled downtime. When patching is required, Hyland provides two types of maintenance windows: scheduled maintenance and unscheduled maintenance.



Hyland will notify customers of scheduled maintenance that is expected to impact or potentially impact system availability or functionality. The notification will typically be sent at least one week in advance, but not less than 24 hours prior to the specified start time.



Hyland will notify customers of unscheduled maintenance that is expected to impact or potentially impact system availability or functionality. The notification will typically be sent at least 24 hours in advance, but not less than 2 hours prior to the specified start time.



Both scheduled and unscheduled maintenance will be restricted to the hours of 10:00 p.m. to 8:00 a.m., based on the time zone of the impacted data center.



Limitations on the aggregate number of hours of maintenance are determined based on the customer's selected class of service.
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		Media Protection [MP-1]

		x

		

		x

		

		Policy/Procedure: 

Media protection within the Hyland Cloud is consistent with ISO-based policies and procedures for information security. Offline media is not used in the administration of the Hyland Cloud. 

When a storage device has reached the end of its useful life, the decommissioning process prevents customer data from being exposed to unauthorized individuals.

Media that contains customer data that is no longer needed for business or legal purposes is destroyed in a manner that is consistent with the standards and techniques described within NIST SP 800-88. A record is maintained of all media disposed of in accordance with this policy and the record is retained in accordance with Hyland’s retention policy. If a hardware device is unable to be decommissioned using these procedures, the device will be virtually shredded or physically destroyed in accordance with industry-standard practices.
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		Physical & Environmental Protection [PE-1]

		X

		

		X

		

		Policy/Procedure: 

· Access to the data centers is restricted to the pre-defined roles documented in the Access Control and Physical and Environmental Security policies. User access requests are subject to change management procedures. Visitors to the data center must be escorted.



Only authorized personnel, with a justified business need, are permitted inside the secure data centers unescorted. All other personnel must be escorted at all times, after demonstrating a valid business need and obtaining approval.
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		Personnel Security [PS-1]

		X

		

		X

		

		Policy: 

· Industry-leading technologies are implemented into the Hyland Cloud platform to provide a load balanced, N+1 redundant, and highly available Hosted Solution.  Disaster recovery is a part of the Hyland Cloud service GCS provides.  The primary copy of customer data is replicated to a separate file server within the customer's primary data center.  A third copy is replicated to the customer's secondary\disaster recovery data center.  These copies are stored to online storage so there is no offline storage to be destroyed.  Hard copy documents are not created.  Data sanitization techniques are used to overwrite data on the servers in use for the Hyland Cloud.

· The physical security measures at the data center are consistent with those of a TIA Tier 3 or 4, ISO 27001-certified data center.
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		Risk Assessment [RA-1]

		X

		

		X

		

		Policy/Procedure: 

· GCS conducts an annual risk assessment over the Hyland Cloud Platform and all components. The GCS Risk Assessment process is designed to align with industry standards for risk management, such as ISO 31000:2018. Potential threats and vulnerabilities related to managing the Platform and the data within (including applicable environmental, regulatory, technological changes across internal and external contexts within Hyland) are identified, categorized, and evaluated. Remediation plans (risk treatment) are created as needed and may include updates/changes to the GCS IS Policy Suite and Internal Audit Program. The completed assessment is reviewed and approved by the Vice President of GCS.
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		System & Services Acquisition [SA-1]

		

		X

		

		X

		Policy/Procedure: 

· Clarification needed in order to provide a detailed response. 
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		System & Communications Protection [SC-1]

		X

		

		X

		

		Policy/Procedure: 

· In the Hyland Cloud, all data transfer is encrypted. By default, the Hyland Cloud uses AES - 256 bit TLS 1.2 and SSH2 transport encryption. When using 256 bit SSL, data is encrypted both from the workstation to the OnBase infrastructure and vice versa. Data transfers that utilize SFTP (SSH2 protocol) also encrypt traffic in both directions.



The OnBase modules Encrypted Alpha Keywords and Encrypted Disk Groups are included in standard Hyland Cloud solutions. These modules provide an additional layer of security for content stored in OnBase using AES – 256 encryption. Sensitive alphanumeric keywords are stored in the database in an encrypted format, with access to view full or partial values granted to authorized users. Documents are automatically encrypted as they are imported into OnBase, becoming indecipherable when retrieved outside of the system. Even within OnBase, these files are accessible only to permissioned users, further decreasing risk of exposure.





		16

		System & Information Integrity [SI-1]

		X

		

		X

		

		Policy/Procedure: 

· The ability to audit an individual document is supported in OnBase and is very important for compliance initiatives including HIPAA and Sarbanes-Oxley. OnBase provides a single document audit log on every document in the system. The log displays the log date, log time, user name, action (brief description of the action that took place), and a detailed account of the action.



OnBase also provides a complete and comprehensive transaction logging and reporting functionality. Each action taken within the system is logged from login, retrieval, update, logoff, etc. OnBase even offers the ability to track administrative changes to the system. OnBase provides an administration interface to select the desired events, grouped or filtered by a number of parameters including date range, user group, document type, etc. This transaction logging and reporting is standard out of the box functionality.



Organizations who need interactive, real-time reporting surrounding data contained in an OnBase system will benefit from Reporting Dashboards. Reporting Dashboards is used to graphically display data returned from a configured data provider. The dashboard items available for dashboards include basic pie, chart, and bar graphs, or more advanced displays such as gauges, pivot tables, and maps, all of which allow users to quickly identify relevant information and trends surrounding the data managed by the data provider. Multiple dashboard items can be displayed in a single dashboard, and the dashboard can be configured to allow the elements of one dashboard item to update the information displayed in other dashboard items, allowing for a dynamic, real-time view of measurements surrounding stored data.
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		Planning [PL-1]

		X

		

		X

		

		Policy/Procedure: 

· Hyland has an approved business continuity plan within its Business Continuity Management System (BCMS). Hyland has geo-redundant corporate data centers for real-time and archival backup of key systems and data to allow warm recovery and restoration. However, due to acquisition related activities in 2018 and 2019 and the standup of a new DR site, testing was paused until the activities reached an operational state. Hyland Information Systems is currently reviewing the BCDR plans for 2020 adoption.



Hyland Cloud adheres to ISO based policies governing disaster recovery. The Hyland Cloud Disaster Recovery plan addresses key IT systems that allow Hyland to perform its normal business operations. Refer to the attached Global Cloud Services IS Policy Suite Table of Contents for additional detail.



























For any family with a policy or procedure gap, please describe the gap below.

[bookmark: _Toc43117732][bookmark: _Toc43117917]Table 3-10.  Missing Policy and Procedure Elements

		Missing Policy and Procedure Elements



		N/A







The Vendor must answer the questions below.

[bookmark: _Toc43117733][bookmark: _Toc43117918]Table 3-11.  Security Awareness Training

		Question

		Yes

		No

		Describe capability, supporting evidence, and any missing elements



		Does the VENDOR train personnel on security awareness and role-based security responsibilities?

		X

		

		The Hyland Cloud policies and procedures ensure that employees understand their responsibilities concerning information security within the Hyland Cloud.



When hired, all Hyland Cloud personnel must participate in an orientation covering the Hyland Cloud Information Security policies and procedures. Further training is required for all Hyland Cloud personnel on an annual basis. Employees must acknowledge, in writing or electronically, that they have participated in the required training and that they have read, understand and will abide by the Hyland Cloud Information Security policies and procedures.



Hyland Cloud personnel are required to participate in annual Security Awareness Training and Education (SATE). The Hyland Cloud Information Security policies and procedures, industry standards and applicable laws and regulations are included in the training.



The Hyland Cloud SATE program is administered and monitored using Hyland's internal system. Security policies are audited and reviewed annually by the Hyland Cloud leadership team.





[bookmark: _Ref456344693][bookmark: _Toc43118940]Additional Capability Information

State will evaluate the responses in this section on a case-by-case basis relative to a State-Ready designation decision.

[bookmark: _Toc43118941]Staffing Levels

In the table below, the Vendor must describe the VENDOR’s organizational structure, staffing levels currently dedicated to the security of the system, as well as any planned changes to these staffing levels. This description must clearly indicate role and number of individuals as well as identify which staff is full-time dedicated, and which are performing their role as a collateral duty.

[bookmark: _Toc43117734][bookmark: _Toc43117919]Table 3-12.  Staffing Levels

		Staffing Levels



		Hyland conducts pre-employment screenings. Hiring is conditional upon a favorable criminal background check and previous employment screening conducted by a third party. To the extent permitted by law, Hyland employees agree to be subject to drug testing. Hyland uses a third party vendor to conduct thorough background checks on all U.S. and Non-U.S. employees. Background checks include searches such as: Federal/State/Local Civil and Criminal, 7 year Felony & Misdemeanor, Driver’s records, Education and Employment verifications, OFAC, SSN trace, Sex Offender and Office of Inspector General (OIG).

 

Hyland currently performs the following background checks on its U.S. employees at the time of hire:

· Social Security Trace

· County criminal search, felony and misdemeanor (all names and all counties in the past seven years)

· County civil search (all names and all counties in the past seven years)

· Federal criminal search (all names and all federal districts in the past 10 years)

· Federal civil search (all names and all federal districts in the past seven years)

· National Criminal Database search and sex offender search in all 50 states

· Motor vehicle records

· Education verification (highest degree attained)

· Employment verification



For non-U.S. employees, Hyland validates the candidates using GIS (General Information Systems) background screening services.

· Passport validation

· International fraud/sanctions

· Three years of employment checks and gap analysis

· Enhanced service including policy and candidate management





[bookmark: _Toc43118942]Change Management Maturity

While the following change management capabilities are not required, they indicate a more mature change management capability and may influence a State Readiness decision, especially for larger systems.



The Vendor must answer the questions below.

[bookmark: _Toc43117735][bookmark: _Toc43117920]Table 3-13.  Change Management 

		#

		Question

		Yes

		No

		If “no”, please describe how this is accomplished.



		1

		Does the VENDOR’s change management capability include a fully functioning Change Control Board (CCB)?

		X

		

		



		2

		Does the VENDOR have and use development and/or test environments to verify changes before implementing them in the production environment?

		X

		

		





[bookmark: _Toc43118943]Vendor Dependencies and Agreements

The Vendor must answer the questions below.

[bookmark: _Toc43117736][bookmark: _Toc43117921]Table 3-14.  Vendor Dependencies and Agreements

		#

		Question

		Yes

		No

		Instructions



		1

		Does the system have any dependencies on other vendors such as a leveraged service offering, hypervisor and operating system patches, physical security and/or software and hardware support?

		

		X

		If “yes,” please complete Table 3-15. Vendor Dependencies below.



		2

		Within the system, are all products still actively supported by their respective vendors?

		X

		

		If any are not supported, answer, “No.”



		3

		Does the VENDOR have a formal agreement with a vendor, such as for maintenance of a leveraged service offering?

		

		X

		If “yes,” please complete Table 3-16. Formal Agreements Details below.







If there are vendor dependencies, please list each in the table below, using one row per dependency. For example, if using another vendor’s operating system, list the operating system, version, and vendor name in the first column, briefly indicate the VENDOR’s reliance on that vendor for patches, and indicate whether the vendor still develops and issues patches for that product. If there are no vendor dependencies, please type “None” in the first row.

[bookmark: _Toc43117737][bookmark: _Toc43117922]Table 3-15.  Vendor Dependency Details

		

		

		

		Still Supported?



		#

		Product and Vendor Name

		Nature of Dependency

		Yes

		No



		1

		None

		

		

		



		2

		

		

		

		







If there are formal vendor agreements in place, please list each in the table below, using one row per agreement. If there are no formal agreements, please type “None” in the first row.

[bookmark: _Toc43117738][bookmark: _Toc43117923]Table 3-16.  Formal Agreements Details

		#

		Organization Name

		Nature of Agreement



		1

		None

		



		2

		

		





[bookmark: _Toc43118944]Continuous Monitoring Capabilities

In the tables below, please describe the current state of the VENDOR’s Continuous Monitoring capabilities, as well as the length of time the VENDOR has been performing Continuous Monitoring for this system. 



[bookmark: _Toc43117739][bookmark: _Toc43117924]Table 3-17.  Continuous Monitoring Capabilities

		#

		Question

		Yes

		No

		Describe capability, supporting evidence, and any missing elements



		1

		Does the VENDOR have a lifecycle management plan that ensures products are updated before they reach the end of their vendor support period?

		X

		

		



		2

		Does the VENDOR have the ability to scan all hosts in the inventory?

		X

		

		



		3

		Does the VENDOR have the ability to provide scan files in a structure data format, such as CSV, XML files?

		X

		

		



		4

		Is the VENDOR properly maintaining their Plan of Actions and Milestones (POA&M), including timely, accurate, and complete information entries for new scan findings, vendor check-ins, and closure of POA&M items?

		X

		

		







In the table below, provide any additional details the Vendor believes to be relevant to State’s understanding of the VENDOR’s Continuous Monitoring Capabilities. If the Vendor has no additional details, please state, “None.”

[bookmark: _Toc43117740][bookmark: _Toc43117925]Table 3-18.  Continuous Monitoring Capabilities – Additional Details

		Continuous Monitoring Capabilities – Additional Details



		Can the vendor provide a current 3rd party attestation certification annually when required?



Yes, we can provide ISO 27001 & SOC2 with an in-place NDA.  We can also provide an executive summary of our annual 3rd party penetration test (also with NDA in place).







[bookmark: _Toc43118945]Status of System Security Plan (SSP)

In the table below, explicitly state whether the SSP is fully developed, partially developed, or non-existent. Identify any sections that the VENDOR has not yet developed.

[bookmark: _Toc43117741][bookmark: _Toc43117926]Table 3-19.  Maturity of the System Security Plan

		Maturity of the System Security Plan



		Fully Developed







In the table below, state the number of controls identified as “Not applicable” in the SSP. List the Control Identifier for each, and indicate whether a justification for each has been provided in the SSP control statement.

[bookmark: _Toc43117742][bookmark: _Toc43117927]Table 3-20.  Controls Designated “Not Applicable”

		<x> Controls are Designated “Not Applicable”



		None







In the table below, state the number of controls with an alternative implementation. List the Control Identifier for each.

[bookmark: _Toc43117743][bookmark: _Toc43117928]Table 3-21.  Controls with an Alternative Implementation

		<x> Controls have an Alternative Implementation



		None











Organization’s Security Representative or designee



Kent Clemmerson

______________________________________           

PLEASE PRINT NAME
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______________________________________           _____________________
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Hyland Global Cloud Services manages the Hyland Cloud platform in co-located facilities around the 
globe. Within the United States, data centers are located in Ashburn, Virginia; Cleveland, Ohio; 
Pittsburgh, Pennsylvania; and Kansas City, Missouri. International data centers are located in Sydney 
and Melbourne, Australia; Toronto, Ontario and Vancouver, BC, Canada; Amsterdam, the Netherlands; 
London, England; Auckland and Wellington, New Zealand; and Queretaro, Mexico. Additionally, Hyland 
now partners with AWS to host OnBase in Tokyo, Japan. 
 
Documents stored in the Hyland Cloud can be encrypted using individual 256-AES or 128-AES 
encryption keys.  Data is protected while in use, in transit and at rest – and never commingles with 
other organizations’ content. 
 
Customer preference dictates which data center will be used for a particular location. 
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Notice 
 
©2020 Hyland Software, Inc. and its affiliates. All Rights Reserved 
 
Hyland, OnBase, AnyDoc, Edge, Guardian, Brainware, Acuo, PACSgear, NilRead, and other Hyland 
product names are registered and/or unregistered trademarks of Hyland Software, Inc. or its affiliates in 
the United States and other countries. Other parties’ trademarks, service marks, and product names 
that may be used herein are the property of their respective owners. This document contains 
confidential information of Hyland Software, Inc. or its affiliates. Such confidential information is 
provided solely for use by the entity to whom it is sent, and, unless otherwise prohibited by law, must be 
handled with the same degree of care used by such entity in handling its own information of the same 
nature or as otherwise set forth in any existing confidentiality agreement between Hyland Software, Inc. 
or its affiliate and such entity.  
 
The information in this document may contain technical data as defined by the Export Administration 
Regulations (EAR) and is subject to the Export Control Laws of the U.S. Government and may be 
subject to the export controls laws of your entity’s local jurisdiction. Transfer of such data by any means 
to a foreign person, whether in the United States or abroad without proper export authorization or other 
approval from the U.S. Government and the export authority of your entity’s jurisdiction is strictly 
prohibited. 
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GCS INFORMATION SECURITY POLICIES 
 
Hyland Global Cloud Services (“GCS”) is the department within Hyland responsible for administration of the Hyland Cloud 
Platform. The following documents comprise the GCS IS Policy Suite and provide direction, standards, guidance, etc. for 
administering cloud environments managed by GCS. The GCS IS Policy Suite aligns to the ISO/IEC 27001:2013 standard 
including Annex A controls. 



▪ 4.0 RISK MANAGEMENT POLICY 
▪ 5.0 INFORMATION SECURITY 



POLICIES  
▪ 6.0 ORGANIZATION OF INFORMATION 



SECURITY  
▪ 7.0 HUMAN RESOURCE SECURITY  
▪ 8.0 ASSET MANAGEMENT 
▪ 9.0 ACCESS CONTROLS  
▪ 10.0 CRYPTOGRAPHY 



▪ 11.0 PHYSICAL AND ENVIRONMENTAL 
SECURITY 



▪ 12.0 OPERATIONS SECURITY 
▪ 13.0 COMMUNICATIONS SECURITY 
▪ 14.0 SYSTEMS ACQUISITION, 



DEVELOPMENT AND MAINTENANCE 
▪ 15.0 SUPPLIER RELATIONSHIPS 
▪ 16.0 INCIDENT MANAGEMENT 
▪ 17.0 BUSINESS CONTINUITY 



MANAGEMENT 
▪ 18.0 COMPLIANCE 



▪ GCS DISASTER RECOVERY 
▪ GCS EMPLOYEE PROCESS MANUAL 
▪ GCS PERSONAL DEVICE POLICY 
▪ GCS PANDEMIC PLAN 
▪ ISMS INFORMATION SECURITY 



POLICY 
▪ ISMS INTERNAL AUDIT PLAN 
▪ ISMS MANAGEMENT COMMITTEE 



CHARTER 
▪ ISMS SYSTEM DESCRIPTION 



 



GCS IS POLICIES – TABLE OF CONTENTS 
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Architecture Diagrams 
Please see the attached OnBase Hosted and On Premise Architecture Diagrams and the Hyland 
Credentials Architecture Diagram. 
 

ARCHITECTURE DIAGRAM HOSTED Architecture 
Diagram Hosted.pdf 

ARCHITECTURE DIAGRAM ON PREMISE Architecture 
Diagram - On-Premis 

HYLAND CREDENTIALS ARCHITECTURE Hyland Credentials 
Architecture.pptx  
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OnBase Architecture 


Hosted – Hyland Cloud 
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Hyland Global Cloud Services manages the Hyland Cloud platform in co-located facilities around the 
globe. Within the United States, data centers are located in Ashburn, Virginia; Cleveland, Ohio; 
Pittsburgh, Pennsylvania; and Kansas City, Missouri. International data centers are located in Sydney 
and Melbourne, Australia; Toronto, Ontario and Vancouver, BC, Canada; Amsterdam, the Netherlands; 
London, England; Auckland and Wellington, New Zealand; and Queretaro, Mexico. Additionally, Hyland 
now partners with AWS to host OnBase in Tokyo, Japan. 
 
Documents stored in the Hyland Cloud can be encrypted using individual 256-AES or 128-AES 
encryption keys.  Data is protected while in use, in transit and at rest – and never commingles with 
other organizations’ content. 
 
Customer preference dictates which data center will be used for a particular location. 
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Notice 
 
©2020 Hyland Software, Inc. and its affiliates. All Rights Reserved 
 
Hyland, OnBase, AnyDoc, Edge, Guardian, Brainware, Acuo, PACSgear, NilRead, and other Hyland 
product names are registered and/or unregistered trademarks of Hyland Software, Inc. or its affiliates in 
the United States and other countries. Other parties’ trademarks, service marks, and product names 
that may be used herein are the property of their respective owners. This document contains 
confidential information of Hyland Software, Inc. or its affiliates. Such confidential information is 
provided solely for use by the entity to whom it is sent, and, unless otherwise prohibited by law, must be 
handled with the same degree of care used by such entity in handling its own information of the same 
nature or as otherwise set forth in any existing confidentiality agreement between Hyland Software, Inc. 
or its affiliate and such entity.  
 
The information in this document may contain technical data as defined by the Export Administration 
Regulations (EAR) and is subject to the Export Control Laws of the U.S. Government and may be 
subject to the export controls laws of your entity’s local jurisdiction. Transfer of such data by any means 
to a foreign person, whether in the United States or abroad without proper export authorization or other 
approval from the U.S. Government and the export authority of your entity’s jurisdiction is strictly 
prohibited. 
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Notice 
 
©2020 Hyland Software, Inc. and its affiliates. All Rights Reserved 
 
Hyland, OnBase, AnyDoc, Edge, Guardian, Brainware, Acuo, PACSgear, NilRead, and other Hyland 
product names are registered and/or unregistered trademarks of Hyland Software, Inc. or its affiliates in 
the United States and other countries. Other parties’ trademarks, service marks, and product names 
that may be used herein are the property of their respective owners. This document contains 
confidential information of Hyland Software, Inc. or its affiliates. Such confidential information is 
provided solely for use by the entity to whom it is sent, and, unless otherwise prohibited by law, must be 
handled with the same degree of care used by such entity in handling its own information of the same 
nature or as otherwise set forth in any existing confidentiality agreement between Hyland Software, Inc. 
or its affiliate and such entity.  
 
The information in this document may contain technical data as defined by the Export Administration 
Regulations (EAR) and is subject to the Export Control Laws of the U.S. Government and may be 
subject to the export controls laws of your entity’s local jurisdiction. Transfer of such data by any means 
to a foreign person, whether in the United States or abroad without proper export authorization or other 
approval from the U.S. Government and the export authority of your entity’s jurisdiction is strictly 
prohibited. 
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Cost of Vendor’s Offer (Attachment E)  
ITEM QTY UNIT DESCRIPTION UNIT COST 

          

      

Support Response time:   Tickets are 
created immediately upon submission by 
our customer portal. Our tech support 
team is domestic and available 24/7.  We 
also have a support hotline for tech 
support escalation as well as a handbook 
that describes our tech support policies, 
escalation path, and reporting structure.  

Support is covered by 
subscription /SAAS fees. 
See attached supplemental 
pricing sheet for OnBase or 
Hyland Credential pricing.   

1 1 Each 

Document Imaging Software License – 
Year 1 On-Premises 
List pricing for each feature: Software 
Retrieval 
Scan 
Electronic Forms Workflow Integration 
Migration 
Retention Management System 
Compatibility 
Digital Credentials 

See attached supplemental 
pricing sheet for OnBase or 
Hyland Credential pricing.   

2 1 Each 

Document Imaging Software License – 
Year 1 SaaS Solution 
List pricing for each feature: Software 
Retrieval 
Scan 
Electronic Forms Workflow 
Integration 
Migration 
Retention Management System 
Compatibility 
Digital Credentials 

See attached supplemental 
pricing sheet for OnBase or 
Hyland Credential pricing.   

3 1 Each 

Hardware 
 
This section must be itemized and 
defined in detail 

 N/A 

4 1 Each 

Configuration and Implementation 
Services – On-Premises Solution 
This section must be itemized and 
defined in detail 
 

See attached supplemental 
pricing sheet for OnBase or 
Hyland Credential pricing.   
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5 1 Each 
Configuration and Implementation 
Services – SaaS Solution This section 
must be itemized and defined in detail 

See attached supplemental 
pricing sheet for OnBase or 
Hyland Credential pricing.   

6 1 Each 
Staff Training 
This section must be itemized and 
defined in detail 

See attached supplemental 
pricing sheet for OnBase or 
Hyland Credential pricing.   

7 1 Each 

Year 2 Non-warranty annual maintenance 
and support for the software acquired 
under item 1 above – On-Premises 
Solution 
 
Includes upgrades, patches and support 
services of all associated software 

See attached supplemental 
pricing sheet for OnBase or 
Hyland Credential pricing.   

8 1 Each 

Year 2 Non-warranty annual maintenance 
and support for the software acquired 
under item 2 above – SaaS Solution 
Includes upgrades, patches and support 
services of all associated software 

See attached supplemental 
pricing sheet for OnBase or 
Hyland Credential pricing.   

9 1 Each Year 2 Hardware Maintenance N/A 

10 1 Each 

Year 3 Non-warranty annual maintenance 
and support for the software acquired 
under item 1 above – On-Premises 
Solution 

See attached supplemental 
pricing sheet for OnBase or 
Hyland Credential pricing.   

11 1 Each 
Year 3 Non-warranty annual maintenance 
and support for the software acquired 
under item 2 above – SaaS Solution 

See attached supplemental 
pricing sheet for OnBase or 
Hyland Credential pricing.  

12 1 Each Year 3 Hardware Maintenance N/A  

Total Offer Cost   __TBD______ 
  
 
Please see the North Carolina Community College System - Pricing document for additional 
information. 
 

North Carolina Community College System - Pricing NCCCS - Pricing.pdf

 
 

DocuSign Envelope ID: A71E4DF3-B50A-45C6-BC3A-4509124352CF




 
    
  
  
 


  
 


1 |   © 2020 Hyland Software, Inc. and its affiliate. All rights reserved 


 


OnBase Pricing – On-Premise & Hosted Options 
 
OnBase provides a modern enterprise content management (ECM) platform that not only manages 
documents but includes advanced functionality for electronic forms, and workflow functionality.  
 
Based on the desired functionality listed in the requirements, Hyland would recommend that NCCCS 
schools use our Standard user license for the appropriate number of users. Schools can own a mix of 
various user licenses as long as they fulfill the 25 named user minimum requirement. If interested in 
enterprise licensing, please contact Hyland directly for a proposal.  
 


 
 


License  User Tier  Discount NCCCS Hosted  
Per User Rate 


NCCCS On-premise 
Per User Rate 


Essential User 1-25 30% $980  $630   
26-50 30% $910  $560   
51-100 30% $840  $490   
101-200 30% $770  $420       


Standard User 1-25 30% $1,330  $840   
26-50 30% $1,260  $770   
51-100 30% $1,190  $700   
101-200 30% $1,120  $630       


Premier User 1-25 30% $1,680  $1,050   
26-50 30% $1,610  $980   
51-100 30% $1,540  $910   
101-200 30% $1,470  $840  
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Please note: Minimum initial purchase of 25 users. At over 25 users on the same functional tier, 
additional license purchases are reduced by $150 per user. Additional reductions of the per user price 
are applied for users 51-100 (reduced by $300), 101-200 (reduced by $450), 201-500 (reduced by 
$600), and 501+ (reduced by $750). License costs are inclusive of all cloud service management and 
hosting of Hyland solutions. 


OnBase Pricing – Services Costs  
In order to deploy an ECM solution, services are needed to install and configure the solution that are 
tailored to your needs. Costs to implement and configure solutions will vary by entity, depending on the 
needs of each and their individual departments, what solutions and which features they decide to 
implement, the scale and simplicity/complexity of each solution or project, and which services are 
requested or recommended (e.g., full project services, consulting, conversion, etc.). As noted in the 
RFP, once an entity requests a solution or service, Hyland will engage in a discovery process to 
properly scope and estimate each project cost. 
 
Hourly Rates 
See below for the reduced hourly resource rates Hyland is offering, for a period of 3 years from contract 
execution, for services that will be billed as a time and materials effort. 


• Database Engineer   $237.50  
• Enterprise Consultant  $213.75 
• Infrastructure Analyst   $237.50  
• Integration Engineer  $237.50  
• Lead Consultant  $237.50  
• Principal Consultant   $237.50  
• Program Consultant  $237.50  
• Project Manager  $213.75  
• Solution Consultant  $213.75 
• Advanced Capture  $213.75 
• Business    $213.75 
• Technical Consultant  $213.75  


 
 
Sample Implementation Costs 
See below for examples of typical solutions and a range of costs for implementation, assuming the use 
of standard project delivery methods (i.e., full project services, waterfall approach, time and materials 
billing).   
 
Installation and/or Document Management Solutions (Scan, Import, Storage, and Retrieval)  


• Example 1 - 1 Department, $40,000 - $55,000 
• Example 2 - 4 Departments, $60,000 - $80,000  
• Example 3 - Add On 1 Department to an Existing Solution, $30,000 - $40,000 
• Example 4 - Add On 4 Departments to an Existing Solution, $50,000 - $70,000 


 
Electronic Form and Workflow Solutions for Business Process Management   


• Example 1 - Small Workflow, $40,000 - $55,000  
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• Example 2 - Medium Workflow, $55,000 - $75,000 
• Example 3 - Large Workflow, $75,000 - $110,000 


 
The above sample estimates are based on the reduced hourly resource rates noted previously, include 
the delivery of baseline features, and exclude travel costs.  Additional costs will apply for travel, and 
advanced solution or Software features (e.g., specific module functionality).   
 
Core Conversion Services 
See below for Hyland's core conversion services offering and associated costs. 
Cost: $43,000 - $62,000, billed as fixed fee 
 
Includes:  


• Conversion of up to 25 million documents and associated metadata (consuming up to 4 TB of 
storage) from 1 instance of a Legacy system in a read-only state 


• Conversion into an existing Software solution (i.e., installed Hyland Software solution and fully 
configured document taxonomy) 


• 1 Sample conversion and 1 sample reiteration 
• 1 Production load 
• Project coordination 
• Proven conversion services methodology 
• Excludes, else additional cost may apply: 
• Conversion of notes, annotations, audit/document history, revisions/versions, discrete data 
• File format alterations 
• Centera for backup archive storage 
• Extraction from 3rd party hosted solutions 
• Methodology 
• Each of the sample and conversion services costs represented above include full costs 


associated with delivery using Hyland's standard methodology.  The approach incorporates all 
of the following: 


• Project management and planning 
• Discovery 
• Installation/implementation/migration (for 2 Software environments 
• Solution specific training and documentation 
• Testing/go-live and related support  
• Other Available Services/Solutions 


 
Other Hyland Services: 
 
In addition to identifying a solution scope, Hyland will work with each entity to identify the appropriate 
solution delivery approach for each project, whether standard project services or other.  See below for a 
list of other Hyland services available, to support both solution and strategic expansion.    
 


• Consulting Services  
• Buckets of hours to support Customer-driven implementations or solution add-ons 
• Optimization or Technical Assessment Services 
• Upgrade Services 







 
    
  
  
 


  
 


4 |   © 2020 Hyland Software, Inc. and its affiliate. All rights reserved 


 


• Staff Augmentation Services  
• 3 months, 6 months, or 1+ years to support Customer-driven implementations 
• Managed Services  
• 6 months or 1+ years for Hyland to drive Customer projects and expansion initiatives 
• Enterprise Consulting Services  
• Rapid Results Workshops 
• Strategic Workshops 
• Enterprise Information Assessments 
• Imaging Services to manage paper backlog digitization 
• Education Services for Customer to receive Software certifications and attend training courses 
• Billing 


 
All time and materials projects will be billed monthly in arrears based on the amount of time actually 
utilized by Hyland resources. 
 
All fixed fee projects will be billed according to specified and agreed upon milestones/deliverables to be 
identified during the scoping of each individual project. 
 
Travel:  
Travel costs are in addition to implementation costs. Hyland is offering a fixed cost for travel expenses, 
at $2,500 per resource, per onsite trip. A trip requiring weekend travel or weekend overnight stays may 
incur additional cost. Travel time costs also apply for time and materials projects. 
 
Staff Training: 
Solution training costs for specific solutions delivered by Hyland Global Services will be included in 
project costs at the provided hourly rate (for time and materials projects), or in the agreed upon 
milestones (for fixed fee projects). 
 
Various course are offered via classroom instruction or online education through our premium 
subscription.  
 


• System Administration: $3,300 
• Introduction to Workflow: $3,300 
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Hyland Credentials Pricing – Hosted  
 
Hyland Credentials provides a complete system to issue official records using a blockchain-anchored 
format. Our digital credentials are easily shareable and instantly verifiable anywhere in the world.  
 
Hyland’s Recommendation is for NCCCS to use advanced option. Option is only available for a hosted 
solution and services fees include both training and implementation costs.  
 


 
 
 
 
 
 
 
 





		OnBase Pricing – On-Premise & Hosted Options

		OnBase Pricing – Services Costs

		Hyland Credentials Pricing – Hosted
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Schedule of Offered Solution 
No single project schedule can fit all Hyland customer deployments due to the unlimited variety of 
possible configurations and project objectives. Each customer’s situation is evaluated individually, and 
a customized project plan is developed to best meet customer needs and goals. Generally though, 
Hyland’s flexible project methodology allows our project teams to complete simple, single-process 
deployment in a matter of weeks, and larger solution implementations in a span of months. The formal 
project plan will be delivered after the Discovery phase of each Services engagement. The final timeline 
will depend on a number of variables including the finalized and contracted scope and approach, 
availability of resources, timely completion of project deliverables and organizational readiness. In order 
to achieve the least possible timeline, the customer shall commit to providing the required resources 
necessary in each phase, completing all deliverables in a timely fashion (e.g., reviewing and approving 
documented requirements, delivering sample data, completing testing, etc.), and preparing the 
organization internally for the new solution (e.g., communication plans, change management, etc.). The 
standard phases of a Hyland implementation are noted below, as are common durations for each 
phase. 
▪ Initiation: Variable lead time from contract signing plus approximately 2 weeks 
▪ Discovery (Requirements Analysis): Approximately 2 to 4 weeks 
▪ Implementation (Installation, Design, Configuration, and Development): Variable based on scope of 

services (e.g., 1 to x months) 
▪ Training and Testing: Approximately 3 to 4 weeks 
▪ Go Live (Prepare and Execute): Approximately 2 to 3 weeks 
▪ Closure: Approximately 1 week 

 

DocuSign Envelope ID: A71E4DF3-B50A-45C6-BC3A-4509124352CF



 
    
  
  
 

  
 

36 |   © 2020 Hyland Software, Inc. and its affiliate. All rights reserved 

 

Signed Vendor Certification Form (Attachment F) 
ATTACHMENT F: VENDOR CERTIFICATION FORM 
1)      ELIGIBLE VENDOR 
The Vendor certifies that in accordance with N.C.G.S. §143-59.1(b), Vendor is not an ineligible vendor 
as set forth in N.C.G.S. §143-59.1 (a). 
The Vendor acknowledges that, to the extent the awarded contract involves the creation, research, 
investigation or generation of a future RFP or other solicitation; the Vendor will be precluded from bidding 
on the subsequent RFP or other solicitation and from serving as a subcontractor to an awarded vendor. 
The State reserves the right to disqualify any bidder if the State determines that the bidder has used its 
position (whether as an incumbent Vendor, or as a subcontractor hired to assist with the RFP 
development, or as a Vendor offering free assistance) to gain a competitive advantage on the RFP or 
other solicitation. 
2)      CONFLICT OF INTEREST 
Applicable standards may include: N.C.G.S. §§143B-1352 and 143B-1353, 14-234, and 133-32. The 
Vendor shall not knowingly employ, during the period of the Agreement, nor in the preparation of any 
response to this solicitation, any personnel who are, or have been, employed by a Vendor also in the 
employ of the State and who are providing Services involving, or similar to, the scope and nature of this 
solicitation or the resulting contract. 
3)      E-VERIFY 
Pursuant to N.C.G.S. §143B-1350(k), the State shall not enter into a contract unless the awarded Vendor 
and each of its subcontractors comply with the E-Verify requirements of N.C.G.S. Chapter 64, Article 2. 
Vendors are directed to review the foregoing laws. Any awarded Vendor must submit a certification of 
compliance with E-Verify to the awarding agency, and on a periodic basis thereafter as may be required 
by the State. 
4)      CERTIFICATE TO TRANSACT BUSINESS IN NORTH CAROLINA 
As a condition of contract award, awarded Vendor shall have registered its business with the North 
Carolina Secretary of State and shall maintain such registration throughout the term of the Contract. 
  
  
  

Signature:                                                           Date: 10/9/2020 
  
  
  

Printed Name:     Bill Priemer                                                   Title: Chief Executive Officer 
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Location of Workers Utilized by Vendor Form 
(Attachment G) 
ATTACHMENT G: LOCATION OF WORKERS UTILIZED BY VENDOR 

In accordance with NC General Statute 143-59.4, the Vendor shall detail the location(s) at which 
performance will occur, as well as the manner in which it intends to utilize resources or workers outside 
of the United States in the performance of this Contract. The State will evaluate the additional risks, costs, 
and other factors associated with such utilization prior to making an award. Please complete items a, b, 
and c below. 
  
  

a) Will any work under this Contract be performed outside the United 
States? 

☐YES       ☒NO 

  
  
If the Vendor answered “YES” above, Vendor must complete items 1 and 2 below: 
  

▪ List the location(s) outside the United States where work under this Contract will be performed by the 
Vendor, any sub-Contractors, employees, or other persons performing work under the Contract: 
  
  

▪ Describe the corporate structure and location of corporate employees and activities of the Vendor, its 
affiliates or any other sub-Contractors that will perform work outside the U.S.: 
  
  

b) The Vendor agrees to provide notice, in writing to the State, of the 
relocation of the Vendor, employees of the Vendor, sub-Contractors 
of the Vendor, or other persons performing services under the 
Contract outside of the United States 

  
☒YES       ☐NO 

NOTE: All Vendor or sub-Contractor personnel providing call or 
contact center services to the State of North Carolina under the 
Contract shall disclose to inbound callers the location from which the 
call or contact center services are being provided. 

  

  
c)     Identify all U.S. locations at which performance will occur: 
 
U.S. offices: 
Alpharetta, GA 
Andover, MA 
Auburn, CA 
Bloomington, MN 
Greenwood Village, CO 
Irvine, CA 
Lansing, MI 
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Lincoln, NE 
Olathe, KS 
Phoenix, AZ 
Pleasanton, CA 
Salt Lake City, UT 
Tampa, FL 
Westlake, OH (corporate headquarters) 
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References (Attachment H)   
CONFIDENTIAL- The following customer reference information is confidential.  
 
Central New Mexico Community College 
Location: Albuquerque, New Mexico 
Customer Since: June 2009 
Reference Relevancy: Higher Education customer utilizing Hyland Credentials 
Case Study: https://www.hylandcredentials.com/customer-story-cnm/ 
Contact:  
Philip Guiliano, Associate Director, Enrollment Services 
Email: pgiuliano@cnm.edu 
Phone: 505-224-2000 ext 5306 
  
Rowan-Cabarrus Community College  
Location: Salisbury, North Carolina  
Customer Since: November 2011 
Reference Relevancy: Higher Education customer using OnBase for Admissions and Records, 
Human Resources, Information Technology, Financial Aid, Educational Resources/ Distance 
Education,  and Finance and Business Services with extensive use of workflows throughout.  
Contact: 
Rebecca Anderson, Executive Director  
Email: Rebecca.anderson@rccc.edu   
Phone: (704) 216-7155   
  
Lone Star College System 
Location: The Woodlands, TX 
Customer Since: February 2004 
Reference Relevancy: Higher Education customer using OnBase for Employee File Management, AP, 
Admission Processing & Review, Registrar Processing, President’s Office, and Budgeting & Planning 
Contact: 
Longin Gogu, Associate CIO 
Email: longin.gogu@lonestar.edu 
Phone: (832) 813-6262 
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Errata and Exceptions  
1. On page 4 of the RFP, it states: 
Contract Term 
A contract awarded pursuant to this RFP shall have an effective date as provided in the Notice 
of Award. The term shall be three (3) year(s), and will expire upon the anniversary date of the 
effective date unless otherwise stated in the Notice of Award, or unless terminated earlier. The 
State retains the option to extend the Contract for two (2) additional one (1)-year periods at its 
sole discretion. 
Term Contract - This solicitation will result in an Agency Specific Term Contract enabling the 
System Office and 58 North Carolina Community Colleges (hereinafter individually known as the 
“Entity” and collectively known as the “Entities”) to purchase a replacement for a document 
imaging system.. 
The State reserves the right to make partial, progressive or multiple awards: where it is 
advantageous to award separately by items; or where more than one supplier is needed to 
provide the contemplated specifications as to quantity, quality, delivery, service, geographical 
areas; and where other factors are deemed to be necessary or proper to the purchase in 
question. 
Unless specifically provided, all costs provided shall apply to all Community Colleges and the 
System Office of the NC Community College System. Should a lower cost be offered to the 
System Office or a Community College on a product or service provided under the Contract, 
such lower price shall be applicable to all remaining Community Colleges and the System Office 
from the date such lower price applies to the original offeree. Colleges will have the choice to 
choose which features they need in the document management and integration solution offered 
by the Vendor. 
The contract resulting from this RFP will be an Agency Specific Contract for the NC Community 
College System (except under the conditions specified in G.S. §115D-58.14(a) and G.S. §116- 
13). 
Products and Services will be provided in accordance to the terms and conditions of this RFP. 
 
Hyland Software agrees, subject to the parties’ execution of a mutually acceptable final and binding 
agreement which may include mutually acceptable revisions to such terms. For your reference, a form 
of Hyland’s standard agreement has been included below for your reference, and, subject to mutual 
agreement, will be revised to incorporate RFP terms. 
 
2. On page 5 of the RFP, it states: 
3.1.4 ENTERPRISE LICENSING 
In offering the best value to the State, Vendors are encouraged to leverage the State’s existing 
resources and license agreements. The agreements may be viewed at: 
http://it.nc.gov/services/license-and-agreements 
a) Identify components or products that are needed for your solution that may not be available 
with the State’s existing license agreement. 
b) Identify and explain any components that are missing from the State’s existing license 
agreement. 
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c) If the Vendor can provide a more cost effective licensing agreement, please explain in detail 
the agreement and how it would benefit the State 
 
If applicable, Hyland Software agrees, subject to the parties’ execution of a mutually acceptable final 
and binding agreement which may include mutually acceptable revisions to such terms. For your 
reference, a form of Hyland’s standard agreement has been included below for your reference, and, 
subject to mutual agreement, will be revised to incorporate RFP terms. 
 
Hyland solutions are not available through the State’s existing license agreements. While Hyland does 
have cooperative purchasing contracts available for these eligible schools in North Carolina, Hyland’s 
response to this RFP incorporates a cost structure that’s in alignment with the pricing and discounts 
offered under our other cooperative purchasing agreements. 
  
3. On page 15 of the RFP, it states: 
6.1.5 E-PROCUREMENT 
This is not an E-Procurement solicitation. Attachment B, subparagraphs #33(a) and 33(b) of the 
attached North Carolina Department of Information Technology Terms and Conditions Services 
for General Purchases do not apply to this solicitation. 
The Terms and Conditions made part of this solicitation contain language necessary for the 
implementation of North Carolina’s statewide E-Procurement initiative. It is the Vendor’s 
responsibility to read these terms and conditions carefully and to consider them in preparing 
the offer. By signature, the Vendor acknowledges acceptance of all terms and conditions 
including those related to E-Procurement. 
a) General information on the E-Procurement service can be found at 
http://eprocurement.nc.gov/ 
b) Within two days after notification of award of a contract, the Vendor must register in NC E- 
Procurement @ Your Service at the following website: http://eprocurement.nc.gov/Vendor.html 
c) As of the RFP submittal date, the Vendor must be current on all E-Procurement fees. If the 
Vendor is not current on all E-Procurement fees, the State may disqualify the Vendor from 
participation in this RFP 
 
Hyland Software agrees, subject to the parties’ execution of a mutually acceptable final and binding 
agreement which may include mutually acceptable revisions to such terms. For your reference, a form 
of Hyland’s standard agreement has been included below for your reference, and, subject to mutual 
agreement, will be revised to incorporate RFP terms. 
 
Hyland does have an existing registration with NC e-Procurement site and we are current on all fees. 
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4. On page 16 of the RFP, it states: 
6.2.3 COSTS RELATED TO OFFER SUBMISSION 
Costs for developing and delivering responses to this RFP and any subsequent presentations 
of the offer as requested by the State are entirely the responsibility of the Vendor. The State is 
not liable for any expense incurred by the Vendors in the preparation and presentation of their 
offers. 
 
All materials submitted in response to this RFP become the property of the State and are to be 
appended to any formal documentation, which would further define or expand any contractual 
relationship between the State and the Vendor resulting from this RFP process. 
 
While Hyland understands that NCCCS may review and use Hyland’s submission as part of 
the RFP process and may reproduce portions of Hyland’s submission for the purposes of 
enabling NCCCS to evaluate Hyland’s RFP response, Hyland's response submission will remain 
the property of Hyland and no license or other rights in the submission or ideas contained therein are 
granted to NCCCS. 
 
5. On page 21 of the RFP, it states: 
7.4 VENDOR’S LICENSE OR SUPPORT AGREEMENTS 
Vendor should present its license or support agreements with its proposal for review and 
evaluation. Terms offered for licensing and support of vendors’ proprietary assets will be 
considered; terms governed by applicable state or other laws or by policies authorized by law 
will be superseded by such applicable laws or policies. 
 
The terms and conditions of the Vendor’s standard services, license, maintenance or other 
agreement(s) applicable to Services, Software and other Products acquired under this RFP may 
apply to the extent such terms and conditions do not materially change the terms and 
conditions of this RFP. In the event of any conflict between the terms and conditions of this RFP 
and the Vendor’s standard agreement(s), the terms and conditions of this RFP relating to audit 
and records, jurisdiction, choice of law, the State’s electronic procurement application of law or 
administrative rules, the remedy for intellectual property infringement and the exclusive 
remedies and limitation of liability in the DIT Terms and Conditions herein shall apply in all 
cases and supersede any provisions contained in the Vendor’s relevant standard agreement or 
any other agreement. The State shall not be obligated under any standard license and/or 
maintenance or other Vendor agreement(s) to indemnify or hold harmless the Vendor, its 
licensors, successors or assigns, nor arbitrate any dispute, nor pay late fees, legal fees or other 
similar costs. 
 
Hyland Software agrees, subject to the parties’ execution of a mutually acceptable final and binding 
agreement which may include mutually acceptable revisions to such terms. For your reference, a form 
of Hyland’s standard agreement has been included below for your reference, and, subject to mutual 
agreement, will be revised to incorporate RFP terms. 
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6. Attachment B: Department of Information Technology Terms and Conditions. 
  
Hyland Software agrees, subject to the parties’ execution of a mutually acceptable final and binding 
agreement which may include mutually acceptable revisions to such terms. For your reference, a form 
of Hyland’s standard agreement has been included below for your reference, and, subject to mutual 
agreement, will be revised to incorporate RFP terms. 
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Vendor's License and Maintenance Agreements 
Sample Agreements 
NOTE: In Edit mode, double-click the document icon below to open and view all pages.   
 
CONFIDENTIAL – The following document is confidential. 

Sample Master Agreement Sample Master 
Agreement.pdf  

Note: The licensing agreement is dependent on the deployment method. If a different deployment is chosen, an alternate 
agreement may apply. 
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HYLAND MASTER AGREEMENT 
 


This Master Agreement is a binding agreement between Customer and Hyland (as defined below) effective as of the Effective Date, 
and consists of this document and all schedules (collectively the “Agreement”).  As of the Effective Date, the following attached 
schedules are a part of the Agreement:  
 


☒Initial Purchase Table Schedule  
☒General Terms Schedule  
☒Professional Services Schedule 
☒ Software-as-a-Service Schedule  
☒ Software License and Maintenance Schedule - Subscription  


 
All products or services which may be licensed or purchased by Customer from Hyland from time to time under a schedule shall 
be governed by this Agreement (including any Services Proposal that may be entered into under this Agreement).  Customer 
specifically represents and warrants to Hyland that Customer has read and understands all of the terms and conditions contained in 
this Agreement prior to entering into this Agreement.   
 
IN WITNESS WHEREOF, the parties have duly executed this Agreement. 
 


SAMPLE HYLAND SOFTWARE, INC.  
 


“CUSTOMER” “HYLAND” 
  
By: By: 
                  
Print Name: Print Name: 
  
Title: Title: 
  
Date: Date: 
 
Tax Information: 
 
____ (1) Exempt (Provide Tax Exemption Form) 
 
____ (2) Non-Exempt. 


 
 
Hyland Legal 
 
Approved By:  
 
Date:  
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PURCHASE TABLE SCHEDULE  


PURCHASE TABLE (SAAS) 


 


INITIAL COMPONENTS OF HYLAND CLOUD SERVICE 


Initial Software licensed:   
Quantity 


Encrypted Disk Groups [DRAFTING NOTE:  ONLY INCLUDE IF SOFTWARE 
INCLUDES ONBASE.] 1 
Encrypted Alpha Keywords [DRAFTING NOTE:  ONLY INCLUDE IF SOFTWARE 
INCLUDES ONBASE.] 1 
  
  


 
Initial Service Class Package:  


______________________ 
 
Initial data storage allocation:  


_____ terabytes 
 


Initial data center location:  
 


Primary: US  
Secondary: US  


 
INITIAL FEES FOR INITIAL COMPONENTS OF THE HYLAND CLOUD SERVICE: 
  SaaS Fees* 
Year 1  $/year 
Year 2  $/year 
Year 3  $/year 
*SaaS Fees include 1 Testing Lite Environment 
 
Initial Hyland Cloud Service setup and activation  Initial Set Up Fees 


 $ 
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GENERAL TERMS SCHEDULE 
 
This General Terms Schedule (“General Terms” or “General Terms Schedule”) includes terms that will apply to any product license 
or service you purchase from Hyland under another Schedule that is made a part of this Agreement. Other Schedules will have 
more specific terms relevant to the product licensee or service governed by that Schedule.    If there is a conflict between the terms 
of this General Terms Schedule and any other Schedule, the other Schedule shall control with respect to the subject matter of such 
Schedule.  In the event the same topic is addressed in both the General Terms Schedule and any other Schedule but the terms do 
not conflict, the terms of both the General Terms Schedule and the Schedule shall apply.  Capitalized terms used in this General 
Terms Schedule may be defined within this Schedule or within other Schedules to which they are applicable. 
 
1. TERM; TERMINATION; SURVIVAL OF PROVISIONS AFTER EXPIRATION OR TERMINATION. 
 
1.1 Term.  This Agreement shall have a term commencing on the Effective Date, and will continue until all Schedules have 
been terminated in accordance with their terms.   
 
1.2 Termination. 
 
1.2.1 By Customer.  Except as otherwise stated in a Schedule, Customer may terminate any Schedule for any reason or for no 
reason, upon not less than thirty (30) days advance written notice to Hyland to such effect.   
 
1.2.2 By Either Party.  Either party may terminate this Agreement in its entirety or any Schedule, effective immediately upon 
written notice to the other party, if the other party has committed a breach of a material provision of this Agreement or any Schedule 
and has failed to cure the breach within thirty (30) days after the receipt of written notice of the breach given by the non-breaching 
party; provided, that Hyland shall not be required to give Customer any opportunity to cure any breach in the case of a Prohibited 
Act or breach of the U.S. Government End User section of any Schedule, all of which are considered for all purposes to be material 
provisions of this Agreement.    
 
1.2.3  Termination of General Terms Schedule.  Notwithstanding the foregoing, this General Terms Schedule will terminate 
when and only if all other Schedules have been terminated.   
 
1.3 Certain Effects or Consequences of Termination; Survival of Certain Provisions. 
 
1.3.1 Generally.  Any termination of this Agreement or any Schedule will not discharge or otherwise affect any pre-termination 
obligations of either party existing under this Agreement at the time of termination, including Customer’s obligation to pay to 
Hyland all fees and charges accrued or due for any period or event occurring on or prior to the effective date of termination or 
expiration of this Agreement or the applicable Schedule; and all liabilities which have accrued prior to the date of termination shall 
survive. 
 
1.3.2 Survival of Certain Obligations.  All provisions of this Agreement or of an applicable Schedule, which by their nature 
extend beyond the expiration or termination of this Agreement will survive and remain in effect until all obligations are satisfied, 
including, but not limited to all sections of these General Terms (except Section 8.13).  
 
1.3.3. Termination of a Schedule.  If any Schedule under which a license to Software is granted is terminated in accordance 
with its terms, then this entire Agreement will terminate with respect to the Software licensed under such Schedule.  Otherwise, 
termination of a Schedule will not affect the remaining Schedules. 
 
2. PAYMENT TERMS. 
 
2.1 Purchase Orders.  Customer acknowledges and agrees that, when this Agreement is signed by both parties, the parties 
will treat this Agreement as: (a) Customer’s written purchase order for the matters described in a Purchase Table Schedule, and (b) 
Hyland’s acceptance of such purchase order.  
 
2.2 Invoicing.  All invoices shall be sent electronically by Hyland to Customer to the attention of “Accounts Payable,” or to 
such other person or department as Customer may specify from time to time by written notice to Hyland.  In the event any invoice 
contains a billing error which is discovered by Hyland, Hyland may issue a new invoice to correct the error.  
 
2.3 General Payment Terms.  So long as Customer is not in default of any payment obligations under this Agreement 
(including any Services Proposal), except as otherwise provided in this Agreement, Customer shall pay in full each invoice issued 
hereunder net thirty (30) days from the date of Customer’s receipt of such invoice. 
 
2.4 Taxes and Governmental Charges.  All payments under this Agreement are exclusive of all applicable taxes and 
governmental charges (such as duties), all of which shall be paid by Customer (other than taxes on Hyland’s income).  In the event 
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Customer is required by law to withhold taxes, Customer agrees to furnish Hyland all required receipts and documentation 
substantiating such payment.  If Hyland is required by law to remit any tax or governmental charge on behalf of or for the account 
of Customer, Customer agrees to reimburse Hyland within thirty (30) days after Hyland notifies Customer in writing of such 
remittance.  Customer agrees to provide Hyland with valid tax exemption certificates in advance of any remittance otherwise 
required to be made by Hyland on behalf of or for the account of Customer, where such certificates are applicable. 
 
2.5 Resolution of Invoice Disputes.  If, prior to the due date for payment under any invoice, Customer notifies Hyland in 
writing that it disputes all or any portion of an amount invoiced, both parties will use reasonable efforts to resolve the dispute within 
thirty (30) calendar days of Hyland’s receipt of the notice.  If any amount remains disputed in good faith after such 30-day period, 
either party may escalate the disputed items to the parties’ respective executive management to attempt to resolve the dispute.  The 
parties agree that at least one of each of their respective executives will meet (which may be by telephone or other similarly effective 
means of remote communication) within ten (10) calendar days of any such escalation to attempt to resolve the dispute.  If the 
parties’ executive managers are unable to resolve the dispute within ten (10) calendar days of such meeting, either party thereafter 
may file litigation in a court of competent jurisdiction under Section 8.1 of these General Terms to seek resolution of the dispute. 
 
2.6 Certain Remedies For Non-Payment or For Late Payment.  At the election of Hyland, exercisable by written notice to 
Customer, any past due amounts (except those amounts properly disputed in accordance with Section 2.5 of these General Terms) 
under any Hyland invoice shall bear interest at the rate of one and one-half percent (1.5%) per month (or, if lower, the maximum 
rate lawfully chargeable) from the date due through the date that such past due amounts and such accrued interest are paid in full.  
In the event of any default by Customer in the payment of any amounts invoiced hereunder (except with respect to those amounts 
on invoices the parties are attempting to resolve under Section 2.5 of these General Terms), which default continues unremedied 
for at least thirty (30) calendar days after the due date of such payment, Hyland shall have the right to suspend or cease the provision 
of any services under this Agreement or any Services Proposal, including the delivery of any Upgrades and Enhancements to 
Customer, unless and until such default shall have been cured.  
 
2.7 U.S. Dollars; Delivery of Hasps and CDs.  All fees, costs and expenses under this Agreement shall be determined and 
invoiced in, and all payments required to be made in connection with this Agreement shall be made in, U.S. dollars.  Delivery of 
CDs, if any, shall be F.O.B. Hyland’s offices in Westlake, Ohio, USA. 
 
2.8 Training.  Hyland offers training courses to Customer and its employees as described on Hyland’s training web portal 
(currently.  https://training.onbase.com).  Training fees for such courses shall be determined at Hyland’s retail prices in effect at 
the time Customer registers for training.  Hyland shall invoice Customer for applicable training fees upon Customer’s registration 
for each training course and such invoice shall be due and payable in accordance with Section 2.3 above.  In the event that Customer 
prepays for training, then such prepaid training shall expire twelve (12) months from the date Hyland accepts Customer’s purchase 
order for such training.  Any training listed in a Purchase Table Schedule will be invoiced upon the Effective Date of such Purchase 
Table Schedule. 
 
3. CONFIDENTIAL INFORMATION. 
 
3.1 “Confidential Information” shall be such information that is marked “Proprietary” or “Confidential,” that is known by 
the recipient to be confidential or that is of such a nature as customarily would be confidential between business parties, except as 
provided in the next sentence.  Confidential Information shall not include information that:  (a) is or becomes generally known to 
the public without breach of this Agreement by the recipient, or (b) is demonstrated by the recipient to have been in the recipient’s 
possession prior to its disclosure by the disclosing party, or (c) is received by the recipient from a third party that is not bound by 
restrictions, obligations or duties of non-disclosure to the disclosing party, or (d) is demonstrated by recipient to have been 
independently developed by recipient without reference to the other party’s information. 
 
3.2 Each party agrees that, with respect to the Confidential Information of the other party, or its affiliates, such party as a 
recipient shall use the same degree of care to protect the other party’s Confidential Information that such party uses to protect its 
own confidential information, but in any event not less than reasonable care, and not use or disclose to any third party any such 
Confidential Information, except as may be required by law or court order or as provided under this Agreement.  Customer agrees 
to take all reasonable steps to protect all Software, Hyland Cloud Services, Add-On Services, Work Products and Innovations, and 
any related Documentation, delivered by Hyland to Customer under this Agreement from unauthorized copying or use.  Each party 
shall be liable and responsible for any breach of this Section 3 committed by any of such party’s employees, agents, consultants, 
contractors or representatives.   
 
4. OWNERSHIP AND PROHIBITED CONDUCT.   
 
4.1 Ownership.  Hyland and its suppliers own the Software, Work Products, Documentation, Hyland Cloud Services, Add-
On Services, and Innovations, including, without limitation, any and all worldwide copyrights, patents, trade secrets, trademarks 
and proprietary and confidential information rights in or associated with the foregoing.  The Software, Documentation, Hyland 
Cloud Services, Add-On Services, and Work Products are protected by copyright laws and international copyright treaties, as well 
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as other intellectual property laws and treaties.  No ownership rights in the Software, Hyland Cloud Services, Add-On Services, 
Innovations or Work Products are transferred to Customer.    Customer agrees that nothing in this Agreement or associated 
documents gives it any right, title or interest in the Software, Hyland Cloud Service, Add-On Services, Documentation, or Work 
Products, except for the limited express rights granted in this Agreement. Customer acknowledges and agrees that, with respect to 
Hyland’s end users generally, Hyland has the right, at any time, to change the specifications and operating characteristics of the 
Software, Hyland Cloud Services, and Add-On Services, and Hyland’s policies respecting Upgrades and Enhancements (including 
but not limited to its release process).  THIS AGREEMENT IS NOT A WORK-FOR-HIRE AGREEMENT.  At no time shall 
Customer file or obtain any lien or security interest in or on any components of the Software, Hyland Cloud Service, Add-On 
Services, Documentation, or Work Products.  
 
4.2 Prohibited Conduct.  Customer agrees not to: (a) remove copyright, trademark or other proprietary rights notices that 
appear on or during the use of the Software, Work Products, Documentation, Hyland Cloud Services, Add-On Services, or Hosted 
3rd Party Software documentation; (b) sell, transfer, rent, lease or sub-license the Software, Work Products, Documentation, Hyland 
Cloud Services, Add-On Services, or Hosted 3rd Party Software documentation to any third party; (c) except as expressly permitted 
with respect to Work Products, alter or modify the Software, Work Products, Hyland Cloud Services, Add-On Services, 
Documentation or Hosted 3rd Party Software documentation; or (d) reverse engineer, disassemble, decompile or attempt to derive 
source code from the Software, Work Products, Documentation, Hyland Cloud Services, Add-On Services, or Hosted 3rd Party 
Software documentation, or prepare derivative works therefrom.   
 
5. DISCLAIMER OF WARRANTIES. 
 
5.1 EXCEPT FOR THE WARRANTIES PROVIDED BY HYLAND AS EXPRESSLY SET FORTH IN THE 
SCHEDULES MADE PART OF THIS AGREEMENT, HYLAND AND ITS SUPPLIERS MAKE NO WARRANTIES OR 
REPRESENTATIONS REGARDING ANY SOFTWARE, HYLAND CLOUD SERVICE (INCLUDING ANY SOFTWARE OR 
HARDWARE), ADD-ON SERVICES, WORK PRODUCTS, INNOVATIONS, INFORMATION, MAINTENANCE AND 
SUPPORT, PROFESSIONAL SERVICES OR ANY OTHER SERVICES  PROVIDED UNDER THIS AGREEMENT OR ANY 
SERVICES PROPOSAL.  HYLAND AND ITS SUPPLIERS DISCLAIM AND EXCLUDE ANY AND ALL OTHER EXPRESS, 
IMPLIED AND STATUTORY WARRANTIES, INCLUDING, WITHOUT LIMITATION, WARRANTIES OF GOOD TITLE, 
WARRANTIES AGAINST INFRINGEMENT, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS 
FOR A PARTICULAR PURPOSE, AND WARRANTIES THAT MAY ARISE OR BE DEEMED TO ARISE FROM ANY 
COURSE OF PERFORMANCE, COURSE OF DEALING OR USAGE OF TRADE.  HYLAND AND ITS SUPPLIERS DO NOT 
WARRANT THAT ANY MAINTENANCE AND SUPPORT, HYLAND CLOUD SERVICE, ADD-ON SERVICES, 
PROFESSIONAL SERVICES, SOFTWARE OR WORK PRODUCTS PROVIDED WILL SATISFY CUSTOMER’S 
REQUIREMENTS OR ARE WITHOUT DEFECT OR ERROR, OR THAT THE OPERATION OF ANY SOFTWARE, 
HYLAND CLOUD SERVICE, ADD-ON SERVICES, OR ANY WORK PRODUCTS PROVIDED UNDER THIS AGREEMENT 
WILL BE UNINTERRUPTED.  EXCEPT AS EXPRESSLY STATED IN THIS AGREEMENT, HYLAND DOES NOT 
ASSUME ANY LIABILITY WHATSOEVER WITH RESPECT TO ANY THIRD PARTY HARDWARE, FIRMWARE, 
SOFTWARE OR SERVICES.   
 
5.2 CUSTOMER SPECIFICALLY ASSUMES RESPONSIBILITY FOR THE SELECTION OF THE SOFTWARE, 
WORK PRODUCTS, MAINTENANCE AND SUPPORT, HYLAND CLOUD SERVICE, ADD-ON SERVICES, AND 
PROFESSIONAL SERVICES TO ACHIEVE ITS BUSINESS OBJECTIVES. 
 
5.3 HYLAND MAKES NO WARRANTIES WITH RESPECT TO ANY SOFTWARE, HYLAND CLOUD SERVICES, 
ADD-ON SERVICES, OR WORK PRODUCTS USED IN ANY NON-PRODUCTION SYSTEM AND PROVIDES ANY SUCH 
SOFTWARE, HYLAND CLOUD SERVICE, AND WORK PRODUCTS “AS IS.”  
 
5.4 No oral or written information given by Hyland, its agents, or employees shall create any additional warranty.  No 
modification or addition to the limited warranties set forth in this Agreement is authorized unless it is set forth in writing, references 
this Agreement, and is signed on behalf of Hyland by a corporate officer.     
  
6. LIMITATIONS OF LIABILITY.   
 
6.1 NEITHER PARTY NOR ANY OF ITS AFFILIATES (AND IN THE CASE OF HYLAND, ITS SUPPLIERS) SHALL 
BE LIABLE, WHETHER IN CONTRACT, TORT (INCLUDING NEGLIGENCE), OR ANY OTHER LEGAL OR EQUITABLE 
THEORY, FOR ANY INDIRECT, INCIDENTAL, SPECIAL, PUNITIVE, OR CONSEQUENTIAL DAMAGES, OR ANY LOSS 
OF REVENUE, GOODWILL, SAVINGS OR PROFITS (EXCLUDING FEES DUE UNDER THIS AGREEMENT), LOSS OR 
CORRUPTION OF DATA OR PROGRAMS, COSTS OF REPLACEMENT OR THE REMEDY OF COVER, OR BUSINESS 
INTERRUPTION DAMAGES, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGES, LOSSES, EXPENSES OR 
COSTS. 
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6.2 HYLAND’S (INCLUDING ITS AFFILIATES AND SUPPLIERS) TOTAL, CUMULATIVE LIABILITY ARISING 
OUT OF OR RELATED TO THIS AGREEMENT OR THE PRODUCTS OR SERVICES PROVIDED UNDER IT, WHETHER 
IN CONTRACT OR TORT (INCLUDING NEGLIGENCE), OR ANY OTHER LEGAL OR EQUITABLE THEORY, SHALL 
IN NO EVENT EXCEED THE TOTAL AMOUNTS ACTUALLY PAID TO HYLAND BY CUSTOMER (LESS ANY 
REFUNDS OR CREDITS) FOR THE USE OF THE PRODUCTS OR PROVISION OF THE SERVICES GIVING RISE TO THE 
CLAIM DURING THE TWELVE (12) MONTH PERIOD IMMEDIATELY PRECEDING THE FIRST EVENT GIVING RISE 
TO SUCH CLAIM.  WITH RESPECT TO ANY PRODUCTS OR SERVICES PROVIDED TO CUSTOMER FREE OF CHARGE 
(SUCH AS EVALUATION SOFTWARE OR SERVICES), NEITHER HYLAND NOR ANY OF ITS AFFILIATES OR 
SUPPLIERS WILL BE LIABLE FOR DIRECT DAMAGES. 
 
6.3 THE LIMITATIONS IN SECTIONS 6.1 AND 6.2 SHALL NOT APPLY: (1) TO THE EXTENT SUCH LIMITATIONS 
ARE PROHIBITED BY LAW, (2) PAYMENTS TO A THIRD PARTY ARISING FROM HYLAND’S INDEMNIFICATION 
OBLIGATION FOR INTELLECTUAL PROPERTY INFRINGEMENT; OR (3) TO ANY CLAIMS, LOSSES OR DAMAGES 
ARISING OUT OF CUSTOMER’S OR CONTRACTOR’S OR COMMUNITY CONNECT USER’S PROHIBITED ACTS.  
[DRAFTING NOTE: REMOVE HIGHLIGHTED LANGUAGE IF NO HEALTHCARE SCHEDULE] 
 
6.4 IF CUSTOMER USES THE SOFTWARE, HYLAND CLOUD SERVICE, OR ADD-ON SERVICES IN A CLINICAL 
SETTING, CUSTOMER ACKNOWLEDGES THAT THE SOFTWARE, HYLAND CLOUD SERVICES AND ADD-ON 
SERVICES DO NOT OFFER MEDICAL INTERPRETATIONS OF DATA, DIAGNOSE PATIENTS, OR RECOMMEND 
THERAPY OR TREATMENT; THE SOFTWARE, HYLAND CLOUD SERVICE AND ADD-ON SERVICES ARE AN 
INFORMATION RESOURCE AND IS NOT A SUBSTITUTE FOR THE SKILL, JUDGMENT AND KNOWLEDGE OF 
CUSTOMER’S USERS OF THE SOFTWARE, HYLAND CLOUD SERVICE OR ADD-ON SERVICE IN THE PROVISION 
OF HEALTHCARE SERVICES.  IN ADDITION TO THE LIMITATIONS OF LIABILITY PROVIDED HEREIN, HYLAND 
SHALL NOT HAVE ANY LIABILITY FOR ANY ASPECT OF CUSTOMER’S SERVICES PROVIDED IN CONJUNCTION 
WITH ITS USE OF THE SOFTWARE, HYLAND CLOUD SERVICE OR ADD-ON SERVICES. 
 
 
7. FORCE MAJEURE.  No failure, delay or default in performance of any obligation of a party to this Agreement (except 
the payment of money) shall constitute a default or breach to the extent that such failure to perform, delay or default arises out of 
a cause, existing or future, beyond the control (including, but not limited to: action or inaction of governmental, civil or military 
authority; fire; strike, lockout or other labor dispute; flood; war; riot; theft; earthquake; natural disaster or acts of God; national 
emergencies; unavailability of materials or utilities; sabotage; viruses; or the act, negligence or default of the other party) and 
without negligence or willful misconduct of the party otherwise chargeable with failure, delay or default.  Either party desiring to 
rely upon any of the foregoing as an excuse for failure, default or delay in performance shall, when the cause arises, give to the 
other party prompt notice in writing of the facts which constitute such cause; and, when the cause ceases to exist, give prompt 
notice of that fact to the other party.  This Section 7 shall in no way limit the right of either party to make any claim against third 
parties for any damages suffered due to said causes.  If any performance date by a party under this Agreement is postponed or 
extended pursuant to this Section 7 for longer than ninety (90) calendar days, the other party, by written notice given during the 
postponement or extension, and at least thirty (30) days prior to the effective date of termination, may terminate this Agreement. 
 
8. GENERAL PROVISIONS. 
 
8.1 Governing Law; Jurisdiction.  This Agreement and any claim, action, suit, proceeding or dispute arising out of this 
Agreement shall in all respects be governed by, and interpreted in accordance with, the substantive laws of the State of Ohio (and 
not the 1980 United Nations Convention on Contracts for the International Sale of Goods or the Uniform Computer Information 
Transactions Act, each as amended), without regard to the conflicts of laws provisions thereof.  Venue and jurisdiction for any 
action, suit or proceeding arising out of this Agreement shall vest exclusively in the federal or state courts of general jurisdiction 
located in Cuyahoga County, Ohio. 
 
8.2 Interpretation.  The headings used in this Agreement are for reference and convenience purposes only and shall not in 
any way limit or affect the meaning or interpretation of any of the terms hereof.  All defined terms in this Agreement shall be 
deemed to refer to the masculine, feminine, neuter, singular or plural, in each instance as the context or particular facts may require.  
Use of the terms “hereunder,” “herein,” “hereby” and similar terms refer to this Agreement. 
 
8.3 Waiver.  No waiver of any right or remedy on one occasion by either party shall be deemed a waiver of such right or 
remedy on any other occasion. 
 
8.4 Integration.  This Agreement, including any and all exhibits and schedules referred to herein and any Service Proposal 
or order form referencing this Agreement, set forth the entire agreement and understanding between the parties pertaining to the 
subject matter and merges and supersedes all prior agreements, negotiations and discussions between them on the same subject 
matter.  Customer acknowledges and agrees in entering into the Agreement and its purchases hereunder are not contingent on the 
availability of any future functionality, features, programs, or services. This Agreement may only be modified by a written 
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document signed by duly authorized representatives of the parties.  This Agreement shall not be supplemented or modified by any 
course of performance, course of dealing or trade usage.  Customer and Hyland specifically acknowledge and agree that any other 
terms varying from or adding to the terms of this Agreement, whether contained in any purchase order or other electronic, written 
or oral communication made from Customer to Hyland are rejected and shall be null and void and of no force or effect, unless 
expressly agreed to in writing by both parties.  This Agreement will prevail over any conflicting stipulations contained or referenced 
in any other document. 
 
8.5 Notices.  Unless otherwise agreed to by the parties in a writing signed by both parties, all notices required under this 
Agreement shall be deemed effective when made in writing and sent to each party, by either: (A) reputable overnight courier, 
specifying next day delivery to the address specified below or (B) email to the address below or such other email address provided 
by Customer, without receipt of a notice of failed delivery.  
 
Hyland: 
 
28500 Clemens Road 
Westlake, OH 44145  
Attn: General Counsel 
hylandcontracts@onbase.com 
  
Customer: 
 
________________ 
________________ 
________________ 
________________ 
 
 
8.6 Binding Effect; No Assignment.  This Agreement shall be binding upon and shall inure to the benefit of the parties and 
their respective successors and permitted assigns.  Neither party may assign, transfer or sublicense all or part of this Agreement or 
its rights or obligations under this Agreement, in whole or in part, to any other person or entity without the prior written consent of 
the other party; provided that such consent shall not be unreasonably withheld in the case of any assignment or transfer by a party 
of this Agreement in its entirety to the surviving entity of any merger or consolidation or to any purchaser of substantially all of 
such party’s assets that assumes in writing all of such party’s obligations and duties under this Agreement.  Any assignment made 
without compliance with the provisions of this Section 8.6 shall be null and void and of no force or effect.  Customer acknowledges 
that Hyland and/or any of its affiliates may fulfill any of Hyland’s obligations contemplated by this Agreement. 
 
8.7 Severability.  In the event that any term or provision of this Agreement is deemed by a court of competent jurisdiction to 
be overly broad in scope, duration or area of applicability, the court considering the same will have the power and is hereby 
authorized and directed to limit such scope, duration or area of applicability, or all of them, so that such term or provision is no 
longer overly broad and to enforce the same as so limited.  Subject to the foregoing sentence, in the event any provision of this 
Agreement is held to be invalid or unenforceable for any reason, such invalidity or unenforceability will attach only to such 
provision and will not affect or render invalid or unenforceable any other provision of this Agreement. 
 
8.8 Subcontracting.  Hyland may subcontract all or any part of the services, provided that Hyland shall remain responsible 
to Customer for the provision of any subcontracted services. 
 
8.9 Independent Contractor.  The parties acknowledge that Hyland is an independent contractor and that it will be responsible 
for its obligations as employer for those individuals providing any services. 
 
8.10 Export.  Any Software, Hyland Cloud Service, Add-On Services, Work Products or Documentation provided under this 
Agreement are subject to export control laws and regulations of the United States and other jurisdictions.  Customer agrees to 
comply fully with all relevant export control laws and regulations, including the regulations of the U.S. Department of Commerce 
and all U.S. export control laws, including, but not limited to, the U.S. Department of Commerce Export Administration 
Regulations (EAR), to assure that the Software, Hyland Cloud Service, Add-On Services, Work Products or Documentation is not 
exported in violation of United States of America law or the laws and regulations of other jurisdictions.  Customer agrees that it 
will not export or re-export the Software, Hyland Cloud Service, Add-On Services, Work Products or Documentation to any 
organizations or nationals in the United States embargoed territories of Cuba, Iran, North Korea, Sudan, Syria or any other territory 
or nation with respect to which the U.S. Department of Commerce, the U.S. Department of State or the U.S. Department of Treasury 
maintains any commercial activities sanctions program.  Customer shall not use the Software, Hyland Cloud Service, Add-On 
Services, Work Products, or Documentation for any prohibited end uses under applicable laws and regulations of the United States 
and other jurisdictions, including but not limited to, any application related to, or purposes associated with, nuclear, chemical or 
biological warfare, missile technology (including unmanned air vehicles), military application or any other use prohibited or 
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restricted under the U.S. Export Administration Regulations (EAR) or any other relevant laws, rules or regulations of the United 
States of America and other jurisdictions.  
 
8.11 Injunctive Relief.  The parties to this Agreement recognize that a remedy at law for a breach of the provisions of this 
Agreement relating to Confidential Information and intellectual property rights will not be adequate for the aggrieved party’s 
protection and, accordingly, the aggrieved party shall have the right to seek, in addition to any other relief and remedies available 
to it, specific performance or injunctive relief to enforce the provisions of this Agreement. 
 
8.12 Non-Solicitation; Non-Hire.  During the term of this Agreement and for one (1) year after the expiration or termination 
of this Agreement, neither Customer nor Hyland will: 
 
(a)  solicit for employment or for engagement as an independent contractor for the soliciting party or for any other third party a 
person who is or was an employee of the other party, or otherwise encourage or assist any such person to leave the employ of the 
other party for any reason, in each case at any time during such person’s employment by the other party or within one year (1) after 
such person has ceased to be an employee of the other party; or 
 
(b)  hire or engage, directly or indirectly, as an employee or independent contractor a person: (i) with whom the hiring party had 
contact or who became known to the hiring party in connection with this Agreement (including during the performance of any 
Professional Services under a Services Proposal); and (ii) who is or was an employee of the other party, in each case at any time 
during such person’s employment by the other party or within one year (1) after such person has ceased to be an employee of the 
other party. 
 
Each violation of this provision by a party entitles the other party to liquidated damages (not a penalty) in an amount equal to the 
greater of: (i) $50,000.00, or (2) 100% of the employee’s annual earnings immediately prior to leaving the other party’s service, 
and, in either case, all costs associated with the collection of such liquidated damages, including, but not limited to, reasonable 
attorneys’ fees.  A general advertisement or a request for employment that is initiated exclusively by an employee of the other party 
shall not be considered a solicitation pursuant to Section 8.12(a).  The parties agree that this provision survives the termination of 
this Agreement.   
 
8.13 Marketing and Publicity.   
 


(a) References and Site Visits.  From time to time, upon the reasonable request of Hyland, Customer agrees to 
make one or more employees available: (i) for telephone interviews with Hyland and/or third parties, relating to Hyland, Customer’s 
use of Hyland’s products or services, the benefits Customer has derived from Hyland’s products or services or similar topics; and 
(ii) to participate in customer site visits.  Hyland agrees that it shall reimburse Customer for any out-of-pocket travel, lodging, 
registration and meals costs and expenses that are incurred by any such employees of Customer in connection with any off site visit 
if applicable, provided that such costs and expenses are reimbursable in accordance with Hyland’s expense reimbursement policies. 


 
(b) Press Release.  Either party may, with prior approval of the other party, prepare and issue a press release 


referring to the other party and relating to the signing of this Agreement, the scope of the relationship and the products or services 
established under this Agreement.  


 
(c) Case Studies.  Hyland may, with the prior approval of Customer, prepare, publish and distribute, for its sales, 


marketing and advertising purposes, one or more case studies describing any or all of the applications for which Hyland’s products 
or services will be used by Customer (e.g., Accounts Payable).  


 
(d) Limitations.  Except as specifically set forth in paragraphs (a) through (c) above, or as necessary to perform its 


obligations under this Agreement, neither party shall, without the prior written consent of the other party, use the names, services 
marks or trademarks of such other party nor the name of any employee of such other party, or reveal the existence of or terms of 
this Agreement, in any advertising or publicity release or promotional literature.   
 
8.14 Counterparts.  This Agreement may be executed in one or more counterparts, all of which when taken together shall 
constitute one and the same instrument.  
 
8.15 Expenses.  Except as otherwise specifically provided herein, each party shall bear and pay its own expenses incurred in 
connection with this Agreement and the transactions contemplated hereby. 
 
8.16 Third Parties.  Nothing herein expressed or implied is intended or shall be construed to confer upon or give to any person 
or entity, other than the parties hereto, any rights or remedies by reason of this Agreement; provided, however, that third party 
suppliers of software products bundled with the Software are third party beneficiaries to this Agreement as it applies to their 
respective software products.   
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8.17 ShareBase . If Customer is purchasing ShareBase, ShareBase is not governed by the terms of this Agreement, but instead 
is subject to the ShareBase by Hyland Terms of Use and Subscription, which is available for download at Hyland’s ShareBase 
website, currently https://app.sharebase.com/legal/terms-of-service/, https://app.sharebase.com/legal/privacy-policy/, and 
https://app.sharebase.com/legal/acceptable-use-policy/.  
 
9. DEFINED TERMS.  
 
The defined terms below shall have the meaning ascribed to them below as used throughout the Agreement.  Specific Schedules 
may also include additional defined terms that are relevant to the terms of that Schedule and these General Terms.  Defined terms 
below may also incorporate defined terms that are defined in a particular Schedule, only if applicable.  In the event the same defined 
term is defined in two (2) or more Schedules, the term shall be given the meaning defined in each Schedule with respect to that 
Schedule, and, if the term is also used within the General Terms Schedule, the General Terms Schedule shall be interpreted to 
include all definitions, as the context requires. 
 
“Add-On Services” means a software as a service offering provided by Hyland that provides additional or separate functionality or 
service to Customer’s Software solution or Hyland Cloud Service. 
 
“Customer” means [ADD-IN CUSTOMER NAME AND ADDRESS]. 
 
“Effective Date” means (i) as used in these General Terms and any Schedule included in this Agreement upon the initial signing 
of the Agreement, the date this Agreement is signed by the last party that signs this Agreement, as determined based upon the dates 
set forth after their respective signatures, and (ii) as used in any Schedule that is added to this Agreement after the Effective Date 
as described in (i) of this definition, the date that the amendment adding such Schedule or such Schedule is signed by the last party 
that signs such amendment or Schedule, as determined based upon the dates set forth after their respective signatures. 
 
“Innovations” means all designs, processes, procedures, methods and innovations which are developed, discovered, conceived or 
introduced by Hyland, working either alone or in conjunction with others, in the performance of this Agreement (including any 
Services Proposal). 
 
“Prohibited Act” or “Prohibited Acts” means any action taken by Customer that is: (i) in violation of Section 1 of a Software 
License Schedule - Perpetual or Section 1, 2 or 3 of a Software and Maintenance Schedule – Subscription or Section 2 of a SaaS 
Schedule; (ii) contrary to Section 4 of these General Terms; or (iii) in violation of any term of any Schedule that is identified within 
that Schedule to be a Prohibited Act. 
 
“ShareBase” means: (a) a cloud-based solution of services and software for electronic storage, sharing and processing of electronic 
data, information, files and other content submitted, collected or processed by Customer using the solution; (b) is hosted by Hyland; 
and (c) is subject to the ShareBase by Hyland Terms of Use and Subscription, which is available for download at Hyland’s 
ShareBase website, currently https://app.sharebase.com/legal/terms-of-service/, https://app.sharebase.com/legal/privacy-policy/, 
and https://app.sharebase.com/legal/acceptable-use-policy/.   
 
“Software” means: except as otherwise expressly stated in a particular Schedule, (a) Hyland’s proprietary software products, listed 
in the Purchase Table Schedule, and other Hyland proprietary software products for which Customer submits a written purchase 
order to Hyland (or an authorized solution provider) that Hyland accepts and fulfills, including, in each case, third party software 
bundled by Hyland together with Hyland’s proprietary software products as a unified product; and (b) all Upgrades and 
Enhancements of the software products described in clause (a) which Customer properly obtains pursuant to this Agreement; 
Software does not include ShareBase.  
 
 
 
  



https://app.sharebase.com/legal/terms-of-service

https://app.sharebase.com/legal/privacy-policy/

https://app.sharebase.com/legal/acceptable-use-policy/

https://app.sharebase.com/legal/terms-of-service

https://app.sharebase.com/legal/privacy-policy/
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SOFTWARE-AS-A-SERVICE SCHEDULE 
 


 
As of the Effective Date, this Schedule (“SaaS Schedule”) is part of the Hyland Master Agreement entered into between Customer 
and Hyland.   
 
All capitalized terms used in this Schedule shall have the meaning ascribed them in this Schedule or, if not defined in this Schedule, 
the General Terms Schedule.  If any capitalized terms used herein are not defined in this Schedule or the General Terms Schedule, 
they shall have the meaning ascribed to them elsewhere in this Agreement. 
 
“Consumption Fees” means the amounts payable by Customer for storage of data and information in the Hyland Cloud Service in 
excess of the data storage allocation set forth in the initial Purchase Table Schedule for the Hyland Cloud Service. 
 
“Customer Data” means any and all electronic data and information submitted by Customer or Users to the Hyland Cloud Service.   
 
“Customer Data Incident” means an unauthorized disclosure of Customer Data resulting from Hyland’s failure to comply with the 
SaaS Security Attachment.  Without limitation, Customer Data Incident does not include any of the following that results in no 
unauthorized access to Customer Data or to any Hyland’s systems storing Customer Data: (a) pings and other broadcast attacks on 
firewalls or edge servers; (b) port scans; (c) unsuccessful log-on attempts; (d) denial of service attacks; or (e) packet sniffing (or 
other unauthorized access to traffic data that does not result in access beyond IP addresses or headers). 
 
“Documentation” means: (1) to the extent available, the “Help Files” included in the Hyland Cloud Service, or (2) if no such “Help 
Files” are included in the Hyland Cloud Service, such other documentation published by Hyland, in each case, which relate to the 
functional, operational or performance characteristics of the Hyland Cloud Service.  
 
“Host Web Site” means the web site hosted by Hyland as part of the Hyland Cloud Service on a web server included in the Hyland 
Cloud Platform used to access the Hyland Cloud Service. 
 
“Hyland Cloud Service Support” means the services described in Section 5 of this Schedule. 
 
“Hosted 3rd Party Software” means all third party software products (other than third party software products bundled by Hyland 
as a part of the Software) provided by Hyland as part of the Hyland Cloud Service. 
 
“Hyland Cloud Platform” means the Physical Infrastructure and any composite software layers such as databases, operating 
systems, virtualization technology, Hosted 3rd Party Software, and Host Web Site, responsible for providing the Hyland Cloud 
Service, whether owned by Hyland or a third party. 
 
“Hyland Cloud Service” means Hyland’s provision of Software and the Hyland Cloud Platform for use by Customer in accordance 
with the Agreement and this SaaS Schedule. 
 
“Initial Setup Fee” means the one-time fee invoiced by Hyland to Customer and payable by Customer to Hyland for the setup and 
activation of the Hyland Cloud Platform and the Host Web Site for use applicable to each Software module purchase under the 
Agreement. 
 
“Physical Infrastructure” means the physical hardware and infrastructure which Hyland uses to provide the Hyland Cloud Service 
(which may include servers, network devices, cabling, CPU, data centers, memory, storage, switches, firewalls, routers and other 
network devices) whether owned by Hyland or a third party services provider. 
 
“Resolution” means Hyland provides Customer with a reasonable workaround, correction, or modification that solves or mitigates 
a reported Hyland Cloud Service issue or error. 
 
“SaaS Fees” means the amounts invoiced by Hyland and payable by Customer to Hyland for the use of the Hyland Cloud Service.  
The initial SaaS Fees are set forth in the initial Purchase Table Schedule. 
 
“Service Class” means the service level commitment included as part of the Hyland Cloud Service, as described in the Service 
Class Manual, and purchased by Customer as part of the Hyland Cloud Service. 
 
“Service Class Manual” means the latest version of the manual describing any available Service Classes, as posted by Hyland from 
time to time on a website designated by Hyland. 
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 “Testing Environment” means a separate instance of the Hyland Cloud Service (including Customer Data) hosted by Hyland, for 
use by Customer solely with production data in a non-production environment for the limited purpose of functional and performance 
testing of the Software and environment, Hosted 3rd Party Software and each Work Product included in the Hyland Cloud Service. 
 
“Testing Lite Environment” means a separate instance of the Hyland Cloud Service (including Customer Data) hosted by Hyland, 
for use by Customer solely with production data in a non-production environment for the limited purpose of functional testing of 
the Software and environment, Hosted 3rd Party Software and each Work Product included in the Hyland Cloud Service. 
 
“Upgrades and Enhancements” means any and all new versions, improvements, modifications, upgrades, updates, fixes and 
additions to Software that Hyland makes available to Customer or to Hyland’s end users generally during the term of this Schedule 
to correct errors or deficiencies or enhance the capabilities of the Software, together with updates of the Documentation to reflect 
such new versions, improvements, modifications, upgrades, fixes or additions; provided, however, that the foregoing shall not 
include new, separate product offerings, new modules or re-platformed Software.  
 
“Users” means Customer’s employees that access and use the Hyland Cloud Service. 
 
1. HYLAND CLOUD SERVICE 
 
1.1 General.  During the term of this SaaS Schedule Hyland will: (a) make the Hyland Cloud Service available to Customer 
pursuant to this SaaS Schedule, the SaaS Security Attachment, Documentation and the applicable Service Class Manual; and (b) 
only use Customer Data to provide, develop, and improve the Hyland Cloud Service and other services, to prevent or address 
service or technical problems, or in accordance with Customer’s instructions.   
 
1.2 Service Class.  Prior to or on the Effective Date, Hyland has delivered a then-current copy of the applicable Service Class 
Manual to Customer.  After the Effective Date, Hyland will have the right to modify the applicable Service Class Manual (including 
the right to issue an entirely restated Service Class Manual) from time to time.  The modifications or the revised Service Class 
Manual will be effective thirty (30) days after Hyland provides written notice to Customer informing Customer of Hyland’s posting 
of such modifications or revisions on the website identified in such notice.  Notwithstanding the foregoing, no modifications of any 
Service Class Manual relating to Customer’s then-current Service Class will be effective until the next renewal of this SaaS 
Schedule.  The initial Service Class purchased by Customer is set forth in the initial Purchase Table Schedule.  Customer may 
upgrade the Service Class at any time, but may downgrade such Service Class only after the expiration of the Initial Term (as 
defined below) of this SaaS Schedule.  In the event Customer elects to downgrade such Service Class, such downgrade will not be 
effective until the beginning of the next renewal of this SaaS Schedule.  To modify a Service Class selection, Customer must submit 
a purchase order indicating the new Service Class. 
 
1.3 Return of Customer Data and Deletion.  Upon termination or expiration of this SaaS Schedule for any reason: 
 


(a) Upon written request by Customer to Hyland sent to cloud@hyland.com, made within thirty (30) days after the 
effective date of any such termination or expiration, for Customer Data extraction services (“Notice of Return of Customer Data”), 
Hyland will either: (1) return Customer Data to Customer by providing:  Customer Data on one (1) or more encrypted hard drives 
or other similar media and an export file containing the relevant keyword values and related file locations for the Customer Data 
or (2) make available to Customer the Customer Data for extraction via SFTP.  Hyland will work with Customer on determining 
the extraction method most suitable to meet Customer’s requirements.   Customer acknowledges and agrees that thirty (30) days 
after Hyland has sent or made available to Customer the Customer Data, Hyland shall have no obligation to maintain or provide 
any Customer Data and shall thereafter, unless legally prohibited, delete all such Customer Data from all of Hyland’s datacenters, 
including all replicated copies. 
 


(b) Upon written request by Customer to Hyland sent to cloud@hyland.com, made within thirty (30) days after the 
effective date of any such termination or expiration, for the deletion of Customer Data (“Notice of Deletion of Customer Data”), 
Hyland will have no obligation to maintain or provide any Customer Data and shall thereafter, unless legally prohibited, delete all 
Customer Data from all of Hyland’s datacenters, including all replicated copies. 
 


(c) If Customer does not provide the Notice of Return of Customer Data or the Notice of Deletion of Customer 
Data in accordance with paragraph (a) or (b) above, Customer acknowledges and agrees that thirty (30) days after any termination 
or expiration of this SaaS Schedule, Hyland will have no obligation to maintain or provide any Customer Data and may thereafter, 
unless legally prohibited, delete all Customer Data from all of Hyland’s datacenters, including all replicated copies. 
 
1.4 Data Location.  Hyland shall store Customer Data at data centers located in the country(ies) indicated in the initial 
Purchase Table.  Hyland may, at its expense, change the location of the Customer Data to other data centers; provided that such 
locations remain in that country. 
 



mailto:cloud@hyland.com

mailto:cloud@hyland.com
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2. GRANT OF RIGHTS AND PROHIBITED CONDUCT. 
 
2.1 Hyland Cloud Service Use Grant.  During the term of this SaaS Schedule, Hyland grants to Customer a revocable, non-
exclusive, non-assignable (except as provided in the General Terms Schedule), limited right to use the Hyland Cloud Service as 
provided by Hyland, and the associated Documentation, solely for use by Customer and its Users for the internal business purposes 
of Customer, and only for capturing, storing, processing and accessing Customer’s data 
 
The Hyland Cloud Service is for use by Customer and its Users and may not be used for processing of third-party data as a service 
bureau, application service provider or otherwise.  Customer and its Users shall not make any use of the Hyland Cloud Service in 
any manner not expressly permitted by this SaaS Schedule.  Customer acknowledges that it may only access Customer Data via 
the Hyland Cloud Service and shall only access the Hyland Cloud Service in a manner consistent with this SaaS Schedule and the 
Documentation.  Customer further acknowledges that all components of the Hyland Cloud Service made available by Hyland, 
including any components downloaded or installed locally on Customer’s or Users’ systems, are solely for use with the Hyland 
Cloud Service and are not intended to be used on a stand-alone basis. 
 
2.2 Volume Use Restriction.  There are certain Software products that Hyland makes available and which Customer may 
purchase for use as part of the Hyland Cloud Service that are volume-based and may: (i) no longer function if applicable volume 
limits have been exceeded; (ii) require Customer to pay additional fees based on Customer’s volume usage; or (iii) include 
functionality which monitors or tracks Customer usage and reports that usage.  Customer may not circumvent or attempt to 
circumvent this restriction by any means, including but not limited to changing the computer calendars.  
 
2.3 Test Environments.   Customer may purchase limited access to Testing Environments or Testing Lite Environments, or 
both.    Hyland agrees that the security measures described in the SaaS Security Attachment are also applied to the Testing 
Environment and Testing Lite Environment.  Hyland reserves the right to further define the permitted use(s) and/or restrict the 
use(s) of the Testing Environment and Testing Lite Environment.  If, at any time, Customer is not satisfied with the Testing 
Environment or Testing Lite Environment, Customer’s sole and exclusive remedy shall be to stop using the Testing Environment 
or Testing Lite Environment.    
 
2.4 No High Risk Use.  The Hyland Cloud Service is not fault-tolerant and is not guaranteed to be error free or to operate 
uninterrupted.  The Hyland Cloud Service is not designed or intended for use in any situation where failure or fault of any kind of 
the Hyland Cloud Service could lead to death or serious bodily injury to any person, or to severe physical or environmental damage 
(“High Risk Use”).  Customer is not permitted to use the Hyland Cloud Service in, or in conjunction with, High Risk Use.  High 
Risk Use is STRICTLY PROHIBITED.  High Risk Use includes, for example, the following: aircraft or other modes of human 
mass transportation, nuclear or chemical facilities, life support systems, implantable medical equipment, motor vehicles, or 
weaponry systems.  High Risk Use does not include utilization of the Hyland Cloud Service for administrative purposes, as an 
information resource for medical professionals, to store configuration data, engineering and/or configuration tools, or other non-
control applications, the failure of which would not result in death, personal injury, or severe physical or environmental damage.  
These non-controlling applications may communicate with the applications that perform the control, but must not be directly or 
indirectly responsible for the control function.  Customer agrees not to use, distribute, license, or grant the use of the Hyland Cloud 
Service in, or in connection with, any High Risk Use."  Customer agrees to indemnify and hold harmless Hyland from any third-
party claim arising out of Customer’s use of the Hyland Cloud Service in connection with any High Risk Use. 
 
2.5 Assessment.  Hyland shall be permitted access to assess Customer’s use of the Hyland Cloud Service in order to determine 
Customer’s compliance with the grant of use and pricing terms of the Agreement and this SaaS Schedule, including, where 
applicable, to measure Customer’s volume usage.  Customer shall reasonably cooperate with Hyland with respect to its performance 
of such assessment.    
 
2.6 Third Party Services and Content.  The Hyland Cloud Service may contain functionality which allows Customer to: (a) 
access, link or integrate the Hyland Cloud Service with Customer’s applications or applications or services provided by third parties 
and (b) access third party websites and content. Hyland has no responsibility for such applications or services, websites or content 
and shall have no responsibility for any disclosure, modification or deletion of Customer Data resulting from any such access or 
use by such applications or services.  Any activities engaged in by Customer or any of its Users with such third parties using the 
Hyland Cloud Service is solely between Customer and such third party and Hyland has no liability, obligation or responsibility for 
any such activities. Hyland does not endorse any third party web sites, applications or services that may be linked or integrated 
through the Hyland Cloud Service. Hyland is not responsible for any third party content, products or materials purchased, accessed 
or used by Customer or its Users using the Hyland Cloud Service. 
 
2.7 Prohibited Conduct.  Customer agrees not to: (a) remove copyright, trademark or other proprietary rights notices that 
appear during the use of the Hyland Cloud Service; (b) sell, transfer, rent, lease or sub-license the Hyland Cloud Service to any 
third party; (c) alter or modify the Hyland Cloud Service; (d) reverse engineer, disassemble, decompile or attempt to derive source 
code from the Hyland Cloud Service, or prepare derivative works therefrom; or (e) use the Hyland Cloud Service or permit it to be 
used in violation of the Acceptable Use Policy, as in effect from time to time, a copy of the current form of which is attached hereto 
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as the Acceptable Use Policy Attachment or for the purposes of evaluation, benchmarking, or other comparative analysis intended 
for external publication without Hyland’s prior written consent. 
 
2.8 Ownership of Customer Data.  As between Hyland and Customer, Customer owns Customer Data. 
 
2.9 Customer Input and Suggestions.  Hyland shall have a royalty-free, worldwide, perpetual, transferable, sub-licensable, 
and irrevocable license to use or incorporate into any of Hyland’s products or services, including the Hyland Cloud Services, any 
suggestions, enhancements, improvements, recommendations or any other feedback provided by Customer, including Users, 
related to the operation or use of the Hyland Cloud Service.  
 
3. PRICES, INVOICES AND PAYMENT  
 
3.1 Initial Setup Fees.  Hyland will invoice Customer for Initial Setup Fees in the amount set forth in the initial Purchase 
Table Schedule promptly following the Effective Date.  Hyland will invoice Customer for Initial Setup Fees upon each additional 
purchase of Software for the Hyland Cloud Service upon acceptance of Customer’s purchase order for such Software.   
 
3.2 SaaS Fees.  Customer shall pay SaaS Fees to Hyland for the Hyland Cloud Service in such amounts as are invoiced by 
Hyland; provided, that during the Initial Term, Customer shall pay SaaS Fees to Hyland for the Hyland Cloud Service as initially 
composed in accordance with the initial Purchase Table Schedule.  Hyland will invoice Customer on or after the Effective Date for 
SaaS Fees for the first year of the Initial Term. Following expiration of the Initial Term, Hyland may increase the SaaS Fees for 
the Hyland Cloud Service for any renewal period by up to ten percent (10%) of the previous year’s SaaS Fees. For any subsequent 
years, Hyland will invoice Customer for SaaS Fees prior to the beginning of such year, and such invoice shall be due and payable 
by Customer to Hyland in full in accordance with the General Terms Schedule. In the event Customer adds Software modules for 
the Hyland Cloud Service, Hyland will invoice Customer for SaaS Fees for such additional Software modules on a prorated basis 
upon Hyland’s acceptance of the purchase order for such additional Software modules.  Thereafter, SaaS Fees relating to such 
additional Software shall be included in the subsequent invoices issued with respect to the existing licensed Software.  
 
3.3 Consumption Fees.  Hyland will invoice Customer for any Consumption Fees, monthly in arrears, promptly upon the end 
of the month to which such Consumption Fees relate.  Consumption Fees will be due for a month if at any time during such month 
the amount of Customer Data stored in the Hyland Cloud Service exceeds Customer’s data storage allocation as set forth in the 
initial Purchase Table. 
 
3.4 Add-On Services.  If Customer subscribes to an Add-On Service, the fees for such Add-On Service will be invoiced on 
a periodic basis, in advance, and Customer shall pay such invoices in accordance with the General Terms Schedule.  Some Add-
On Services may be priced on a volume basis, for which Add-On Service fees may be invoiced in arrears based on the applicable 
volume usage.  Except as may be stated in a separate Schedule, the Add-On Services are part of the Hyland Cloud Service. 
 
3.4 Other Fees.  If Customer procures and Hyland provides any other services or deliverables in connection with the Hyland 
Cloud Service that are not covered by the fees and charges described in Sections 3.1 through 3.4 above, Hyland will invoice 
Customer for such other fees or charges based upon Hyland’s then current list prices or the pricing that the parties have mutually 
agreed upon in connection with such other services or deliverables.  
 
4. U.S. GOVERNMENT END USERS.  To the extent applicable to Customer, the terms and conditions of the Agreement 
shall pertain to the U.S. Government’s use and/or disclosure of the Hyland Cloud Service, and shall supersede any conflicting 
contractual terms or conditions.  By accepting the terms of the Agreement and/or the delivery of the Hyland Cloud Service, the 
U.S. Government hereby agrees that the Software, and the Hosted 3rd Party Software included in the Hyland Cloud Service and 
Add-On Services qualify as “commercial” computer software within the meaning of ALL U.S. federal acquisition regulation(s) 
applicable to this procurement and that the Software is developed exclusively at private expense.  If this license fails to meet the 
U.S. Government’s needs or is inconsistent in any respect with Federal law, the U.S. Government agrees to return this Hyland 
Cloud Service or Add-On Services to Hyland.  In addition to the foregoing, where DFARS is applicable, use, modification, 
reproduction, release, display, or disclosure of the Hyland Cloud Service, Add-On Services or Documentation by the U.S. 
Government is subject solely to the terms of the Agreement, as stated in DFARS 227.7202, and the terms of the Agreement shall 
supersede any conflicting contractual term or conditions. 
 
5. HYLAND CLOUD SERVICE SUPPORT.   
 
5.1 HYLAND CLOUD SERVICE SUPPORT TERMS.  Hyland will provide Hyland Cloud Service Support in accordance 
with this Section and the Support Prioritization Attachment attached hereto.  
 


(a) Technical Support Services.  Hyland will provide telephone or online technical support related to problems 
reported by Customer and associated with the operation of the Hyland Cloud Service, including assistance and advice related to 
the operation of the Hyland Cloud Service.  
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(b) Error Correction Services.  With respect to any issues or errors in the Hyland Cloud Service which are reported 


by Customer and which are confirmed by Hyland, Hyland will use its reasonable efforts to correct such issue or error, which may 
be effected by a reasonable workaround.  Hyland shall promptly commence to confirm any reported issues or errors after receipt 
of a proper report of such suspected issue or error from Customer in accordance with the Support Prioritization Attachment.  Hyland 
may elect to correct the issue or error by updating or upgrading the applicable component of the Hyland Cloud Service to a new 
build or version. 
 


(c) Reporting Policies and Procedures Applicable to Technical Support Services and Error Correction Services.  
 
(1) Customer Reporting Requirements.  When requesting support services, Customer will submit such 


requests through Hyland’s secure end user website, the details of which will be separately provided 
to Customer. Once such request is submitted through the end user website, Customer may call for a 
Level 1 or Level 2 Severity Level (support numbers are available through Hyland’s secure end user 
website). In the case of reporting a problem, issue, or error with the Hyland Cloud Service, Customer 
will provide Hyland with as much information and access to systems as reasonably possible to enable 
Hyland to investigate and attempt to identify and verify the problem, issue or error.  Customer will 
work with Hyland support personnel during the problem isolation process, as reasonably needed.  
Customer will notify Hyland of any configuration changes it has made to the Hyland Cloud Service, 
such as workflow configuration changes, network installation/expansion, integrations, upgrades, 
relocations, etc.   


 
(2) Hyland Response Procedures.  Hyland shall respond to all reports in accordance with the Support 


Prioritization Attachment.  Hyland: (a) will respond based on the confirmed severity level; (b) may reclassify severity 
levels as it learns information about such problems, issues or errors during the resolution process; and (c) obligations for 
a reported issue or error concludes upon delivery of a Resolution in accordance with the Support Prioritization 
Attachment. 


 
(d) Software Upgrades and Enhancements.  Hyland will make available, in accordance with Hyland’s then current 


policies, as set forth from time to time on Hyland’s secure end user web site (currently www.hyland.com/community), all Upgrades 
and Enhancements to the Software, if and when released during the term of this SaaS Schedule.   
 


(e) Update, Upgrade, Change or Replacement of Components of the Hyland Cloud Service.  Hyland may update 
or upgrade the build or version of the Software used in the Hyland Cloud Service from time to time at Hyland’s expense.  Hyland 
also may change, replace, update or upgrade the hardware or other software components of the Hyland Cloud Service from time to 
time.  Customer agrees to collaborate with Hyland and assist Hyland in connection with the completion of installation and testing 
of any update or upgrade related to the Hyland Cloud Service.  
 
5.2 EXCLUSIONS.   
 


(a) Generally.  Hyland is not responsible for providing, or obligated to provide, Hyland Cloud Service Support:  
(1) in connection with any errors, defects or problems that result in whole or in part from any alteration, revision, change, 
enhancement or modification of any nature of the Hyland Cloud Service or from any error or defect in any configuration of any 
component of the Hyland Cloud Service, which activities in any such case were undertaken by any party other than Hyland or a 
party retained by Hyland; (2) in connection with any error or defect or problem in any other component of the Hyland Cloud Service 
if Hyland has previously made available corrections for such error or defect which Customer fails to implement; (3) in connection 
with any errors, defects or problems which have been caused by errors, defects, problems, alterations, revisions, changes, 
enhancements or modifications in any software, hardware or system or networking which is not a part of the Hyland Cloud Service; 
(4) if any party other than Hyland, or an authorized subcontractor specifically selected by Hyland, has provided any services in the 
nature of Hyland Cloud Service Support to Customer with respect to the Hyland Cloud Service; or (5) in connection with any 
questions related to the operation or use of the Software application programming interfaces (APIs); or in connection with any 
errors, defects or problems with Work Products (as defined in the Professional Services Schedule).  Support relating to Work 
Products and the operation or use of APIs may be provided, on a case-by-case basis, as mutually agreed to in an applicable Services 
Proposal which outlines Professional Services for such support activities.  
 
6. SECURITY.  During the term of this SaaS Schedule, Hyland shall maintain a security program which shall conform to 
the SaaS Security Attachment, attached hereto. 
 
7. CERTAIN RESPONSIBILITIES AND OBLIGATIONS OF CUSTOMER. 
 
7.1 Customer Responsibilities.  In connection with the relationship established between Customer and Hyland under this 
SaaS Schedule:  
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(a)  except as otherwise expressly permitted under the terms of this SaaS Schedule, Customer will not permit or 


authorize any third parties (such as persons or legal entities) to use the Hyland Cloud Service;  
 
(b) Customer will comply with Hyland’s Acceptable Use Policy, as in effect from time to time, a copy of the 


current form of which is attached hereto as the Acceptable Use Policy Attachment; 
 
(c) Customer is responsible for all Users use and all access through Customer and its Users of the Hyland Cloud 


Service and compliance with this SaaS Schedule and the Agreement, including, but not limited to, (i) setting-up User log-in 
accounts/credentials (e.g. user names, passwords, tokens, etc.) to the Hyland Cloud Service and immediately revoking User 
accounts/credentials when User no longer requires access to the Hyland Cloud Service, and (ii) shall not permit Users to share log-
in accounts/credentials; 


 
(d) Customer has sole responsibility for the accuracy, quality, content and legality of all Customer Data; 


 
(e) Customer shall prohibit unauthorized access to, or use of, the Hyland Cloud Service and shall notify Hyland 


promptly of any such unauthorized access or use by contacting Customer’s Hyland technical support contact or another contact 
notified to Customer in writing (which may be via email or posted on Hyland’s secure end user web site (currently 
www.hyland.com/community). 


 
(f) Customer understands and agrees: (i) it has an independent duty to comply with any and all laws applicable to 


it, (ii) its use of the Hyland Cloud Service and compliance with any terms and conditions under this SaaS Schedule and the 
Agreement does not constitute compliance with any law, (iii) it shall make use of available Hyland Cloud Service security features 
and controls to properly transmit, store, process and provide access to Customer Data and (iv) it shall use the tools and reporting 
capabilities made available in the Hyland Cloud Service to monitor and confirm Customer Data processing, such as batch 
processing of electronic documents uploaded to the Hyland Cloud Service. 


 
(g) Customer designates the initial Customer Security Administrator as 


___________________________________________[CUSTOMER TO COMPLETE WITH INDIVIDUAL’S NAME AND 
EMAIL].  “Customer Security Administrators” (also referred to as “CSA” or “CSAs”) are individuals designated by Customer who 
are authorized to submit Hyland Cloud Service configuration change requests, speak authoritatively on behalf of Customer’s 
Hyland Cloud Services and shall receive and provide, as applicable, all notifications related to maintenance, security, service 
failures and the like.  If Customer fails to designate the initial CSA, Hyland may at its option, designate the initial CSA as the 
individual who executed the Agreement on behalf of Customer.      
 


 (h) Customer may give any of its Users the rights to act as a system administrator, through the configuration tools 
included in the Software for the Hyland Cloud Service.  Hyland has no responsibility or obligations in connection with Customer’s 
internal management or administration of Customer’s Hyland Cloud Service. 
 
7.2 Customer Internet Connection.  Customer is responsible for obtaining and maintaining all software, hardware (including 
without limitation network systems), telephonic or other communications circuits, and Internet Service Provider relationships that 
are necessary or appropriate for Customer to properly access and use the Hyland Cloud Service.  Hyland shall have no responsibility 
or liability under this SaaS Schedule for any unavailability or failure of, or nonconformity or defect in, the Hyland Cloud Service 
that is caused by or related in any manner to any failure of Customer to obtain and maintain all such software, hardware, equipment 
and relationships. 
 
8. LIMITED WARRANTIES  
 
8.1 Hyland Cloud Service Limited Warranty.  Hyland warrants to Customer that during the term of this SaaS Schedule the 
Hyland Cloud Service will function in all material respects as described in the Documentation.  The terms of this warranty shall 
not apply to, and Hyland shall have no liability for any non-conformity related to, the Hyland Cloud Service if: (a) any component 
of the Hyland Cloud Service has been modified, misused or abused by Customer or a third party, (ii) any such non-conformity 
arises from or is related to problems within or impacting Customer’s computing environment, including any Customer third party 
software applications, hardware, network or internet connectivity, or (iii) if the Hyland Cloud Service is used in combination with 
equipment or software other than that which is provided by Hyland or is consistent with the Documentation.   
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8.2 Hyland Cloud Service Warranty Remedy.  Hyland’s sole obligation, and Customer’s sole and exclusive remedy, for any 
non-conformities to the express limited warranties under Section 8.1 shall be as follows: provided that Customer notifies Hyland 
in writing of the non-conformity, Hyland will either (a) correct the non-conforming component of the Hyland Cloud Service, which 
may include the delivery of a reasonable workaround for the non-conformity; or (b) if Hyland determines that  correcting the non-
conformity is not practicable, then terminate this SaaS Schedule with respect to the non-conforming component, in which event, 
upon compliance by Customer with its obligations under Section 10.2 of this SaaS Schedule, Hyland will provide a refund to 
Customer of the “unused portion of pre-paid SaaS Fees” (as defined below) paid by Customer and attributable to the non-
conforming component. The “unused portion of the prepaid SaaS Fees” shall mean an amount equal to the total SaaS Fees paid by 
Customer for the non-conforming portion of the Hyland Cloud Service for the then current term (or applicable twelve-month period 
within the Initial Term) during which such removal occurs, multiplied by a fraction, the numerator of which shall be the number 
of full calendar months remaining during the term (or applicable twelve-month period within the Initial Term) during which such 
removal occurs, and the denominator of which shall be twelve (12). 
 
8.3 Customer Limited Warranty.  Customer represents and warrants to Hyland that:  (a) Customer and its Users are the legal 
custodian of the Customer Data and it has the right and authority to use the Hyland Cloud Service in connection with all Customer 
Data and other materials hereunder; (b) Customer will use reasonable efforts to ensure that any Customer Data submitted to Hyland 
via electronic media will be free of viruses; and (c) anyone submitting Customer Data to Hyland for use in connection with the 
Hyland Cloud Service or Professional Services has the legal authority to do so, either through ownership of the Customer Data or 
by obtaining appropriate authorizations therefor, and that submission of Customer Data does not violate any contracts, agreements, 
or any applicable law.  Customer is responsible for all Customer Data that is submitted to Hyland for use in connection with the 
Hyland Cloud Service or Professional Services.  
 
9. INFRINGEMENT INDEMNIFICATION. 
 
9.1 Generally.  Hyland agrees to indemnify Customer against all liability and expense, including reasonable attorneys’ fees, 
arising from or in connection with any third party claim, action or proceeding instituted against Customer based upon any 
infringement or misappropriation by the Hyland Cloud Service of  any patent, registered copyright or registered trademark of a 
third party that is enforceable in the United States, provided that Hyland: (a) is notified promptly after Customer receives notice of 
such claim; (b) is solely in charge of the defense of and any settlement negotiations with respect to such claim, provided, that 
Hyland will not settle any such claim without the prior written consent of Customer if such settlement contains a stipulation to or 
admission or acknowledgement of any liability or wrongdoing on the part of the Customer or otherwise requires payment by 
Customer; (c) receives Customer’s reasonable cooperation in the defense or settlement of such claim; and (d) has the right, upon 
either the occurrence of or the likelihood (in the opinion of Hyland) of the occurrence of a finding of infringement or 
misappropriation, either to procure for Customer the right to continue use of the Hyland Cloud Service, or to replace the relevant 
portions of the Hyland Cloud Service with other equivalent, non-infringing portions.  If Hyland is unable to accomplish either of 
the options set forth in the preceding sentence, Hyland shall terminate this SaaS Schedule upon thirty (30) days advance written 
notice to Customer and refund to Customer the “unused portion of prepaid SaaS Fees” as defined below paid during the then current 
term (or applicable twelve-month period within the Initial Term).  For these purposes, the “unused portion of prepaid SaaS Fees” 
shall mean an amount equal to the total SaaS Fees paid by Customer for the term (or applicable twelve-month period within the 
Initial Term) during which termination occurs, multiplied by a fraction, the numerator of which shall be the number of full calendar 
months remaining during the term (or applicable twelve-month period within the Initial Term) during which such termination 
occurs, and the denominator or which shall be twelve (12).  Notwithstanding anything to the contrary, Hyland shall have no 
obligation to indemnify Customer against any claims made against Customer and otherwise described in this Section that arise 
from: (v) any Customer Data; (w) use of the Hyland Cloud Service other than as expressly permitted by this SaaS Schedule and 
the Agreement; (x) the combination of the Hyland Cloud Service or any component thereof with any product not furnished by 
Hyland; (y) the modification or addition of any component of the Hyland Cloud Service, other than by Hyland or any of its 
authorized resellers specifically retained by Hyland to provide such modification or addition; or (z) the Customer’s business 
methods or processes.   
 
9.2 THIS SECTION 9 STATES HYLAND’S ENTIRE LIABILITY AND THE SOLE AND EXCLUSIVE REMEDY OF 
CUSTOMER WITH RESPECT TO ANY ALLEGED INFRINGEMENT OR MISAPPROPRIATION OF INTELLECTUAL 
PROPERTY OR PROPRIETARY PROPERTY BY THE HYLAND CLOUD SERVICE. 
 
10. LIABILITY FOR CUSTOMER DATA INCIDENTS 
 
10.1 NOTWITHSTANDING ANYTHING TO THE CONTRARY, IN THE CASE OF A CUSTOMER DATA INCIDENT 
(AS DEFINED IN THIS SCHEDULE), THE FOLLOWING SHALL APPLY IN LIEU OF SECTION 6.2 OF THE GENERAL 
TERMS SCHEDULE:  THE MAXIMUM LIABILITY OF HYLAND (INCLUDING ITS AFFILIATES AND SUPPLIERS) 
ARISING OUT OF OR RELATED TO THIS AGREEMENT OR THE PRODUCTS OR SERVICES PROVIDED UNDER IT 
FOR A CUSTOMER DATA INCIDENT (AS DEFINED IN THIS SCHEDULE), WHETHER IN CONTRACT OR TORT 
(INCLUDING NEGLIGENCE), OR ANY OTHER LEGAL OR EQUITABLE THEORY, SHALL IN NO EVENT EXCEED, IN 
THE AGGREGATE, THREE (3) TIMES ALL FEES AND CHARGES ACTUALLY PAID BY CUSTOMER TO HYLAND 
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(LESS ANY REFUNDS OR CREDITS) FOR THE HYLAND CLOUD SERVICE RELATED TO THE CUSTOMER DATA 
INCIDENT DURING THE TWELVE (12) MONTH PERIOD IMMEDIATELY PRECEDING THE CUSTOMER DATA 
INCIDENT. 
 
10.2 Notwithstanding Section 6.1 of the General Terms Schedule, and subject to Section 10.1 of this Schedule, in the event of 
a Customer Data Incident, Hyland shall pay the reasonable and documented costs incurred by Customer in connection with the 
following items: (a) providing notification of the security breach to applicable government and relevant industry self-regulatory 
agencies, to the media and to individuals whose personal data may have been accessed or acquired, where required by law; and (b) 
providing credit monitoring service (where such service addresses the harm caused by the security incident) to individuals whose 
personal data may have been accessed or acquired for a period of one year after the date on which such individuals were notified 
of the unauthorized access or acquisition for such individuals who elected such credit monitoring service. 
 
11. TERM; TERMINATION.   
 
11.1 TERM.  Subject to the early termination provisions below, the initial term of this SaaS Schedule will be the three (3) 
year period that commences on the Effective Date (the “Initial Term”); and such term will automatically renew thereafter for 
successive terms of one (1) year each, unless and until either party provides at least thirty (30) days advance written notice of non-
renewal, in which case this SaaS Schedule shall terminate at the end of the then current term. Either party may terminate this SaaS 
Schedule pursuant to Section 1.2.2 of the General Terms Schedule; Section 1.2.1 of the General Terms Schedule shall not apply to 
this SaaS Schedule. In addition, if, in the reasonable opinion of Customer or Hyland, the compliance by either party with the terms 
of this SaaS Schedule will be in violation of any law or regulation implemented or modified after the commencement of Hyland 
Cloud Service provided pursuant to this SaaS Schedule, Customer or Hyland, as the case may be, may terminate this SaaS Schedule 
upon thirty (30) days written notice to the other party. 
 
11.2 Additional Effects or Consequences of Termination.  In addition to Section 1.3 of the General Terms Schedule, 
immediately upon any termination or expiration of this SaaS Schedule, Customer shall cease any and all uses of or access to the 
Hyland Cloud Service and Documentation. 
 
11.3 Transition Period Upon Termination.  Except in the case of termination by Hyland due to Customer’s breach of this SaaS 
Schedule or the Agreement, in the event of any other termination of this SaaS Schedule or the Agreement, Hyland shall, upon 
Customer’s request, continue to provide Hyland Cloud Service Support and access to the Hyland Cloud Service (except where 
Hyland is enjoined) pursuant to the terms of this SaaS Schedule and the Agreement for a period of up to ninety (90) calendar days 
following such a termination (the “Transition Period”), provided Customer pays all applicable SaaS Fees and Consumption Fees 
for such Transition Period plus an additional five percent (5%) of such fees.  During such Transition Period, both parties will 
reasonably cooperate and use their reasonable efforts to provide for an orderly transition that is designed to minimize the disruption 
to Customer’s business operations.  Such cooperation and assistance will be limited to Professional Services consisting of 
consulting services and subject to Hyland’s then-current rates for such Professional Services which will be set out in a purchase 
order or a Services Proposal in accordance with the Professional Services Schedule to this Agreement. 
 
12. COMPLIANCE WITH LAWS.   Subject to Section 10 above, Hyland agrees to comply in all material respects with 
all laws applicable to Hyland in its performance of services under this SaaS Schedule.  
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SUPPORT PRIORITIZATION ATTACHMENT 
 
Severity 
Level 


Description Hyland Response  


Level 1 “Level 1” means any error or issue in 
the Hyland Cloud Service that causes 
total or substantial Hyland Cloud 
Service failure, which means that the 
Hyland Cloud Service is down and 
Customer is unable to access the 
Hyland Cloud Service in any way.   


Upon receiving notification from Customer, Hyland’s Technical Support 
contact will immediately notify a support Manager.  Within thirty(30) minutes, 
the Manager will notify a member of Senior Management or a Vice President.   


 


To provide a Resolution, Hyland will  work up to and including 24 hour days, 
7 days a week, through holidays and weekends until there is a Resolution, 
provided Customer remains accessible by phone for troubleshooting from the 
time Hyland receives the notification through Resolution. 


Level 2 “Level 2” means an error or issue in 
the Hyland Cloud Service that causes 
substantial Hyland Cloud Service 
failure which prevents a portion of 
Customer’s users from accessing the 
Hyland Cloud Service in any way.   


Upon receiving notification from Customer, Hyland’s Technical Support 
contact will notify a support Manager within sixty (60) minutes.  Within two 
(2) hours, the Manager will notify a member of Senior Management or Vice 
President.   


 


To provide a Resolution, Hyland will work up to 24 hour days, 7 days a week, 
through holidays and weekends until there is a Resolution, provided Customer 
remains accessible by phone for troubleshooting from the time Hyland receives 
the notification through Resolution.   


Level 3 “Level 3”  means that the Hyland 
Cloud Service is usable except that an 
error or issue in the Hyland Cloud 
Service causes an ongoing, system-
wide, severe performance 
degradation. 


To provide a Resolution, Hyland will work up to 5 days/week, 16 hours/day, 
through holidays and weekends until there is a Resolution, provided Customer 
remains accessible by phone for troubleshooting from the time Hyland receives 
the notification through Resolution.   


Level 4 “Level 4”  means that the Hyland 
Cloud Service is usable except that an 
error or issue in the Hyland Cloud 
Service prevents a specific feature or 
functionality from working. 


To provide a Resolution, Hyland will use reasonable efforts during regular 
support hours.   


Level 5 “Level 5” means that the Hyland 
Cloud Service is usable except that an 
error or issue in the Hyland Cloud 
Service causes a trivial inconvenience 
and the task can be completed in 
another way.  


Standard Hyland Cloud Service Support. 


Level 6 “Level 6” means Technical Support 
Services.   


Standard Hyland Cloud Service Support. 


 
*Notwithstanding the above, Hyland Cloud Service Support for the Pacsgear Software is limited to the following hours: 
- for Customers in Europe: 8:00-5:00 UK Time (GMT +1) 
- for all other Customers: 7:00-7:00 Central Time 
 
 
 







Contract #: BSA-EU-0000- 


Confidential -  2020 Hyland Software, Inc. 


 
 
  







Contract #: BSA-EU-0000- 


Confidential -  2020 Hyland Software, Inc. 


 
ACCEPTABLE USE POLICY ATTACHMENT 


 
1. INTRODUCTION. 
 
This Acceptable Use Policy (this “AUP”) applies to all persons and entities (collectively referred to herein as “User”) who use the 
services and software products provided by Hyland Software, Inc. or its affiliates (“Hyland”) in connection with Hyland Cloud 
Service.  This AUP is designed to protect the security, integrity, reliability and privacy of Hyland’s network and the Hyland Cloud 
Services Hyland hosts for its hosting customers.   
 
User’s use of the Hyland Cloud Service constitutes User’s acceptance of the terms and conditions of this AUP in effect at the time 
of such use.  Hyland reserves the right to modify this policy at any time effective immediately upon Hyland’s posting of the 
modification or revised AUP on Hyland’s website: https://www.hyland.com/community.   
 
2. USER OBLIGATIONS. 
 
2.1 Misuse.  User is responsible for any misuse of a Hyland Cloud Service.  Therefore, User must take all reasonable 
precautions to protect access and use of any Hyland Cloud Service that it uses. 
 
2.2 Restrictions on Use.  User shall not use a Hyland Cloud Service in any manner in violation of applicable law including, 
but not limited to, by: 
 


(a) Infringing or misappropriating intellectual property rights, including copyrights, trademarks, service marks, 
software, patents and trade secrets; 


 
(b) Engaging in the promotion, sale, production, fulfillment or delivery of illegal drugs, illegal gambling, obscene 


materials or other products and services prohibited by law.  Similarly, soliciting illegal activities is prohibited even if such activities 
are not actually performed; 


 
(c) Displaying, transmitting, storing or making available child pornography materials; 
 
(d) Transmitting, distributing or storing any material that is unlawful, including encryption software in violation 


of U.S. export control laws, or that presents a material risk of civil liability to Hyland; 
 
(e) Displaying, transmitting, storing or publishing information that constitutes libel, slander, defamation, 


harassment, obscenity, or otherwise violates the privacy or personal rights of any person; 
 
(f) Displaying or transmitting obscene, threatening, abusive or harassing messages; or 
 
(g) Promoting, offering or implementing fraudulent financial schemes including pyramids, illegitimate funds 


transfers and charges to credit cards. 
 
2.3 Prohibited Acts.  User shall not use a Hyland Cloud Service to engage in any of the following: 
 


(a) Interfering with, gaining unauthorized access to or otherwise violating the security of Hyland’s or another 
party’s server, network, personal computer, network access or control devices, software or data, or other system, or to attempt to 
do any of the foregoing, including, but not limited to, use in the development, distribution or execution of Internet viruses, worms, 
denial of service attacks, network flooding or other malicious activities intended to disrupt computer services or destroy data; 


 
(b) Interfering with Hyland’s network or the use and enjoyment of Hyland Cloud Services received by other 


authorized Users; 
 
(c) Promoting or distributing software, services or address lists that have the purpose of facilitating spam; 
 
(d) Providing false or misleading information in message headers or other content, using non-existent domain 


names or deceptive addressing, or hiding or obscuring information identifying a message’s point of origin or transmission path; 
 
(e) Violating personal privacy rights, except as permitted by law; 
 
(f) Sending and collecting responses to spam, unsolicited electronic messages or chain mail; and 
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(g) Engaging in any activities that Hyland believes, in its sole discretion, might be harmful to Hyland’s operations, 
public image or reputation. 
 
3. ENFORCEMENT.  If a User violates this AUP, Hyland may, depending on the nature and severity of the violation, 
suspend the hosting of any Hyland Cloud Service that such User accesses for so long as necessary for steps to be taken that, in 
Hyland’s reasonable judgment, will prevent the violation from continuing or reoccurring. 
 
4. NOTICE.  Unless prohibited by law, Hyland shall provide User with written notice via e-mail or otherwise of a violation 
of this AUP so that such violation may be corrected without impact on the Hyland Cloud Service; Hyland shall also provide User 
with a deadline for User to come into compliance with this AUP.  Hyland reserves the right, however, to act immediately and 
without notice to suspend the Hyland Cloud Service in response to a court order or government notice that certain conduct of User 
must be stopped or when Hyland reasonably determines: (1) that it may be exposed to sanction, civil liability or prosecution; (2) 
that such violation may cause harm to or interfere with the integrity or normal operations or security of Hyland’s network or 
networks with which Hyland is interconnected or interfere with another of Hyland’s customer’s use of Hyland Cloud Services, 
other services or software products; or (3) that such violation otherwise presents imminent risk of harm to Hyland or other of 
Hyland’s customers or their respective employees.  In other situations, Hyland will use reasonable efforts to provide User with at 
least seven (7) calendar days’ notice before suspending the Hyland Cloud Service.  User is responsible for all charges or fees due 
to Hyland up to the point of suspension by Hyland, pursuant to the agreement in place between User and Hyland related to the 
Hyland Cloud Services.  
 
5. DISCLAIMER.  Hyland disclaims any responsibility for damages sustained by User as a result of Hyland’s response to 
User’s violation of this AUP.  User is solely responsible for the content and messages transmitted or made available by User using 
a Hyland Cloud Service.  By using a Hyland Cloud Service, User acknowledges that Hyland has no obligation to monitor any 
activities or content for violations of applicable law or this AUP, but it reserves the right to do so.  Hyland disclaims any 
responsibility for inappropriate use of a Hyland Cloud Service by User and any liability for any other third party’s violation of this 
AUP or applicable law. 
 
6. INDEMNIFICATION.  User agrees to indemnify Hyland from and against all liabilities, obligations, losses and 
damages, plus costs and expenses, including reasonable attorney’s fees, arising out of any claim, damage, loss, liability, suit or 
action brought against Hyland by a third party as a result of the conduct of User that violates this AUP. 
 
7. WAIVER.  No failure or delay in exercising or enforcing this policy shall constitute a waiver of the policy or of any 
other right or remedy.  If any provision of this policy is deemed unenforceable due to law or change in law, such a provision shall 
be disregarded and the balance of the policy shall remain in effect.  
 
8. QUESTIONS.  If you are unsure of whether any contemplated use or action is permitted, please contact Hyland, at 440-
788-5000. 
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SAAS SECURITY ATTACHMENT 
 


Introduction:  Hyland maintains and manages a comprehensive written security program that covers the Hyland Cloud Service 
designed to protect: (a) the security and integrity of Customer Data; (b) against threats and hazards that may negatively impact 
Customer Data; and (c) against unauthorized access to Customer Data, which such program includes the following: 
 


I. Risk Management. 
a. Conducting an annual risk assessment designed to identify threats and vulnerabilities in the administrative, 


physical, legal, regulatory, and technical safeguards used to protect the Hyland Cloud Service.  
b. Maintaining a documented risk remediation process to assign ownership of identified risks, establish 


remediation plans and timeframes, and provide for periodic monitoring of progress.  
II. Information Security Program. 


a. Maintaining a documented comprehensive Hyland Cloud Service information security program. This program 
will include policies and procedures based on industry standard practices, which may include ISO 
27001/27002, or other equivalent standards.  


b. Such information security program shall include, as applicable: (i) adequate physical and cyber security where 
Customer Data will be processed and/or stored; and (ii) reasonable precautions taken with respect to Hyland 
personnel employment.  


c. These policies will be reviewed and updated by Hyland management annually. 
III. Organization of Information Security. Assigning security responsibilities to appropriate Hyland individuals or 


groups to facilitate protection of the Hyland Cloud Service and associated assets.    
IV. Human Resources Security.  


a. Hyland employees undergo comprehensive screening during the hiring process.  Background checks and 
reference validation will be performed to determine whether candidate qualifications are appropriate for the 
proposed position.   Subject to any restrictions imposed by applicable law and based on jurisdiction, these 
background checks include criminal background checks, employment validation, and education verification as 
applicable.  


b. Ensuring all Hyland employees are subject to confidentiality and non-disclosure commitments before access is 
provisioned to the Hyland Cloud Service or Customer Data.  


c. Ensuring applicable Hyland employees receive security awareness training designed to provide such employees 
with information security knowledge to provide for the security, availability, and confidentiality of Customer 
Data. 


d. Upon Hyland employee separation or change in roles, Hyland shall ensure any Hyland employee access to the 
Hyland Cloud Service is revoked in a timely manner and all applicable Hyland assets, both information and 
physical, are returned.  


V. Asset Management. 
a. Maintaining asset and information management policies and procedures. This includes ownership of assets, an 


inventory of assets, classification guidelines, and handling standards pertaining to Hyland assets. 
b. Maintaining media handling procedures to ensure media containing Customer Data as part of the Hyland Cloud 


Service is encrypted and stored in a secure location subject to strict physical access controls.  
c. When a Hyland Cloud Service storage device has reached the end of its useful life, procedures include a 


decommissioning process that is designed to prevent Customer Data from being exposed to unauthorized 
individuals using the techniques recommended by NIST to destroy data as part of the decommissioning process.  


d. If a Hyland storage device is unable to be decommissioned using these procedures, the device will be virtually 
shredded, degaussed, purged/wiped, or physically destroyed in accordance with industry-standard practices.   


VI. Access Controls. 
a. Maintaining a logical access policy and corresponding procedures. The logical access procedures will define 


the request, approval and access provisioning process for Hyland personnel. The logical access process will 
restrict Hyland user (local and remote) access based on Hyland user job function (role/profile based, appropriate 
access) for applications and databases. Hyland user access recertification to determine access and privileges 
will be performed periodically. Procedures for onboarding and offboarding Hyland personnel users in a timely 
manner will be documented. Procedures for Hyland personnel user inactivity threshold leading to account 
suspension and removal threshold will be documented. 


b. Limiting Hyland’s access to Customer Data to its personnel who have a need to access Customer Data as a 
condition to Hyland’s performance of the services under this Agreement. Hyland shall utilize the principle of 
“least privilege” and the concept of “minimum necessary” when determining the level of access for all Hyland 
users to Customer Data. Hyland shall require strong passwords subject to complexity requirements and periodic 
rotation and the use of multi-factor authentication.   
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c. Ensuring strict access controls are in place for Customer Data access by Hyland.  Customer administrators 
control its user access, user permissions, and Customer Data retention to the extent such controls are available 
to Customer with respect to the Hyland Cloud Service.  


VII. System Boundaries. 
a. Hyland is not responsible for any system components that are not within the Hyland Cloud Platform, including 


network devices, network connectivity, workstations, servers, and software owned and operated by the 
Customer or other third parties. Hyland may provide support for these components at its reasonable discretion. 


b. The processes executed within the Hyland Cloud Platform are limited to those that are executed by a Hyland 
employee (or Hyland authorized third-party) or processes that are executed within Hyland’s established system 
boundaries, in whole. This includes, but is not limited to, hardware installation, software installation, data 
replication, data security, and authentication processes.   


c. Certain business processes may cross these boundaries, meaning one or more tasks are executed outside of 
Hyland’s established system boundaries for the Hyland Cloud Platform, one or more tasks are executed by 
individuals who are not Hyland personnel (or authorized third-parties), or one or more tasks are executed based 
on written requests placed by Customer. In such event, Hyland will provide support for such processes to the 
extent they occur within Hyland’s established system boundaries, but Hyland is not responsible for providing 
support for such processes to the extent they occur outside of such established system boundaries. At its 
reasonable discretion, Hyland may provide limited support for processes that occur outside such established 
system boundaries for the Hyland Cloud Platform. Examples of business processes that cross these boundaries 
include, but are not limited to, Hyland Cloud Service configuration changes, processing that occurs within the 
Hyland Cloud Service, user authorization, and file transfers.  


VIII. Encryption. 
a. Customer Data will be uploaded to the Hyland Cloud Services in an encrypted format such as via SFTP, 


TLS/SSL, or other equivalent method.  
b. If Customer purchases the applicable encryption service, applicable Customer Data shall be encrypted at rest.  
c. Where use of encryption functionality may be controlled or modified by Customer, in the event Customer 


elects to modify the use of or turn off any encryption functionality, Customer does so at its own risk.  
IX. Physical and Environment Security. 


a. The Hyland Cloud Platform uses data centers or third party service providers who have demonstrated 
compliance with one or more of the following standards (or a reasonable equivalent): International 
Organization for Standardization (“ISO”) 27001 and/or American Institute of Certified Public Accountants 
(“AICPA”) Service Organization Controls (“SOC”) Reports for Services Organizations. These providers 
provide Internet connectivity, physical security, power, and environmental systems and other services for the 
Hyland Cloud Platform. 


b. Hyland uses architecture and technologies designed to promote both security and high availability.   
X. Operations Security. 


a. Maintaining documented Hyland cloud operating procedures. 
b. Maintaining change management controls to ensure changes to Hyland Cloud Service production systems made 


by Hyland are properly authorized and reviewed prior to implementation. Customer is responsible for testing 
all configuration changes, authentication changes and upgrades implemented by Customer or implemented by 
Hyland at the request of Customer prior to production use of the Hyland Cloud Service. In cases where the 
Customer relies upon Hyland to implement changes on its behalf, a written request describing the change must 
be submitted (e.g. an e-mail, or another method provided by Hyland) by Customer’s designated Customer 
Security Administrators (“CSAs”) or set forth in a Services Proposal.  Hyland will make scheduled 
configuration changes that are expected to impact Customer access to their Hyland Cloud Service during a 
planned maintenance window.  Hyland may make configuration changes that are not expected to impact 
Customer during normal business hours.  


c. Monitoring usage and capacity levels within the Hyland Cloud Platform to adequately and proactively plan for 
future growth.  


d. Implementing disaster recovery and business continuity procedures. These will include replication of Customer 
Data to a secondary location.  


e. Maintaining a system and security logging process to capture system logs deemed critical by Hyland. These 
logs shall be maintained for at least six months and reviewed on a periodic basis.  


f. Maintaining system hardening requirements and configuration standards for components deployed within the 
Hyland Cloud Platform. Ensuring servers, operating systems, and supporting software used in the Hyland 
Cloud Platform receive all Critical and High security patches within a timely manner, but in no event more 
than 90 days after release, subject to the next sentence.  In the event any such security patch would materially 
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adversely affect the Hyland Cloud Service, then Hyland will use reasonable efforts to implement compensating 
controls until a security patch is available that would not materially adversely affect the Hyland Cloud Service. 


g.  Conducting Hyland Cloud Platform vulnerability scans or analysis on at least a quarterly basis and remediate 
all critical and high vulnerabilities identified in accordance with its patch management procedures.  


h. Conducting Hyland Cloud Platform penetration tests at least annually.  
XI. Communications Security 


a. Implementing Hyland Cloud Platform security controls to protect information resources within the Hyland 
Cloud Platform.  


b. When supported, upon implementation and once annually thereafter, Customer may request Hyland limit 
access to Customer’s Hyland Cloud Service to a list of pre-defined IP addresses at no additional cost. 


XII. Supplier Relationships.  Maintaining a Vendor Management Program for its critical vendors. This program will 
ensure critical vendors are evaluated on an annual basis. 


XIII. Security Incident. 
a. Employing incident response standards that are based upon applicable industry standards, such as ISO 


27001:2013 and National Institute for Standards and Technology (“NIST”), to maintain the information 
security components of the Hyland Cloud Service environment.  


b. Responses to these incidents follow the Hyland documented incident response sequence.  This sequence 
includes the incident trigger phase, evaluation phase, escalation phase, response phase, recovery phase, de-
escalation phase, and post-incident review phase.  


c. If Hyland has determined Customer’s Hyland Cloud Service has been negatively impacted by a security 
incident, Hyland will deliver a root cause analysis summary. Such notice will not be unreasonably delayed, but 
will occur after initial corrective actions have been taken to contain the security threat or stabilize the Hyland 
Cloud Service.  


d. The root cause analysis will include the duration of the event, resolution, technical summary, outstanding 
issues, and follow-up, including steps Customer needs to take in order to prevent further issues. Hyland Cloud 
Service information including data elements that require additional confidentiality and security measures 
(including that of other customers impacted in the event) will not be publicly disclosed. If Customer needs 
additional details of an incident, a request to the Hyland GCS Support team must be submitted and handled on 
a case by case basis. The release of information process may require an on-site review to protect the 
confidentiality and security of the requested information. 


e. Hyland will notify Customer of a Security Incident within 48 hours.  A “Security Incident” means a 
determination by Hyland of an actual disclosure of unencrypted Customer Data to an unauthorized person or 
entity that compromises the security, confidentiality, or integrity of the Customer Data. 


XIV. Information Security Aspects of Business Continuity Management. 
a. Maintaining a business continuity and disaster recovery plan.  
b. Reviewing and testing this plan annually. 


XV. Aggregated Data. 
a. Hyland owns all Customer and User registration and billing data collected and used by Hyland that is required 


for user set-up, use and billing for the Hyland Cloud Service (“Account Information”) and all aggregated, 
anonymized and statistical data derived from the use and operation of the Hyland Cloud Service, including 
without limitation, the number of records in the Hyland Cloud Service, the number and types of transactions, 
configurations, and reports processed as part of the Hyland Cloud Service and the performance results of the 
Hyland Cloud Service (the “Aggregated Data”).   


b. Hyland may utilize the Account Information and Aggregated Data for purposes of operating Hyland’s business. 
For clarity, Account Information and Aggregated Data does not include Customer Data.   


XVI. Audit and Security Testing. 
a. Monitoring its compliance with its information security program. This includes periodic internal reviews. 


Results are shared with Hyland leadership and deviations tracked through to remediation.  
b. Customer may conduct audits of Hyland’s operations that participate in the ongoing delivery and support of 


the Hyland Cloud Service purchased by Customer on an annual basis; provided Customer provides Hyland 
written notice of its desire to conduct such audit and the following criteria are met: (a) Hyland and Customer 
mutually agree upon the timing, scope, and criteria of such audit, which may include the completion of 
questionnaires supplied by Customer and guided review of policies, practices, procedures, Hyland Cloud 
Service configurations, invoices, or application logs, and (b) Customer agrees to pay Hyland fees (at Hyland’s 
standard rates) for the Professional Services that are required or requested of Hyland in connection with such 
audit. Prior to any such audit, any third party engaged by Customer to assist with such audit, must be cleared 
by Hyland and enter into a Non-Disclosure Agreement directly with Hyland. If any documentation requested 
by Customer cannot be removed from Hyland’s facilities as a result of physical limitations or policy 
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restrictions, Hyland will allow Customer’s auditors access to such documentation at Hyland’s corporate 
headquarters in Ohio and may prohibit any type of copying or the taking of screen shots. Where necessary, 
Hyland will provide private and reasonable accommodation at Hyland’s corporate headquarters in Ohio for 
data analysis and meetings. Upon reasonable notice, Hyland and Customer mutually agree to make necessary 
employees or contractors available for interviews in person or on the phone during such audit at Customer’s 
cost and expense.  Customer is prohibited from distributing or publishing the results of such audit to any third 
party without Hyland’s prior written approval.    


c. Customer may conduct penetration testing against the public URL used to access the Hyland Cloud Service on 
an annual basis; provided Customer provides Hyland with written notice of its desire to conduct such testing  
and the following criteria are met:  (a) Hyland and Customer mutually agree upon the timing, scope, and criteria 
of such testing, which may include common social engineering, application, and network testing techniques 
used to identify or exploit common vulnerabilities including buffer overflows, cross site scripting, SQL 
injection, and man in the middle attacks, and (b) such testing is at Customer’s cost and expense and Customer 
pays to Hyland fees (at Hyland’s standard rates) for the Professional Services that are required or requested of 
Hyland in connection with such testing.  Prior to any such testing, any third party engaged by Customer to 
assist with such testing, must be cleared by Hyland and enter into a Non-Disclosure Agreement directly with 
Hyland. Customer acknowledges and agrees that any such testing performed without mutual agreement 
regarding timing, scope, and criteria may be considered a hostile attack, which may trigger automated and 
manual responses, including reporting the activity to local and federal law enforcement agencies as well as 
immediate suspension of Customer’s access to or use of the Hyland Cloud Service. Customer is prohibited 
from distributing or publishing the results of such penetration testing to any third party without Hyland’s prior 
written approval.  
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PROFESSIONAL SERVICES SCHEDULE 
 
As of the Effective Date, this Schedule is part of the Hyland Master Agreement entered into between Customer and Hyland.   
 
DEFINED TERMS: 
 
All capitalized terms used in this Schedule shall have the meaning ascribed them in this Schedule or, if not defined in this Schedule, 
the General Terms Schedule.  If any capitalized terms used herein are not defined in this Schedule or the General Terms Schedule, 
they shall have the meaning ascribed to them elsewhere in this Agreement. 
 
“Professional Services” means any professional services provided by Hyland under a Services Proposal (as defined in the 
Professional Services Schedule), including but not limited to those services listed at https://www.hyland.com/community.  
Examples of the services include: (a) installation of the Software; (b) consulting, implementation and integration projects related 
to the Software, including but not limited to the customized configuration of Software integration modules or business process 
automation modules; (c) project management; (d) development projects in connection with the integration of Software with other 
applications utilizing any Software application programming interface (API).   
 
“Services Proposal” means either: (a) a written proposal issued under a Schedule, and which sets forth the Professional Services 
Hyland will provide to Customer and which is signed by Customer and Hyland; or (b) a purchase order submitted by Customer and 
accepted by Hyland for Professional Services. 
 
“Specifications” means the definitive, final functional specifications for Work Products, if any, produced by Hyland under a 
Services Proposal.  Specifications shall be considered Documentation, where used in the Agreement, in the case of Work Products. 
 
“Working Hour” means the services of one (1) person for a period of one (1) hour (or any part thereof) during regular business 
hours.   
 
“Work Products” means all items in the nature of computer software, including source code, object code, scripts, and any 
components or elements of the foregoing, or items created using the configuration tools of the Software, together with any and all 
design documents associated with items in the nature of computer software, in each case which are created, developed, discovered, 
conceived or introduced by Hyland, working either alone or in conjunction with others, in the performance of services under this 
Agreement.  If applicable, Work Products shall include any pre-configured templates or VBScripts which have been or may be 
created or otherwise provided by Hyland to Customer as part of the configuration of the advance capture module of the Software. 
 
 
1. SERVICES PROPOSAL.  During the term of this Schedule, Customer may request Professional Services from Hyland.  
Hyland and Customer will discuss the parameters of the request and Hyland will inform the Customer as to whether the Professional 
Services shall be performed pursuant to a Services Proposal.  
 
2. FULFILLMENT.  Hyland will provide the Professional Services described in any mutually agreed upon Services 
Proposal at a time and on a schedule that is mutually agreed upon by the parties.  If any delays in such Professional Services occur 
solely as a result of any incorrect information, incorrect assumption or failure of Customer to perform or fulfill its obligations in 
connection with any Services Proposal, the performance schedule for the applicable project may be extended.  Hyland shall have 
no liability or responsibility for any costs or expenses resulting from such delays.  In the event that performance of any milestone 
set forth in any Services Proposal is not met due to a delay solely caused by Hyland, and provided that such cause is not an event 
of force majeure as described in the General Terms, Hyland agrees, at no additional charge to Customer, to commit such additional 
resources and personnel as shall be necessary to ensure that such delay does not result in the slippage of later milestones or 
completion of such Professional Services.  The parties agree that any Professional Services or Work Products described in this 
Schedule that have been performed or developed, in whole or in part, prior to the execution of this Agreement by the parties 
nevertheless shall be covered by all terms and conditions of this Schedule. 
 
3. CHANGES TO SERVICES PROPOSAL.  Hyland or Customer may, at any time, reasonably request a change to any 
Service Proposal.  Any requested change that the parties mutually accept (a “Change”) will be set forth in a written change order 
prepared by Hyland and agreed to and signed by both parties that specifically references the relevant Service Proposal.  In the event 
the parties are unable to mutually agree upon a proposed Change or a proposed change order, and such proposed Change relates to 
a material component of the project that is the subject of the relevant Services Proposal, either party may terminate such Service 
Proposal upon not less than thirty (30) days advance written notice to the other party. 
 
4. CUSTOMER’S OBLIGATIONS. 
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4.1 Assistance and Obligations.  Customer agrees that it will cooperate with and assist Hyland in the performance of 
Professional Services under any Services Proposal; will provide the resources specified in the relevant Services Proposal; and will 
perform or fulfill all obligations required to be performed or fulfilled by Customer under the terms of the relevant Services Proposal.  
Customer acknowledges that if it fails to provide assistance and perform or fulfill its obligations in accordance with this Section 
and the relevant Services Proposal, Hyland’s ability to provide such Professional Services, meet the performance schedule set forth 
in such Services Proposal and keep services fees reasonably in line with any estimates given in the Services Proposal may be 
adversely affected.  During any period in which Hyland is performing services hereunder, Customer shall provide to the Hyland 
project team independent local (onsite) and remote (offsite) access through the use of secure connections such as a network 
connection, VPN connection or other similar methods and dedicated user accounts with appropriate privileges to the applicable 
Software, hardware or virtual machines allocated to the applicable software system.  Remote and local access will be granted for 
all provisioned environments, including production.  
 
4.2 Third Party Software Rights.  Notwithstanding any contrary terms, if Customer requests Hyland to perform Professional 
Services on or with respect to any third party software, Customer represents and warrants to Hyland that Customer has all necessary 
rights to allow Hyland to do so. 
 
4.3 Protection of Customer’s Systems.  CUSTOMER UNDERSTANDS THAT IT IS SOLELY RESPONSIBLE TO TAKE 
APPROPRIATE MEASURES TO ISOLATE AND BACKUP OR OTHERWISE ARCHIVE ITS COMPUTER SYSTEMS, 
INCLUDING ITS COMPUTER PROGRAMS, DATA AND FILES.   
 
4.4 Safe Work Environment.  Customer will be responsible for and shall ensure that while Hyland employees, agents or 
subcontractors are on Customer’s premises, all proper and legal health and safety precautions are in place and fully operational to 
protect such persons. 
 
5. SERVICES FEES.  Except as otherwise provided in any applicable Services Proposal: (a) Hyland will charge services 
fees to Customer for Professional Services at Hyland’s then-current standard list price for the applicable Professional Services; and 
(b) Hyland shall invoice Customer for Professional Services fees monthly, in arrears, based on the number of Working Hours 
required to complete the project and the applicable hourly fees; and Customer shall pay in full each such invoice in accordance 
with the terms of the General Terms.  Any estimates of fees or Working Hours required to complete the project are approximations 
of the anticipated amount of fees and time needed to complete the project.  The actual number of Working Hours may vary.     
 
6. TRAVEL AND EXPENSES.  Customer shall be responsible to pay or reimburse Hyland for all customary and 
reasonable out-of-pocket costs and expenses incurred by Hyland in connection with the performance of services under this 
Agreement (including fees and expenses relating to travel, meals, lodging and third party vendor registration requirements) in 
accordance with Hyland’s applicable internal policy for the reimbursement of costs and expenses to its employees (“Hyland 
Expense Policy”). Except as otherwise provided in any applicable Services Proposal, Hyland shall invoice Customer for all 
reimbursable costs and expenses on a monthly basis, in arrears; and Customer shall pay in full each such invoice in accordance 
with the General Terms. 
 
7. LIMITED WARRANTY FOR SERVICES. 
 
7.1 Limited Warranty.  For a period of sixty (60) days from the date of completion of Professional Services, Hyland warrants 
to Customer that such services have been performed in a good and workmanlike manner and substantially according to industry 
standards.  This warranty specifically excludes (a) non-performance issues caused as a result of incorrect data or incorrect 
procedures used or provided by Customer or a third party or failure of Customer to perform and fulfill its obligations under this 
Agreement; and (b) any Professional Services in the nature of staff augmentation. 
 
7.2 Remedy.  Hyland’s sole obligation, and Customer’s sole and exclusive remedy for any non-conformities to the express 
limited warranties under Section 7.1 shall be as follows: provided that, within the applicable 60-day period, Customer notifies 
Hyland in writing of the non-conformity, Hyland will use reasonable efforts to re-perform the non-conforming services in an 
attempt to correct the non-conformity(ies).  If Hyland is unable to correct such non-conformity(ies) after a reasonable period of 
time, Customer’s sole and exclusive remedy shall be to terminate the Services Proposal under which the non-conforming Services 
have been performed, in which event Hyland will refund to Customer any portion of the services fees under such Services Proposal 
relating directly to such non-conforming Professional Services paid prior to the time of such termination. 
 
8. WORK PRODUCTS.   
 
8.1 Work Products License.  Hyland grants to Customer a limited, non-exclusive and non-assignable license to use the Work 
Products only in connection with Customer’s authorized use of the Software, Hyland Cloud Service, Add-On Services, or other 
Hyland product or service (collectively “Hyland Core Product”) with which such Work Product was delivered by Hyland for use 
by Customer.    Customer may not: (a) make or authorize the making of copies of any Work Products; (b) remove any Hyland 
notices in the Work Products; (c) sell, transfer, rent, lease, time share or sublicense the Work Products to any third party; or (d) 
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disassemble, decompile, reverse engineer or otherwise attempt to derive source code from any Work Product for any reason.  
Customer further agrees that, in connection with any use of the Work Products by Customer, the Work Products shall not be copied 
and installed on additional servers unless Customer has purchased a license therefore.  All restrictions on use of the Hyland Core 
Product, including without limitation export restrictions and U.S. Government End User provisions, shall apply to the Work 
Products.   If the license to the Hyland Core Product with which such Work Product was delivered by Hyland for use by Customer 
terminates, Customer’s right to use the applicable Work Product shall also terminate.  All post-termination rights and obligations 
with respect to the applicable Core Hyland Product shall also apply to the Work Product. 
 
8.2 Modification of Work Products.   
 


8.2.1 Form of Delivered Work Products.  The form in which Hyland delivers Work Products will be determined by 
Hyland depending on the purpose and functionality of the Work Product. 
 


8.2.2 Configuration Work Products.  If Hyland delivers a Work Product: (a) in the form of (1) source code which is 
compiled by tools in the Software to machine language form; or (ii) a script; or (b) created using the configuration tools in the 
Software (a “Configuration Work Product”), then Hyland grants to Customer the limited right to modify the Configuration Work 
Product, provided such modified Configuration Work Product is used only in compliance with the terms of the limited license to 
such Work Product granted under this Section. 
 


8.2.3 Independent Work Products.  If Hyland delivers a Work Product which is not a Configuration Work Product 
(an “Independent Work Product”), then, except as otherwise provided in the last sentence of this paragraph, Customer may not 
alter or modify such Independent Work Product.   If Hyland delivers an Independent Work Product, and Customer desires to obtain 
the right to modify the Independent Work Product, then the parties may mutually agree that Hyland shall deliver to Customer a 
copy of the format of the Independent Work Product that is necessary to enable the Customer to complete its modifications, subject 
to and upon the payment by Customer to Hyland of any additional Professional Services fees as Hyland may charge to prepare and 
deliver such format.  In such case, Hyland grants to Customer the right to modify, and if necessary, compile the delivered format 
of the Independent Work Product, provided such modified Independent Work Product is used only in compliance with the terms 
of the limited license to such Work Product granted under this Section. 
 
8.3 Work Products Warranty 
 


8.3.1 Limited Warranty.  For a period of sixty (60) days from and including the date that Hyland has delivered a 
completed Work Product to Customer, Hyland warrants to Customer that such Work Product, when properly installed and properly 
used, will function in all material respects as described in the Specifications.  The terms of this warranty shall not apply to, and 
Hyland shall have no liability for any non-conformity related to, any Work Product that has been (a) modified or added to by 
Customer or a third party, (b) used in combination with equipment or software other than that which is consistent with the 
Specification, or (c) misused or abused. 
 


8.3.2 Remedy.  Hyland’s sole obligation, and Customer’s sole and exclusive remedy, for any non-conformities to 
the express limited warranty under Section 8.3.1 shall be as follows: provided that, within the applicable 60-day period, Customer 
notifies Hyland in writing of the non-conformity, Hyland will either (a) repair or replace the non-conforming Work Product, which 
may include the delivery of a reasonable workaround for the non-conformity; or (b) if Hyland determines that repair or replacement 
of the Work Product is not practicable, then terminate this Schedule with respect to the non-conforming Work Product, in which 
event, upon compliance by Customer with its obligations upon termination, Hyland will refund any portion of the services fees 
paid prior to the time of such termination with respect to the creation and implementation of such Work Product. 
 
8.4 Work Products Infringement Indemnification.  Hyland agrees to indemnify Customer against all liability and expense, 
including reasonable attorneys’ fees, arising from or in connection with any third party claim, action or proceeding instituted against 
Customer based upon any infringement or misappropriation by the Work Products of any patent, registered copyright or registered 
trademark of a third party that is enforceable in the United States, provided that Hyland:  (a) is notified immediately after Customer 
receives notice of such claim; (b) is solely in charge of the defense of and any settlement negotiations with respect to such claim, 
provided that Hyland will not settle any such claim without the prior written consent of Customer if such settlement contains a 
stipulation to or admission or acknowledgement of any liability or wrongdoing on the part of Customer or otherwise requires 
payment by Customer; (c) receives Customer’s reasonable cooperation in the defense or settlement of such claim; and (d) has the 
right, upon either the occurrence of or the likelihood (in the opinion of Hyland) of the occurrence of a finding of infringement or 
misappropriation, either to procure for Customer the right to continue use of the Work Products, or to replace the relevant portions 
of the Work Products with other equivalent, non-infringing portions. 
 
8.4.1 Removal and Refund.  If Hyland is unable to accomplish either of the options set forth in Section 8.4(d), Hyland shall 
remove the infringing portion of the Work Products and refund to Customer the full services fees paid, if any, by Customer for the 
creation and implementation of the infringing Work Products. 
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8.4.2 Exclusions.  Notwithstanding anything to the contrary, Hyland shall have no obligation to Customer to defend or satisfy 
any claims made against Customer and otherwise described in Section 8.4 that arise from:  (a) any Customer Data; (b) use of the 
Work Products by Customer other than as expressly permitted by this Schedule; (c) the combination of the Work Products with 
any product not furnished by Hyland to Customer; (d) the modification or addition to of the Work Products other than by Hyland 
or any of its authorized solution providers specifically retained by Hyland to provide such modification or addition; or (e) the 
Customer’s business methods or processes. 
 
8.4.3 THIS SECTION 8.4 STATES HYLAND’S ENTIRE LIABILITY AND THE SOLE AND EXCLUSIVE REMEDY OF 
CUSTOMER WITH RESPECT TO ANY ALLEGED INFRINGEMENT OR MISAPPROPRIATION OF INTELLECTUAL 
PROPERTY OR PROPRIETARY PROPERTY BY THE WORK PRODUCTS. 
 
9. TERMINATION.    
 
9.1 By Customer.  Customer or Hyland may terminate this Schedule, including any Services Proposal, pursuant to Section 
1.2 of the General Terms Schedule.  In the event this Schedule is terminated in its entirety, any Services Proposal not terminated 
shall survive in accordance with its terms and the terms of this Schedule. 
 
9.2 Terminating a Services Proposal.  In addition to the terms provided in Section 1.3 of the General Terms Schedule, in the 
event of any termination of a Services Proposal, Customer agrees to compensate Hyland for all Professional Services already 
performed prior to, and including, the date of termination, except to the extent that Hyland has breached its obligations to perform 
such Professional Services and such breach is the cause of such termination. 
 
8.3 Effects of Termination.  Upon any termination of this Schedule in its entirety (other than by Hyland due to Customer’s 
breach), Customer’s license to use the Work Products provided in this Schedule shall survive according to its terms. 
  







Contract #: BSA-EU-0000- 


Confidential -  2020 Hyland Software, Inc. 


SOFTWARE LICENSE AND MAINTENANCE SCHEDULE- SUBSCRIPTION 
(Subscription License for Software, includes Maintenance and Support) 


 
As of the Effective Date, this Software License and Maintenance Schedule – Subscription is part of the Hyland Software Master 
Agreement entered into between Customer and Hyland.   
 
DEFINED TERMS: 
 
All capitalized terms used in this Schedule shall have the meaning ascribed them in this Schedule or, if not defined in this Schedule, 
the General Terms Schedule.  If any capitalized terms used herein are not defined in this Schedule or the General Terms Schedule, 
they shall have the meaning ascribed to them elsewhere in this Agreement. 
 
“Delivery” means: (i)  the electronic downloading of the Software onto Customer’s systems, (ii) the Software being made available 
by Hyland to Customer for electronic download onto Customer’s systems; or (iii) the delivery by Hyland to Customer of a 
Production Certificate for such Software module(s) by Hyland either shipping (physically or electronically) the Production 
Certificate to Customer or making the Production Certificate available for electronic download by Customer (including through 
one of Hyland’s authorized solution providers).  
 
“Documentation” means: (1) to the extent available, the “Help Files” included in the Software, or (2) if no such “Help Files” are 
included in the Software, such other documentation published by Hyland, in each case, which relate to the functional, operational 
or performance characteristics of the Software.  
 
“Error” means any defect or condition inherent in the Software which is reported by Customer in accordance with this Agreement 
and which is confirmed by Hyland, that causes the Software to fail to function in any material respect as described in the 
Documentation. 
 
“Error Correction Services” means Hyland’s reasonable efforts to correct an Error, which may be effected by a reasonable 
workaround.  
 
“Maintenance and Support” means for Software, (i) Error Correction Services; (ii) Technical Support Services; and (iii) the 
availability of Upgrades and Enhancements in accordance with this Schedule.  
 
“Production Certificate” means: license codes, a license certificate, or an IFM file issued by Hyland and necessary for Customer to 
activate Software for Customer’s production use.  
 
“Resolution” means Hyland provides Customer with a reasonable workaround, correction, or modification that solves or mitigates 
a reported Error. 
 
“Subscription Fees” means periodic fees for the licensing of Software licensed under this Schedule and for Maintenance and 
Support for such Software, and payable by Customer to Hyland.   
 
“Retired Software” means, at any particular time during a maintenance period covered by this Schedule, any Software product or 
version of the Software licensed by Customer from Hyland under this Agreement which is identified as being retired on Hyland’s 
applicable secure end user web site.  Hyland will specify on its end user web site Software modules or versions which become 
Retired Software.  The effective date of such change will be twelve (12) months from the date Hyland initially posts the status 
change on its end user web site, and Customer will receive notice as a registered user of Hyland’s applicable secure end user web 
site. 
 
“Technical Support Services” means telephone or online technical support related to problems reported by Customer and associated 
with the operation of any Software, including assistance and advice related to the operation of the Software.  
 
“Upgrades and Enhancements” means any and all new versions, improvements, modifications, upgrades, updates, fixes and 
additions to Software that Hyland makes available to Customer or to Hyland’s end users generally during any maintenance period 
under this Schedule to correct Errors or deficiencies or enhance the capabilities of the Software, together with updates of the 
Documentation to reflect such new versions, improvements, modifications, upgrades, fixes or additions; provided, however, that 
the foregoing shall not include new, separate product offerings, new modules or re-platformed Software. 
 
 
1. SOFTWARE LICENSE. 
 
1.1 Grant of License.  Subject to Customer’s payment in full of the Subscription Fees, and subject further to Customer’s 
compliance with this Agreement, Hyland grants to Customer a revocable, non-exclusive, non-assignable (except as provided in the 
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General Terms), limited license to the Software, in machine-readable object code form only and associated Documentation; in each 
case solely for use: 
 
 (a) by Customer internally, and only for storing, processing and accessing Customer’s own data; and 
 
 (b) subject to Section 1.7 below, by a third party contractor retained by Customer as a provider of services to 
Customer (“Contractor”), but only by the Contractor for capturing, storing, processing and accessing Customer’s own data in 
fulfillment of the Contractor’s contractual obligations as a service provider to Customer. 
 
The Software and associated Documentation are licensed for use by a single organization and may not be used for processing of 
third-party data as a service bureau, application service provider or otherwise.  Customer shall not make any use of the Software 
or associated Documentation in any manner not expressly permitted by this Agreement.  Software subject to a regulatory control 
may only be installed in the country identified as the end user location in the purchase order. The Software may be located and 
hosted on computer servers owned and controlled by a third party. Such third party hosting provider shall be considered a 
Contractor, and subject to the requirements of Section 1.7 below 
 
1.2 Use Restriction. Each module of the Software is licensed for a specific type of use, such as concurrently or on a specified 
workstation or by a specified individual and the Software may control such use.  Software products that are volume-based may: (i) 
no longer function if applicable volume limits have been exceeded; (ii) require Customer to pay additional fees based on Customer’s 
volume usage; and/or (iii) include functionality which monitors or tracks Customer usage and reports that usage. Customer 
acknowledges and agrees that additional fees may apply based on Customer's volume usage.  Customer may not circumvent or 
attempt to circumvent this restriction by any means, including but not limited to changing the computer calendars. Use of software 
or hardware that reduces the number of users directly accessing or utilizing the Software (sometimes called “multiplexing” or 
“pooling” software or hardware) does not reduce the number of Software licenses required.  The required number of Software 
licenses would equal the number of distinct inputs to the multiplexing or pooling software or hardware.  Customer is prohibited 
from using any software other than the Software Client modules or a Software application programming interface (API) to access 
the Software or any data stored in the Software database for any purpose other than generating reports or statistics regarding system 
utilization, unless Hyland has given its prior written consent to Customer’s use of such other software and Customer has paid to 
Hyland the Subscription Fees with respect to such access. Customer further agrees that the Software shall not be copied and installed 
on additional servers unless Customer has purchased a license therefore, and the number of users of the Software shall not exceed 
the number of users permitted by the Software Client licenses purchased by Customer. 
 
1.3 Production and Test Systems.  Customer shall be entitled to use one (1) production copy of the Software licensed and 
one (1) additional copy of the production environment licensed Software for customary remote disaster recovery purposes which 
may not be used as a production system concurrently with the operation of any other copy of the Software in a production 
environment. In addition, Customer shall also be entitled to license a reasonable number of additional copies of the production 
environment licensed Software to be used exclusively in a non-production environment and solely for the purposes of 
experimenting and testing the Software, developing integrations between the Software and other applications that integrate to the 
Software solely using integration modules of the Software licensed by Customer under this Agreement, and training Customer’s 
employees on the Software (“Test Systems”).  Customer may be required to provide to Hyland certain information relating to 
Customer’s intended use of such Test Systems such as the manufacturer, model number, serial number and installation site. Hyland 
reserves the right to further define the permitted use(s) and/or restrict the use(s) of the Test Systems.  Customer’s sole recourse in 
the event of any dissatisfaction with any Software in any non-production system is to stop using such Software and return it to 
Hyland, provided that, to the extent that Customer is using the Test System for the purposes of testing an Upgrade or Enhancement 
of the Software prior to implementing the same in Customer’s production environment, then Customer may contact Hyland for the 
provision of Maintenance and Support as described in this Schedule.  Customer shall not make any copies of the Software not 
specifically authorized by this Section 1.3.  
 
1.4 Evaluation Software.  From time to time Customer may elect to evaluate certain Software modules (“Evaluation 
Software”) for the purpose of determining whether or not to purchase a production license of such Evaluation Software.  Evaluation 
Software is licensed for Customer’s use in a non-production environment.  Notwithstanding anything to the contrary, as to any 
Evaluation Software, the Agreement and the limited license granted hereby will terminate on the earliest of: (a) last day of the 
evaluation period specified in the accepted purchase order delivered for such Evaluation Software; or (b) immediately upon the 
delivery of written notice to such effect by Hyland to Customer.  Upon expiration or other termination of such period, Customer 
immediately shall either (y) discontinue any and all of use of the Evaluation Software and related Documentation and remove the 
Evaluation Software; or (z) deliver a purchase order for purchase of such Evaluation Software. 
 
1.5 Third Party Licenses.  The Software may be bundled with software owned by third parties, including but not limited to 
those manufacturers listed in the Help About screen of the Software.  Such third party software is licensed solely for use within the 
Software and is not to be used on a stand-alone basis.  Notwithstanding the above, Customer acknowledges that, depending on the 
modules licensed, the Software may include open source software governed by an open source license, in which case the open 
source license (a copy of which is provided in the Software) may grant you additional rights to such open source software. 
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Additionally, in the case of such software to be downloaded and installed on a mobile device, if such software will be downloaded 
from the application market or store maintained by the manufacturer of the mobile device, then use of such software will be 
governed by the license terms for the software included at the applicable application store or market or presented to Customer or 
Customer’s user in the software, and this Agreement will not govern such use. 
 
1.6 Integration Code.  If applicable, Software also includes all adapters or connectors created by Hyland and provided to you 
by Hyland as part of an integration between the Software and a third party line of business application (“Integration Code”). 
Software also includes any desktop host or other content services software provided by Hyland and downloaded on a user's 
computer used to extend functionality in Hyland's products. Such Integration Code and desktop host may only be used in 
combination with other Software and in accordance with the terms of this Agreement.   
 
1.7 Contractor Use Agreement.  Customer agrees that if it desires to allow a Contractor to do any of the following:  
 


(a) make use of the Software configuration tools, Software administrative tools or any of the Software’s application 
programming interfaces (“APIs”); 


 
(b) make use of any training materials or attend any training courses, either online or in person, in either case 


related to the Software; or  
 
(c) access any of Hyland’s secure websites (including, but not limited to, users.onbase.com, teamonbase.com, 


training.onbase.com, demo.onbase.com, and Hyland.com/Community), either through Contractor’s use of Customer’s own log-in 
credentials or through credentials received directly or indirectly by Contractor;  
 
then, Customer must cause such Contractor to execute a use agreement in a form available for download at Hyland’s Community 
website (“Contractor Use Agreement”).  Customer understands and agrees that: (x) Customer may not allow a Contractor to do any 
of the foregoing if such Contractor has not signed a Contractor Use Agreement, and (y) Contractors may use the Software only in 
compliance with the terms of this Agreement, and (z) Customer is responsible for such compliance by all Contractors that do not 
execute a Contractor Use Agreement.  Customer agrees that it shall indemnify Hyland from and against all claims, liabilities, losses, 
damages and costs, including, but not limited to, reasonable attorneys’ fees and court costs, which are suffered or incurred by 
Hyland and arise from or in connection with the breach or noncompliance with the terms of this Agreement by any Contractor that 
does not sign a Contractor Use Agreement. 
 
1.8 No High Risk Use.  The Software is not fault-tolerant and is not guaranteed to be error free or to operate uninterrupted.  
The Software is not designed or intended for use in any situation where failure or fault of any kind of the Software could lead to 
death or serious bodily injury to any person, or to severe physical or environmental damage (“High Risk Use”).  Customer is not 
licensed to use the Software in, or in conjunction with, High Risk Use.  High Risk Use is STRICTLY PROHIBITED.  High Risk 
Use includes, for example, the following: aircraft or other modes of human mass transportation, nuclear or chemical facilities, life 
support systems, implantable medical equipment, motor vehicles, or weaponry systems.  High Risk Use does not include utilization 
of the Software for administrative purposes, as an information resource for medical professionals, to store configuration data, 
engineering and/or configuration tools, or other non-control applications, the failure of which would not result in death, personal 
injury, or severe physical or environmental damage.  These non- controlling applications may communicate with the applications 
that perform the control, but must not be directly or indirectly responsible for the control function.  Customer agrees not to use, 
distribute or sublicense the use of the Software in, or in connection with, any High Risk Use."  Customer agrees to indemnify and 
hold harmless Hyland from any third-party claim arising out of Customer’s use of the Software in connection with any High Risk 
Use. 
 
1.9 Audit Rights.  Upon reasonable notice to Customer, Hyland shall be permitted access to audit Customer’s use of the 
Software solely in order to determine Customer’s compliance with the licensing and pricing terms this Agreement, including, where 
applicable, to measure Customer’s volume usage.  Additionally, if requested by Hyland in connection with Software licensed on a 
volume basis, Customer shall provide reports that show Customer’s volume usage.  Customer shall reasonably cooperate with 
Hyland with respect to its performance of such audit.  Customer acknowledges and agrees that Customer is prohibited from 
publishing the results of any benchmark test using the Software to any third party without Hyland’s prior written approval, and that 
Customer has not relied on the future availability of any programs or services in entering into this Agreement. 
 
1.10 AnyDoc.  The optional AccuZip component of the OCR for AnyDoc and AnyDoc EXCHANGEit Software products 
contains material obtained under agreement from the United States Postal Service (USPS) and must be kept current via an update 
plan provided by Hyland to maintain Customer’s continued right to use. The USPS has contractually required Hyland to include 
“technology which automatically disables access to outdated [zip code] products.” This technology disables only the AccuZip 
component and is activated only if AccuZip is not updated on a regular and timely basis. Hyland regularly updates the zip code list 
as part of Maintenance and Support for the AccuZip module. 
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1.11  The Software may contain functionality that allows Customer to access, link or integrate the Software with Customer’s 
applications or applications or services provided by third parties. Hyland has no responsibility for such applications or services, 
websites or content and does not endorse any third party web sites, applications or services that may be linked or integrated through 
the Software; any activities engaged in by Customer with such third parties is solely between Customer and such third party. 
 
2. SUBSCRIPTION FEES. Customer shall pay Subscription Fees to Hyland for the Software licensed hereunder in such 
amounts as are invoiced by Hyland; provided, that during the Initial Term of this Schedule (as defined in Section 8 of this Schedule), 
Customer shall pay Subscription Fees to Hyland for the initial Software licensed hereunder in accordance with the applicable 
Purchase Table Schedule. Following expiration of the Initial Term of this Schedule, Hyland may increase the Subscription Fees for 
the Software for any renewal period by up to ten percent (10%) of the previous year’s Subscription Fees. Hyland will invoice 
Customer on or after the Effective Date for Subscription Fees for the first year of the Initial Term.  Such invoice shall be due and 
payable by Customer to Hyland in accordance with the General Terms.  For any subsequent years, Hyland will invoice Customer 
for Subscription Fees at least sixty (60) days prior to the beginning of such year, and such invoices shall be due and payable by 
Customer to Hyland on or before the beginning of such year.  In the event Customer licenses additional Software modules under 
this Agreement, Hyland will invoice Customer for Subscription Fees for such additional Software modules on a pro rata basis upon 
Hyland’s acceptance of the purchase order for such additional Software modules.  Such invoice shall be due and payable by 
Customer to Hyland in accordance with the General Terms.  Thereafter, Subscription Fees relating to such additional Software 
shall be included in the subsequent invoices issued with respect to the existing licensed Software. 
 
3. ADD-ON CLOUD SERVICES.  If Customer subscribes to an Add-On Cloud Service, the fees for such Add-On Cloud 
Service will be invoiced on a periodic basis, in advance, and Customer shall pay such invoices in accordance with the General 
Terms Schedule.  Some Add-On Cloud Services may be priced on a volume basis, for which Add-On Cloud Services fees may be 
invoiced in arrears based on the applicable volume usage.  Add-On Cloud Services may be subject to an additional Schedule. 
 
4. U.S. GOVERNMENT END USERS.  To the extent applicable to Customer, the terms and conditions of this Agreement 
shall pertain to the U.S. Government’s use and/or disclosure of the Software and Add-On Cloud Services, and shall supersede any 
conflicting contractual terms or conditions.  By accepting the terms of this Agreement and/or the Delivery of the Software and 
Add-On Cloud Services, the U.S. Government hereby agrees that the Software and Add-On Cloud Services qualify as “commercial” 
computer software within the meaning of ALL U.S. federal acquisition regulation(s) applicable to this procurement and that the 
Software and Add-On Cloud Services are developed exclusively at private expense.  If this license fails to meet the U.S. 
Government’s needs or is inconsistent in any respect with Federal law, the U.S. Government agrees to return this Software and 
Add-On Cloud Services to Hyland.  In addition to the foregoing, where DFARS is applicable, use, modification, reproduction, 
release, display, or disclosure of the Software and Add-On Cloud Services, or Documentation by the U.S. Government is subject 
solely to the terms of this Agreement, as stated in DFARS 227.7202, and the terms of this Agreement shall supersede any conflicting 
contractual term or conditions. 
 
5. MAINTENANCE AND SUPPORT FOR SOFTWARE AND RETIRED SOFTWARE.   
 
5.1 MAINTENANCE AND SUPPORT TERMS.  Except with respect to Retired Software, Hyland will provide Maintenance 
and Support in accordance with the Maintenance and Support Prioritization Attachment attached hereto.  
 


(a) Technical Support Services.  Hyland will provide telephone or online technical support related to problems 
reported by Customer and associated with the operation of any Software, including assistance and advice related to the operation 
of the Software. Technical Support Services are not available for Retired Software.   
 


(b) Error Correction Services.  With respect to any Errors in the Software which are reported by Customer and 
which are confirmed by Hyland, in the exercise of its reasonable judgment, Hyland will use its reasonable efforts to correct the 
Error, which may be effected by a reasonable workaround.  Hyland shall promptly commence to confirm any reported Errors after 
receipt of a proper report of such suspected Error from Customer.  Hyland may elect to correct the Error in the current available or 
in the next available commercially released version of the Software and the Resolution may require the Customer to implement an 
Upgrade and Enhancement to obtain the correction. Error Correction Services are not available for Retired Software. 
 


(c) Reporting Policies and Procedures Applicable to Technical Support Services and Error Correction Services.  
 
(1) Customer Reporting Requirements.  In requesting Technical Support Services and Error Correction 


Services, Customer will submit such requests through Hyland’s secure end user website, the details of which will be 
separately provided to Customer. Once such request is submitted through the end user website, Customer may call for 
Level 1 or Level 2 Severity Levels (support numbers are available through Hyland’s secure end user website). In the case 
of reporting an Error, Customer will provide Hyland with as much information and access to systems as reasonably 
possible to enable Hyland to investigate and attempt to identify and verify the Error.  Customer will work with Hyland 
support personnel during the problem isolation process, as reasonably needed.  Customer will notify Hyland of any 
configuration changes, such as network installation/expansion, Software upgrades, relocations, etc.   
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(2) Hyland Response Procedures.  Hyland shall respond to all Technical Support Services requests and 


Error Correction Services requests in accordance with the Maintenance and Support Prioritization Attachment.  With 
respect to Errors: (a) Hyland will respond based on the confirmed severity level of an Error; (b) Hyland may reclassify 
Errors as it learns information about such Errors during the resolution process; and (c) Hyland’s obligation for a reported 
Error concludes upon delivery of a Resolution in accordance with the Maintenance and Support Prioritization 
Attachment. 


 
(d) Upgrades and Enhancements.  Hyland will provide, in accordance with Hyland’s then current policies, as set 


forth from time to time on Hyland’s secure end user web site (currently www.hyland.com/community), all Upgrades and 
Enhancements, if and when released during the term of this Schedule.  Upgrades and Enhancements are not available for Retired 
Software. 
  
5.2 EXCLUSIONS.   
 


(a) Generally.  Hyland is not responsible for providing, or obligated to provide, Maintenance and Support under 
this Agreement:  (1) in connection with any Errors or problems that result in whole or in part from any alteration, revision, change, 
enhancement or modification of any nature of the Software, or from any error or defect in any configuration of the Software, which 
activities in any such case were undertaken by any party other than Hyland; (2) in connection with any Error if Hyland has 
previously provided corrections for such Error which Customer fails to implement; (3) in connection with any Errors or problems 
that have been caused by errors, defects, problems, alterations, revisions, changes, enhancements or modifications in the database, 
operating system, third party software (other than third party software embedded in the Software by Hyland), hardware or any 
system or networking utilized by Customer; (4) if the Software or related software or systems have been subjected to abuse, misuse, 
improper handling, accident or neglect; or (5) if any party other than Hyland, or an authorized subcontractor specifically selected 
by Hyland, has provided any services in the nature of Maintenance and Support to Customer with respect to the Software. 
Maintenance and Support does not include any services that Hyland may provide in connection with assisting or completing an 
upgrade of Software with any available Upgrade and Enhancement. 
 


(b) Work Products.  Maintenance and Support is not provided for any Work Products (as defined in the Professional 
Services Schedule); however, if Customer desires Maintenance and Support regarding the operation or use of such Work Products, 
Customer may request such Maintenance and Support and the parties may agree to enter into a Services Proposal for such 
Maintenance and Support in accordance with the terms of the Professional Services Schedule.  
 


(c) Excluded Software and Hardware.  This Schedule does not govern, and Hyland shall not be responsible for, 
the maintenance or support of any software other than Software, or for any hardware or equipment of any kind or nature, whether 
or not obtained by Customer from Hyland. 
 
5.3 CERTAIN OTHER RESPONSIBILITIES OF CUSTOMER.   
 


(a) Operation of the Software and Related Systems.  Customer acknowledges and agrees that it is solely responsible 
for the operation, configuration, supervision, management and control of the Software and all related hardware and software 
(including the database software).  Customer is solely responsible for: obtaining or providing training for its personnel; taking 
appropriate measures to isolate and backup or otherwise archive its computer systems, programs, data or files; and instituting 
appropriate security procedures and implementing reasonable procedures to examine and verify all output before use.  
 


(b) Access to Premises and Systems.  Customer shall make available reasonable access and use of Customer’s 
premises, and online access to Customer’s computer hardware, peripherals, Software and other software as Hyland deems necessary 
to diagnose and correct any Errors or to otherwise provide Maintenance and Support.  Accordingly, Customer shall install and 
maintain means of communication and the appropriate communications software as mutually agreed upon by Hyland and Customer 
and an adequate connection with Hyland to facilitate Hyland’s on-line Maintenance and Support.  Such right of access and use 
shall be provided at no cost or charge to Hyland. 


 
5.4 PROFESSIONAL SERVICES FOR PROJECTS NOT COVERED BY TECHNICAL SUPPORT SERVICES OR 
ERROR CORRECTION SERVICES.  If Customer requests Professional Services which are outside the scope of Technical Support 
Services or Error Correction Services, Customer agrees that such services shall not be covered by this Section 5 and such services 
only shall be engaged pursuant to a Services Proposal under an applicable Professional Services Schedule. 
 
5.5 IMPLEMENTATION OF UPGRADES AND ENHANCEMENTS TO REGULATED PRODUCTS. Customer 
acknowledges and agrees that for regulatory compliance purposes, Customer may be required to engage Hyland under a Services 
Proposal to implement Upgrades and Enhancements to a regulated product.  If Hyland offers a self-service option for implementing 
Upgrades and Enhancements to a regulated product, and the Customer chooses this option, Customer agrees to comply with the 
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training, reporting, and documentation requirements established by Hyland to ensure that the implementation is performed and 
documented as required by applicable regulations. 
 
6. LIMITED WARRANTY FOR SOFTWARE 
 
6.1 Software Warranty.  For a period of sixty (60) days from and including the date a Software module listed in the Purchase 
Table Schedule identifying the Software licenses initially purchased by Customer under this Schedule, has been Delivered to 
Customer, and for a period of sixty (60) days from and including the date any other Software module has been Delivered to 
Customer, Hyland warrants to Customer that such Software module, when properly installed and properly used, will function in all 
material respects as described in the Documentation.  The terms of this warranty shall not apply to, and Hyland shall have no 
liability for any non-conformity related to:  (a) any Retired Software modules; or (b) any Software module that has been (i) modified 
by Customer or a third party, (ii) used in combination with equipment or software other than that which is consistent with the 
Documentation, or (iii) misused or abused.   
 
6.2 Remedy.  Hyland’s sole obligation, and Customer’s sole and exclusive remedy, for any non-conformities to the express 
limited warranties under Sections 6.1 shall be as follows: provided that, within the applicable period, Customer notifies Hyland in 
writing of the non-conformity, Hyland will either (a) repair or replace the non-conforming Software module, which may include 
the delivery of a reasonable workaround for the non-conformity; or (b) if Hyland determines that repair or replacement of the 
Software module is not practicable, then terminate this Agreement with respect to the non-conforming Software module, in which 
event, upon compliance by Customer with its obligations under Section 8.2 of this Schedule, Hyland will refund any portion of the 
Subscription Fees paid prior to the time of such termination with respect to such Software.  
 
7. INFRINGEMENT INDEMNIFICATION. 
 
7.1 Generally.  Hyland agrees to indemnify Customer against all liability and expense, including reasonable attorneys’ fees, 
arising from or in connection with any third party claim, action or proceeding instituted against Customer based upon any 
infringement or misappropriation by the Software of any patent, registered copyright or registered trademark of a third party that 
is enforceable in the United States, provided that Hyland:  (a) is notified immediately after Customer receives notice of such claim; 
(b) is solely in charge of the defense of and any settlement negotiations with respect to such claim, provided that Hyland will not 
settle any such claim without the prior written consent of Customer if such settlement contains a stipulation to or admission or 
acknowledgement of any liability or wrongdoing on the part of Customer or otherwise requires payment by Customer; (c) receives 
Customer’s reasonable cooperation in the defense or settlement of such claim; and (d) has the right, upon either the occurrence of 
or the likelihood (in the opinion of Hyland) of the occurrence of a finding of infringement or misappropriation, either to procure 
for Customer the right to continue use of the Software, or to replace the relevant portions of the Software or with other equivalent, 
non-infringing portions. 
 
7.2 Removal and Refund.  If Hyland is unable to accomplish either of the options set forth in Section 7.1(d), Hyland shall 
remove the infringing portion of the Software and refund to Customer the “unused portion of prepaid Subscription Fees” (as defined 
below) paid by Customer, with respect to the infringing portion of the Software.  For these purposes, the “unused portion of the 
prepaid Subscription Fees” shall mean an amount equal to the total Subscription Fees paid by Customer for the infringing portion 
of the Software for the term (or applicable twelve-month period within the Initial Term) during which such removal occurs, 
multiplied by a fraction, the numerator of which shall be the number of full calendar months remaining during the term (or 
applicable twelve-month period within the Initial Term) during which such removal occurs, and the denominator of which shall be 
twelve (12).  


 
7.3 Exclusions.  Notwithstanding anything to the contrary, Hyland shall have no obligation to Customer to indemnify any 
claims made against Customer and otherwise described in Section 7.1 that arise from:  (a) use of the Software by Customer other 
than as expressly permitted by this Agreement; (b) the combination of the Software with any product not furnished by Hyland to 
Customer; (c) the modification or addition to of the Software other than by Hyland or any of its authorized solution providers 
specifically retained by Hyland to provide such modification or addition; or (d) the Customer’s business methods or processes.  
 
7.4 THIS SECTION 7 STATES HYLAND’S ENTIRE LIABILITY AND THE SOLE AND EXCLUSIVE REMEDY OF 
CUSTOMER WITH RESPECT TO ANY ALLEGED INFRINGEMENT OR MISAPPROPRIATION OF INTELLECTUAL 
PROPERTY OR PROPRIETARY PROPERTY BY THE SOFTWARE. 
 
8. TERM; TERMINATION.   
 
8.1 TERM.  Subject to the early termination provisions below, the initial term of this Schedule will be the three (3) year 
period that commences on the Effective Date (the “Initial Term”); and such term will automatically renew thereafter for successive 
terms of one (1) year each, unless and until either party provides at least thirty (30) days advance written notice of non-renewal, in 
which case this Schedule shall terminate at the end of the then current term. Either party may terminate this Schedule pursuant to 
Section 1.2.2 of the General Terms; Section 1.2.1 of the General Terms shall not apply to this Schedule. 
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8.2 Additional Effects or Consequences of Termination.  In addition to Section 1.3 of the General Terms Schedule, upon any 
termination of this Software License and Maintenance Schedule - Subscription in its entirety, any license to use the Software will 
automatically terminate without other or further action on the part of any party; and Customer shall immediately: (a) discontinue 
any and all use of the Software and Documentation; and (b) either (1) return the Software and Documentation to Hyland, or (2) 
with the prior permission of Hyland, destroy the Software and Documentation and certify in writing to Hyland that Customer has 
completed such destruction.  
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MAINTENANCE AND SUPPORT PRIORITIZATION ATTACHMENT 
 
Severity 
Level 


Description Hyland Response  


Level 1 “Level 1” means any Error that causes 
total or substantial Software failure, 
which means that the Software is 
down and Customer is unable to 
access the Software in any way within 
their production environment.   


Upon receiving notification from Customer, Hyland’s Technical Support 
contact will immediately notify a support Manager.  Within thirty (30) minutes, 
the Manager will notify a member of Senior Management or a Vice President.  


If there is no Resolution within two (2) hours of the Customer’s notice, Hyland 
will place the Customer on the High Visibility Ticker (HVT).   


If there is no Resolution within four (4) hours of the Customer’s notice or by 
the end of business of that day, Hyland will designate the Error as Code 
Blue.  Designation as Code Blue means a resolution team is immediately 
formed for the Level 1 Error and the resolution team provides continuous 
updates on all issues of change or status to all C-Level Executives and Vice 
Presidents of Hyland, and all of Hyland employees are made aware that the 
Customer is on Code Blue. 


To provide a Resolution, Hyland will match the Customer’s effort, up to and 
including 24 hour days, 7 days a week, through holidays and weekends until 
there is a Resolution. 


Level 2 “Level 2” means an Error that causes 
substantial Software failure which 
prevents a portion of Customer’s 
users from accessing the Software in 
any way within the production 
environment.   


Upon receiving notification from Customer, Hyland’s Technical Support 
contact  will notify a support Manager within sixty (60) minutes.  Within two 
(2) hours, the Manager will notify a member of Senior Management or Vice 
President.  


If there is no Resolution by the end of business on that day, Hyland will place 
the Customer on Hyland’s High Visibility Ticker.   


If there is no Resolution within twenty-four (24) hours of Customer’s notice, 
Hyland will designate the Error as Code Blue. 


To provide a Resolution, Hyland will match Customer’s efforts up to 24 hour 
days, 7 days a week, through holidays and weekends until there is a Resolution.   


Level 3 “Level 3”  means that the Software is 
usable except that an Error causes an 
ongoing, system-wide, severe 
performance degradation. 


To provide a Resolution, Hyland will match Customer’s efforts up to 5 
days/week, 16 hours/day, through holidays and weekends until there is a 
Resolution.   


Level 4 “Level 4”  means that the Software is 
usable except that an Error prevents a 
specific feature or functionality from 
working. 


To provide a Resolution, Hyland will use reasonable efforts during regular 
support hours.   


Level 5 “Level 5” means that the Software is 
usable except that an Error causes a 
trivial inconvenience and the task can 
be completed in another way  


Standard Maintenance and Support. 


Level 6 “Level 6” means Technical Support 
Services.   


Standard Maintenance and Support. 


 
*Notwithstanding the above, Maintenance and Support for the Pacsgear Software is limited to the following hours: 
- for Customers in Europe: 8:00-5:00 UK Time (GMT +1) 
- for all other Customers: 7:00-7:00 Central Time 
 
 





		PURCHASE TABLE (SAAS)

		INITIAL COMPONENTS OF HYLAND CLOUD SERVICE
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ONE 
CONTENT 


REPOSITORY


Security


Enterprise applications


ERP
SIS


LMS


CRM


HIGHER EDUCATION SOLUTION AREAS


ON-PREMISES CLOUD


One platform Unlimited potential







Simplify your IT environment and reduce information silos 
with OnBase, a single enterprise information platform for 
managing content,  processes and cases.
OnBase provides these capabilities on a single platform:


Enterprise Content Management (ECM) 
A market leader in ECM*


Case Management 
An award-winning and analyst-recognized case 
management platform**


Business Process Management (BPM) 
Includes a highly-configurable workflow engine


Capture 
A multi-channel capture software suite


Enterprise File Sync and Share (EFSS) 
Available with ShareBase, a complementary 
offering designed to interact with OnBase 


All solutions and applications built on OnBase are available  
on-premises or in the cloud and benefit from these core 
platform strengths:


Mobile 
Native apps developed for iPad®, iPhone®, 
Android® and Windows® Phone 


Integrations 
Configurable tools to integrate with any 
application, including cloud-based applications


Security 
Native security options protect your information 
at rest, in motion and in use


With OnBase “One” means “One.” The OnBase platform is 
not a collection of separate products presented under one 
brand or offered by the same vendor. OnBase is truly  
a single technology platform sharing one database, content 
repository and codebase. OnBase gives you one platform to 
install, upgrade, secure, protect and integrate, instead  
of a diverse portfolio of different information technologies  
to manage.


One platform Unlimited potential
The OnBase platform provides the foundation for solutions 
across your enterprise. OnBase has transformed thousands 
of organizations in multiple industries around the world, 
empowering them to become more agile, efficient and 
effective. 


One platform offers you:


Unlimited potential solutions
By combining multiple capabilities on one      
highly-configurable and scalable platform, OnBase 
supports an unlimited number of solutions – from 
industry-specific applications unique to your 
organization to shared services solutions common 
across all industries. Hyland, creator of OnBase, 
and our global partner network bring decades of 
industry experience to the design, implementation 
and support of your solutions.


Unlimited potential to grow
Whether starting in a single department or 
deploying an enterprise-wide solution, it’s 
easy to enhance existing solutions and add 
new departments as your needs change and 
your organization evolves. OnBase scales to 
support tens of thousands of users and trillions 
of documents on a single deployment, meaning 
you will never outgrow your OnBase system.


Unlimited potential for the future
With new OnBase version releases every 
year, your solutions benefit from the latest 
technology innovations and stay up-to-date 
with industry trends and compliance regulations. 
OnBase was designed from the ground up to be 
the most comprehensive, innovative, intuitive, 
best-performing enterprise information platform 
on the planet.


To see if OnBase is right for you, visit  
OnBase.com/HigherEd. 


*Gartner Magic Quadrant for Enterprise Content Management; The Forrester Wave™: ECM 
Transactional Content Services, Q3 2015


**WfMC Global Awards for Excellence in Case Management; The Forrester Wave™: Dynamic Case 
Management, Q1 2016
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The Hyland Cloud is a secure, privately-managed cloud platform that is custom-designed to host content services for Hyland. 
It is the hosting architecture of choice for our enterprise information platforms, OnBase and Perceptive Content, as well as for 
Brainware, our intelligent capture platform. The Hyland Cloud serves as the platform for Hyland native cloud 
applications, including ShareBase, a content collaboration platform. It also hosts Guardian,  a human resources (HR) compliance 
solution. Whether multi-instance or multi-tenant, the Hyland Cloud offers a custom-tailored approach to hosting content services.


DEPEND ON THE HYLAND CLOUD


SAFE. SECURE. RELIABLE.


ONBASE  
OnBase is designed to coordinate the content, processes 


and cases that fuel every organization. This leading platform 


nimbly manages mission-critical data, proprietary and sensitive 


documents and public-facing information through the entire 


information lifecycle. The full functionality of OnBase is available 


in the Hyland Cloud.


SHAREBASE 
ShareBase is a multi-tenant, secure content sharing, collaboration 


and storage solution. It extends the power of other Hyland 


applications, like OnBase, by extending the reach of content 


services beyond the organization.


PERCEPTIVE CONTENT 


Perceptive Content is a content and process management suite 


from Hyland. It is a scalable content services platform that 


manages the entire content lifecycle, from capture to disposition.


BRAINWARE 


Brainware leverages artificial intelligence to automatically classify 


incoming content, extract important information and validate data 


before seamlessly updating all relevant systems 


GUARDIAN 
Guardian, a LawLogix solution, is an end-to-end electronic I-9 


compliance software that also assist with E-Verify.


HYLAND CLOUD CERTIFICATIONS
Your content is your content — no one else’s. It resides in data centers that meet or exceed required security standards, so only you can access it. 


 � SOC 1 and 3 or 2 audited


 � ISO 27001 certified  
(or local equivalent)


 � TIA Tier 3 or 4  


(or equivalent)


Data Centers


 � SOC 2 and 3 audited


 � Cloud Security Alliance registered


 � ISO 27001


 � PCI


 � NIST


 � 800-53


 � Restricted physical access


 � Rigorous internal reviews


 � CSA STAR Registrant


Hyland Cloud Services


Hyland’s rigorous security controls 


and governance oversight can 


help you meet your compliance 


requirements, like:


Compliance


 � HIPAA


 � NIST


 � GDPR


 � PCI


 � ISO


 � FDIC


 � FINRA


 � GCIS


 � And more


YEARS


15+


PRACTICE MAKES PERFECT
Years of experience and billions of documents stored in the Hyland 


Cloud make for a mature and sophisticated solution platform.


 documents and counting


NINE BILLION


HYLAND CLOUD SERVICES
Certified cloud experts in security, 


infrastructure, network, development, 


support, compliance, database services, 


operations and additional areas administer 


and maintain solutions for Hyland Cloud 


customers 24/7/365.


CERTIFIED CLOUD EXPERTS







INDIVIDUAL ENCRYPTION PROTECTS 
DATA IN ALL STATES


All documents stored in the Hyland Cloud 


are encrypted using a unique 256-bit AES 


encryption key. Data is protected while in use, 


in transit and at rest—and is kept separate 


from other organizations’ content at all times.


HYLAND CLOUD PLATFORM


10 petabytes
SCALABLE FOR 
BUSINESS GROWTH


SMALLEST CUSTOMERS:
<1 gigabyte


LARGEST CUSTOMER:
56 terabytes


As businesses evolve, their storage 


needs often grow. Small business to 


enterprise storage requirements are 


accommodated in the Hyland Cloud.


HYLAND CLOUD USERS  
OnBase + ShareBase


1.2 MILLION
and growing!


DATA AVAILABLITY


Reliable, accredited data centers provide the 


highest levels of availability and uptime.


With industry-leading Recovery Point 


Objective (RPO) and Recovery Time Objective 


(RTO) commitments.


99.99% uptime


24/7/365


30+ MILLION LOGINS EACH MONTH


HIGHER 
EDUCATION


GOVERNMENT
COMMERCIALFINANCIAL 


SERVICES


INSURANCEHEALTHCARE


LIMITLESS INDUSTRY POSSIBILITIES
The Hyland Cloud accommodates organizations with even the toughest regulations and most stringent SLA requirements.


• Desktop browser


• Mobile device


ACCESS POINTS


AVERAGE NUMBER OF DOCUMENTS INGESTED ACROSS 
CUSTOMER BASE PER:


TOTAL NUMBER OF WORKFLOW LIFECYCLES 
AND QUEUES ACROSS CUSTOMER BASE


ACCESS YOUR INFORMATION HOWEVER YOU WANT
Your users want to access their documents and workflows wherever they are, 


whenever they need. The Hyland Cloud gives users this flexibility.


2.1 MILLIONDAY 65.6 MILLIONMONTH 788 MILLIONYEAR 11,200LIFECYCLES 58,000QUEUES


USERS AROUND THE GLOBE MEETING UNIQUE REQUIREMENTS
Your data is stored in-region, and you always have complete visibility into precisely where your data is located. In accordance 


with this philosophy, the Hyland Cloud accommodates requirements from organizations around the world.


HYLAND CLOUD 
CUSTOMERS


ORGANIZATIONS 
USING SHAREBASE


COUNTRIES  
WITH HYLAND CLOUD 


CUSTOMERS


1,175+ 240+42
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Learn more at: Hyland.com/Cloud »


United States | Canada | Mexico  | United Kingdom


European Union | Australia  |  New Zealand


WORLDWIDE DATA CENTERS



https://www.hyland.com/Cloud
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WE’VE GOT YOUR BACK. 
Thanks for being part of the Hyland family. As an OnBase customer, 
we’ve got a lot of resources for you to take advantage of that’ll help  
you become an expert OnBase user. Here’s an overview:


IT EXECUTIVE ADVISORY BOARD
The Higher Education IT Executive Advisory Board 
is a representative group of executives that meet 
quarterly to offer advice on the higher education 
direction of OnBase. This board is made up of 
customer and non-customer executives to elicit input 
and guidance. Through these conversations, Hyland 
will generate ideas and validate functionality to 
ensure we as a company are in sync with customers’ 
technology and institutional plans.


ONBASE COMMUNITY 
Our online user forum is the place to connect with 
other customers and employees. By combining a 
powerful networking and conversation tool with 
vetted expert knowledge from dedicated contributors, 
OnBase Community helps you grow your expertise 
and deliver more value with OnBase. As a member  
of OnBase Community, you’ll:


•   Stay up to date with hundreds of expertly  
authored blogs


•   Collaborate in Q & A forums


•   Access the newest resources, like downloadable  
module reference guides, help files and  
product overviews 


www.OnBase.com/Community


MY ONBASE PLANNER 
Meet your go-to tool to view the full breadth of 
OnBase solutions. With a few clicks, you’ll be able to 
see which solutions you already own and which other 
solutions you could add to your portfolio to maximize 
your investment in OnBase. Delve further into the 
site to add notes about the solutions that interest you 
as you develop your OnBase roadmap and strategize 
your upgrade path. 


www.MyOnBasePlanner.com


ONBASE USER GROUPS
This is where OnBase users come together to share 
ideas, engage in valuable dialogue and provide 
feedback about increasing organizational effectiveness 
and efficiency through technology. With immediate-
action takeaways, these dedicated user group forums 
allow you to acquire operational knowledge to bring 
added value to your organization. Every OnBase User 
Group features a dedicated website and access to 
member-only forums, live and recorded webinars and 
presentations, and, of course, invaluable networking. 
 
To request membership to one (or more) of our 
OnBase User Groups, visit the User Groups tab on 
OnBase Community.


www.OnBase.com/Community/UserGroup


ONBASE CUSTOMER RESOURCES


User Groups



https://www.onbase.com/community/login?ReturnUrl=%2Fcommunity

http://www.myonbaseplanner.com/

https://www.onbase.com/community/login?ReturnUrl=%2Fcommunity%2Fusergroup%2F





ONBASE TRAINING 
The choice is yours. We offer web-based, classroom  
and onsite training courses. Review our full course 
schedule, learn about our OnBase certification 
program or browse the web-based training that’s 
available to you right now. You can even filter the 
results by expertise level or OnBase role to easily find 
the courses best-suited to you. 


www.Training.OnBase.com


ONBASE PREMIUM SUBSCRIPTION
Take your training to the next level. Designed to 
provide you and your organization around-the-clock 
access to a growing gallery of on-demand training 
courses, OnBase Premium Subscription is available 24 
hours a day, 7 days a week. Benefits include:


•   Access Options  
With one subscription, your entire organization 
may access 200+ hours of OnBase technical 
training (and more!) in the Premium Subscription 
Gallery. Choose on-demand training to make your 
Premium Subscription available 24/7/365. There are 
no limits to the number of courses you can take, 
or the number of times you take them. It’s OnBase 
training anytime, anywhere.


•   Trackable Results  
Regardless of which way you subscribe, we’ll record 
each training course you complete, making it the 
best professional development tool available. Reports 
enable you to track your team’s progress, too.


•   Team Development  
Creating an OnBase professional development plan 
for a number of key OnBase roles has never been 
easier. Choose from beginner to advanced courses 
to create customized plans for the members of 
your team. 


www.Training.OnBase.com/Premium


ANNUAL ONBASE EVENTS
Hyland’s in-person conferences provide unlimited 
opportunities for OnBase customers to increase their 
expertise and grow their OnBase network, all while 
having a little fun. 


COMMUNITYLIVE 
Each year, more than 1,500 OnBase end users, 
developers, executives and experts from industries 
all around the world gather for Hyland’s annual 
technology conference. 


Much more than an OnBase user conference, 
CommunityLIVE is the one place to go to learn how 
every department in your organization can work 
better, smarter and faster. At CommunityLIVE, you’ll:


•   Network with peers in similar industries and 
departments


•   Learn how other OnBase customers optimize their 
business processes


•   Get hands-on experience with the latest OnBase 
innovations


•   Connect with OnBase executives, experts  
and developers


•   Attend targeted sessions and training classes for all 
levels of OnBase knowledge


www.CommunityLive.OnBase.com


TECHQUEST
Presented three times a year at Hyland’s world 
headquarters in Westlake, Ohio, TechQuest 
conferences offer OnBase professionals an in-depth 
experience to “test drive” the latest OnBase features 
and functionality. Learn from and be inspired by the 
OnBase engineers and trainers who’ll present more 
than 70 sessions. With extensive hands-on labs and 
interaction with OnBase experts and OnBase users 
from around the world, you’ll gain the knowledge you 
need to build the best solutions possible.


www.Training.OnBase.com/TechQuest
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HYLAND OVERVIEW 
Hyland is a leader in providing software solutions for managing content, processes and cases for 
organizations across the globe. For 25+ years, Hyland has enabled 20,000+ customers digitize their 
workplaces and fundamentally transform their operations.  
 


 
We thrive on new ideas and diverse perspectives. Our mission is to help our employees, customers 
and partners achieve their full potential. We believe Hylanders can accomplish anything when they 
have the freedom to innovate, be creative and embrace the future. That, and an intense dedication to 
our core values, is what our award-winning software is built on. 
 
Our customers continue to see the ongoing value of partnering with us. Hyland is a high-value, low-risk 
Company built on stability and focus, as evidenced by our industry leading customer retention rates and 
year-after-year double-digit growth. Named one of Fortune’s Best Companies to Work For® since 2014, 
Hyland is widely known as both a great company to work for and a great company to do business with. 
For more information, please visit www.hyland.com 
 


Our Global Partner Program 
Hyland establishes strategic partnerships to support the diverse needs of our customer organizations. 
An exclusive network of authorized solution providers, strategic alliance partners, integration partners 
and original equipment manufacturers help us to provide holistic resources and expertise to our global 


customer base.  
 


Corporate Responsibility 
When we started building software in 1991, doing what’s best for our 
employees and customers was second nature. As we’ve grown to a 
company of more than 3,300+ employees, we are thankful that we 
have the opportunity make an even bigger impact on our communities 
as we sustain a culture that fosters generosity of spirit. 
 
It is our privilege to forge meaningful, long-term ties with the 
customers, partners, students, educators and non-profit organizations that shape our vision and values. 
These relationships make us who we are a united, engaged workforce that is dedicated to being a 
positive presence around the globe. 


   
25+ 26+ 20,000+ 
Years Countries Hyland Customers 



http://www.hyland.com/
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Hyland Focus 


 


Customers 


Our customers are our partners. It is not just something we say, it is how we do 
business. From the moment a customer decides to work with Hyland, they have 
access to experienced professionals that will help them simplify existing 
processes, deploy software, complement existing business systems and provide 
support for the life of their enterprise information platform. 


 


Software 


By solving business need that rely on documents, content and people, Hyland 
solutions help organizations run better, smarter and faster. Hyland provides 
enterprise content management (ECM), Customer Communication Management 
(CCM), case management, business process management (BPM), records 
management and capture all on a single database, code base and content 
repository. 


Enterprise file-sharing, also called Enterprise File Sync and Share (EFSS), 
provides secure, cloud-based sharing while ensuring your organization retains 
ownership and control. 


 


Services 


Hyland solutions are delivered by people with proven industry expertise in various 
industries including Financial Services, Government, Healthcare, Higher 
Education, Insurance, Manufacturing, Retail and Wholesale Distribution markets. 


Hyland provides a wide range of professional services including data conversion, 
information management, consulting, training and document imaging services, 
among others. These services enable our customers to fully maximize their 
existing technology investments and take full advantage of their Hyland 
partnership. 


Hyland offers deployment options including on-premises (perpetual or 
subscription) and hosted (perpetual and subscription) to best meet your 
organization’s needs. Customers can also move between these options as needs 
change or the business grows. 
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Your Partner in Digital Transformation 
With technology this intuitive, organizations can focus on what they do best. Our mission is to empower 
efficiency and agility so our customers can grow and innovate with confidence. 
 
Managing information doesn’t have to be complicated. Hyland helps organizations world-wide handle 
their most critical content and processes with flexible, configurable software solutions. Below are some 
of our products and services: 
 


Brainware 


Intelligent Capture forms a complete document 
processing system that combines automatic 
document classification, extraction and validation 
as well as archiving and uploading of data into 
many ERP system. 


Perceptive Portfolio 


Hyland acquired the Perceptive business unit in 
2017 with the complete line of products including 
Perceptive Content, Brainware, Saperion ECM 
and additional products. 


Enterprise Search 


It is a stand-alone, web-based application that 
provides search capabilities across enterprise 
systems and repositories including file systems, 
file transfer protocol/secure file transfer protocol, 
websites, Exchange, SharePoint, social media 
and more. 


Hyland Healthcare Enterprise Imaging 


Hyland Healthcare's Enterprise Imaging solutions 
help healthcare providers centralize, manage 
and exchange both DICOM and non-DICOM 
images for easier access both inside and outside 
the health system. 


Content Composer 


It provides a complete customer communication 
management (CCM) solution and is designed to 
integrate with enterprise applications and office 
productivity software. 


ShareBase 


Is an enterprise cloud-based sharing product that 
provides secure, cloud-based sharing while 
ensuring your organization retains ownership 
and control. 


LawLogix 


It provides end-to-end I-9 compliance and best-
in-class immigration case management solutions 
for HR professionals and immigration 
practitioners. 


Hyland Cloud 


Hyland Cloud is secure, privately managed and 
custom designed to serve as hosting architecture 
for Hyland’s cloud offerings. 


OnBase 


It is a single enterprise information platform for 
managing content, processes and cases, uniting 
all your critical systems and information. One 
platform.  Unlimited potential. 


Hyland Global Services 


It serves as a trusted advisor to our diverse 
customer organizations through design, 
implementation and ongoing support and best 
practices. 


Learn more about our products and services, visit us on the web at: www.hyland.com/what-we-do   


  



http://www.hyland.com/what-we-do
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Customer First Commitment 
At Hyland, our customers are our partners. Hyland’s Customer Experience Center encourages 
everyone at Hyland to think “customer first” and be inspired to always do the right thing at the right time. 
By following the five Tenets of Customer First, we recognize that your organization’s success is our 
organization’s success. 
 
Hyland truly values feedback from our customers and wants to hear from you. Our Customer First 
Commitment is the foundation for our customer-centric mindset becoming ingrained into the very fiber 
of Hyland’s culture. There are Five Customer First Tenets that everyone at Hyland works to apply to our 
daily work.  
 


These tenets relate to providing exceptional customer service: 


▪ All Hyland employees will be reliable channels for customer communications. 


▪ We encourage all feedback – the good, the bad and the ugly. 


▪ We recognize that every customer is unique in their challenges and preferences. 


▪ Our primary objective is to set your organization up for success. 


▪ We will put ourselves in your shoes through every upgrade, software bug and support issue. 


 
Our goal is to be your advocate. The strategies that we develop are always with you in mind. We work 
daily to meet your goals and exceed your expectations. 
 


  


Engage Listen Empathize Empower Advocate 
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Our Core Values 
These five core values are the foundation of how we do business – we want you to know what you can 
expect in choosing to partner with us. 
 
 


     


 
INTEGRITY 


 
We conduct 


ourselves with 
honesty, integrity 


and fairness in our 
relationships with 


our partners, 
customers, 


employees and 
shareholders. 


 


 
SOLUTIONS 


 
We deliver 


configurable 
business solutions 
that are intuitive 


to use. 


 
PARTNERSHIP 


 
Our customers are 


our partners. 


 
FAMILY 


 
Our employees are 


our family. 


 
PASSION 


 
We are motivated 


people passionately 
dedicated to the 
success of the 


company. 


     
 
 
Our core values aren’t just something hanging on a wall. These are things we strive to live each and 
every day. They help us create motion and propel Hyland forward.  
 
Our values are the cornerstone for how we make decisions and conduct our business. These values 
allow us to set and achieve aggressive growth targets.  We reward and incent based on these values. 
These values ensure we keep our word. 
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Diplomas, certificates, badges and transcripts 


all contribute to a lifelong record of learning and 


achievement. However, these records are often 


still paper-based documents that are slow to 


issue, easy to fake and expensive to verify with the 


average print time for diplomas from 4-6 weeks. 


In addition, many schools are now looking for 


alternative ways to issue paper-based diplomas 


and certificates in light of cancelled in-person 


commencement ceremonies. 


Hyland Credentials for Higher Ed provides a 


complete system to issue digital credentials for 


educational records, including diplomas, certificates 


and badges, in a blockchain-secured format that is 


shareable and instantly verifiable anywhere in the 


world — and as part of a comprehensive approach 


for virtual graduations. This innovative solution 


enables educational institutions to create and 


issue official records faster in a digital format and 


manage credentials that institutions and recipients 


co-own. Credentials can be viewed, shared and 


verified independent of any vendor network or 


proprietary software. 


By reducing time-consuming and costly paper-


based records, universities can improve efficiencies 


and record-keeping, combat fraud and enhance 


brand visibility while empowering students for a 


better experience.


HIGHER EDUCATION | SOLUTION OVERVIEW


HYLAND CREDENTIALS  
FOR HIGHER ED


Improve efficiencies, increase 
security and empower students







Hyland Credentials enables educational institutions to create and issue 
official records faster in a digital format and manage credentials that 
institutions and recipients co-own.


HIGHLIGHTS:
 � Leverage a no-code, complete solution for digital credentialing from 


issuance to authentication and verification 


 � Deploy digital diplomas for virtual graduations and  


commencement ceremonies 


 � Enable instant, independent digital verification of credentials 


via a secure, convenient and decentralized system powered by 


blockchain technology


 � Retain permanent records of credentials and manage lists of credential 


holders and contact groups


 � Empower students to quickly share their credentials with other 


institutions and employers


IMPACT:
 � Reduce paper-based processes and increase efficiencies without capital 


investment and programmatic overhaul


 � Provide students with the recognition and credentials they’ve earned 


on time and in a format they can proudly share with a fast, easy to 


implement solution


 � Prevent fraud and reduce risk with the Blockcerts open standard – the 


most secure digital document format in the world today


 � Improve record-keeping and enhance brand visibility with powerful 


marketing information on how often credentials are seen and shared


 � Strengthen employer/academic relationships as businesses may 


increasingly prefer digital credentials


 .


Learn more at Hyland.com/HigherEducation


©2020 Hyland Software, Inc. and its affiliates. All rights reserved. 



https://www.hyland.com/en/higher-education
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Introduction
THE VALUE OF THE DIGITAL WORKPLACE


Organizations employing content services are well-poised to quickly deliver digital solutions  
for today’s challenges.
Organizations around the globe are experiencing a new reality where the pace at which IT, business units and 


organizational leaders must transform current business processes to meet user needs is unprecedented. Every  


day you are challenged to meet growing user requirements for immediate, secure access to information from 


anywhere at any time.


This means you must make your organizational information and data-driven processes work better for your 


people and those you serve. And key opportunities exist to transform digital processes in every corner of your 


business with the content services technology you have in place. 


Many organizations want to take the next steps toward transformation, but may not know which path is the 


right one to best capitalize on their technology infrastructure, organizational goals, customer expectations  


and evolving requirements, including regulatory mandates and service level agreements (SLAs). 


  Hyland Global Services knows. 


Our teams have been honing methodologies to capitalize on organizational data and content for more than  


25 years. No matter how expansive the reach of your solutions, our industry-specific expert consultants are  


here to guide you to achieve transformative outcomes. 


Read on to understand where you are in terms of today’s benchmarks for digital maturity and how to get 


where you need to be.
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Consulting Services is your guide 
on the path to transformation
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Uncover opportunities with visibility into your people, processes and technologies.
There is often a very real gap between what is possible and what organizations do with existing resources. 


Additionally new digital capabilities are emerging every day, often disrupting the status quo across industries. 


Visibility into how to get the most out of emerging technologies, as well as technology you already own, will  


create differentiating opportunities for your organization.


INFORMATION ASSESSMENT


Understand where you are in terms of today’s digital capability benchmarks, and how to get  
to where you need to be.
An information assessment helps you strategically leverage existing Hyland solutions and content assets,  


and plan for the future.


During an information assessment, our Hyland consultants align your corporate strategies with business level 


initiatives, providing a blueprint for immediate and long-term success. They analyze the current state of your  


key processes, challenges, content-driven solutions, supporting governance structure and stakeholders in and 


outside of your organization.


The engagement documentation includes recommendations outlining specific tactics, milestones and roles to 


support optimization and expansion efforts, as well as identifies growth requirements and cost-benefit projections.


With a strategic 
plan in place, 
you have the 
blueprint to 
continually 
improve 
processes  
and delight  
your users.
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The information assessment really helped highlight 
some of the pain points that we were all incurring, 
but at the same time where we could start.


DEBORA KLINE 
SVP Strategic Projects, Civista Bank
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STRATEGIC WORKSHOP


A quick, hands-on workshop identifies solution opportunities and provides a roadmap for 
solution optimization, process improvements and quick wins.
Hyland customers often seek advice from Global Services consultants on how to enhance and optimize solutions 


already in place, or how to leverage their Hyland technology to improve additional processes or business areas. 


This is exactly what a strategic workshop helps you do; it is a quick accelerator to impactful outcomes for key 


areas of your business. 


Our consultants begin by analyzing your current processes and solutions, and with that visibility, provide 


recommendations for optimizing your solutions to yield high value quick wins. 


This interactive, one or two-day workshop includes activities and exercises to identify areas of focus and 


priorities, and can include a Hyland solution demo conducted on-site. Also included is a roadmap with an 


executive summary and prioritized list of recommendations — including time frames of short- and long-term 


milestones and best practices for a solution framework that tactically aligns with your strategic vision.


THE VALUE OF A ROADMAP


Industry-specific, expert recommendations that help you meet your goals. 
A tactical roadmap often accompanies consulting services including Information Assessments and Strategic 


Workshops. It provides prioritized recommendations for durations ranging from one to five years. It includes 


short term, actionable recommendations and, depending on the service, support of a long-term program vision. 


The roadmap often contains quantifiable cost estimations and cost-benefit analysis, defined milestones, change 


management tactics and risk assessments. It is a blueprint for your internal teams creating and augmenting 


solutions, as well as leaders determining business development trajectories and budgets, and ensuring  


successful user adoption.


This tool is a proven framework that supports your stakeholders at every level — from end users to leadership. 


Strategic, 
efficient 


discovery 
methodologies 


and proven 
tools yield clear 


next steps for 
high-impact 
quick wins. 
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CHANGE MANAGEMENT


Strategic consulting addresses the needs of your organization’s unique culture, and uses 
proven methods to encourage user adoption of critical solutions.
You’ll always find staff who are resistant to change, especially if it involves processes that impact their daily 


work. When implementing any enterprise solution there will be functional day-to-day changes in individual 


roles, processes and technology.


We have learned from our more than 15,000 customers that project success rates significantly increase  


when the people who are impacted understand what is changing and why.


Our change management services provide a structured approach to managing the adoption of Hyland 


solutions that complements your organization’s culture and style. Even small adjustments can have a big 


impact on employee happiness and user adoption.


PROGRAM MANAGEMENT 


Keeping the big picture top of mind, a guided program provides visibility, control and  
guidance for all of your Hyland projects.
Our program management services enable you to plan and manage multi-year, or concurrent enterprise-wide 


projects with Hyland experts who are your steady point of contact for all of your content service endeavors. 


Program management provides visibility into individual projects and supports clear communication channels 


across all levels, yielding control and benefits not available from managing projects separately. 


These consulting engagements are led by Hyland experts who have a deep understanding of your industry, 


your goals and what steps to take to ensure successful outcomes for the critical solutions you deliver.


No matter where 
you are in your 
journey, we’ll 
ensure you’re 
well-positioned 
for secure, 
ongoing, optimal 
performance of 
your evolving 
content services 
solutions. 
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I think certainly [the effort] has helped us change our 
organization. And I think organizations that are going 
to be successful are organizations that are constantly 
evaluating and re-evaluating how they're doing things.


RICHARD J. DUTTON  
EVP, Chief Operating Officer, Civista Bank
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INFRASTRUCTURE, CAPACITY AND PERFORMANCE PLANNING


Proper planning ensures your Hyland solutions and the people they serve will be  
well-positioned to operate efficiently, securely and effectively now and into the future.
Without proper planning, the evolution or growth of your solutions can present challenges in areas such  


as infrastructure, database or solution configuration.


That's where our infrastructure consultants come in — performing deep dives into your infrastructure, 


database and configuration, and providing guidance in optimizing solutions of all scale. This can be especially 


valuable before implementation, following go-live and when planning for disaster recovery or high availability.


These assessment services require minimal time on your end and guide you with the specific actions required  


to maintain high performing, healthy solutions.


They’ve understood our 
solution, they understand 
what our needs are and 
they’ve been able to make 
the right design decisions 
— and help guide us the 
right way — to make sure 
the solution overall is the 
right fit for us.


HEMANT KOCHHAR 


Director, Appdev,  
Integration and Mobility,  
Coke One North America (CONA)


EBOOK | GUIDING YOU TO ACHIEVE YOUR GOALS, AT EVERY STEP


ConclusionIntroduction Consulting Services Managed Services Data Conversion Services Implementation Services Education Services







11 / 28


2,300  
unique engagements 


annually


1,300  
unique customers annually 


trust our services


90% 
of projects delivered on-time 


and within budget


14  
vertically aligned 


disciplines


11 years'  
experience on average for the 
leadership team dedicated to 


Hyland’s core values


Hyland Global Services
You know your business better than anyone; and we know content services for your industry. 
Trust your business to a content services market leader. 


28+  
years of growth


8 years'  
experience delivering Hyland 


solutions for the average consultant
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Hyland is definitely committed to SAIF’s success. I think 
at every level, we felt like we have a partnership, from our 
technical consultants and project managers, through the 
program managers, all the way up to even some of the 
executive leaders within Hyland.


SCOTT CLARK 
Technology Architecture Supervisor, SAIF
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Managed Services provide 
the exact resources you need, 
when and how you need them
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Maintaining and optimizing your solutions using Managed Services is a proactive and  
predictable method to ensure best-in-class capabilities that deliver accelerated ROI.
Today’s digital capabilities are evolving at an unprecedented pace and many organizations are choosing to  


employ managed services models for their content services solutions to ensure solutions stay current, optimized 


and high-performing.


Hyland’s Managed Services provide you the peace of mind that your solutions are expertly and securely managed, 


and that they’ll continue to deliver the service, customer experience and return on investment your people expect.


FLEXIBLE LEVELS OF SERVICE TO MEET YOUR RESOURCE NEEDS  
AND OPERATIONAL BUDGET


Our Managed Services offerings enable you to have the expert guidance and consulting you need, with a level  


of service and schedule that meets your requirements and operational budget. 


Levels of service range from a fully outsourced offering — where Hyland provides a dedicated team for transformative, 


end-to-end solution delivery and strategic planning — to a more assistive role, supporting your teams with system 


administration guidance, on-demand consulting, configuration assistance and solution design review.


 • Basic — You maintain ownership of your Hyland solution — our managed services are here to fill in technical  
gaps, and provide consultation resources as you need them.


 • Advanced — Hyland takes more ownership and leadership of system administration — as a true extension of  
your team. Providing pro-active configuration, best-practices, optimization, consultation and monitoring.


 • Premier — Hyland takes full ownership of your solution providing a dedicated team, incident management, 
strategic planning, upgrades and more — for a best-in-class solution.  


We’ve built these tiers from building blocks of services that have proven to deliver the biggest impact and  


most value. Components available in each tier can be custom-tailored to support your organization’s unique  


and specific goals.


I was able to focus on 
my priority projects…so 
working with Hyland was 
almost like having an extra 
worker that was available 
as I needed.


ELLIE BARRY 


Enterprise Content Manager,  
Dawn Foods
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HANDS-ON COLLABORATION, STRATEGIC CONSULTING AND ON-DEMAND 
ACCESS TO EXPERTS


With Managed Services, you’ll have tight collaboration with expert consultants for your industry. This 


includes semi-monthly status calls, quarterly solution reviews, reporting, on-demand assistance, strategic 


consulting, and change management guidance for user adoption. 


Our Managed Services consultants also have direct access to more than 600 specialty Global Services 


resources and experts. This means you have direct access to development, support and integration 


engineers, ensuring your solutions are high-performing and market-leading. 


PAIR YOUR EXPERTS WITH CONTENT SERVICES EXPERTS FOR  
BEST-IN-CLASS SOLUTIONS


It no longer makes sense to rely solely on in-house IT teams to take on the heavy lifting of content services 


strategy, solution delivery and optimization.


You know your business best and we know what tools and processes will help get you and your people 


there. Our team of experts help you stay on top of the newest Hyland software releases, updates, features, 


enhancements and integration capabilities, giving you the opportunity to continually optimize your 


solutions and attain faster ROI. 


With Managed Services, ensuring your solutions are always at the top of their game is an easy thing to do.


Managed 
Services enable 
you to achieve 


enhanced value 
at any time in 
your content 


services journey.
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Data Conversion Services 
eliminate uncertainty for your 
data migration, conversion 
and consolidation projects
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The Hyland team got 
us through a very long 
18 months, making the 
conversion as easy as it 
could possibly be.


SENIOR BUSINESS  
SYSTEMS ANALYST 


Not-for-profit, 400+ bed,  
academic healthcare organization  
Member of Epic Community Connect


We have the resources, expertise and proven capabilities to help you. 
Whether you need to turn a warehouse of paper into digital files, need to convert terabytes of data from silos 


or legacy repositories or need to migrate existing databases to a Microsoft® or Oracle® platform, we can help.


CONVERSION SERVICES


Experience matters; partner with our conversion experts to convert from legacy systems  
to Hyland solutions with confidence. 
We are seeing an increased need for our customers to convert large volumes of data from outdated systems 


to their Hyland platforms. 


This is not surprising because your enterprise documents and data are among your organization's most 


valuable assets. Leveraging the power of a modern content services platform to make your data work better 


for your organization and those you serve is critically important in today's digital world. 


Our dedicated Conversion Services teams can provide the expert guidance and support to enable you to 


convert with confidence. 


We have decades of industry experience delivering on-time, predictable conversion projects with minimal 


downtime. And our honed methodologies, conversion framework and tools bring visibility and 100 percent 


file accountability to the project, including proven change management techniques and guidance that  


ensure a smooth transition for your users. 


With multiple service levels — from extraction, to data-mapping, to a turn-key, comprehensive, end-to-end 


conversion service — we have the proven capabilities to meet your needs.
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DATA MIGRATION SERVICES


Simplify data migration from any system, to any system.
Make your organization’s digital content and data work better for you by consolidating data repositories and 


eliminating content and data silos that inhibit strategic data-sharing and automation. You’ll also eliminate the 


perpetual costs to maintain secure environments of systems that are no longer bringing the value you need.


Our Data Migration team has decades of experience extracting metadata and documents from legacy systems 


and transforming this data into a customized format that meets your needs. Helping you to minimize IT sprawl 


and improve return on investment (ROI) of your data and content management investments.


DATABASE PLATFORM MIGRATION


Trust the experts for critical, specialized database work.
You may find at some point that you’ll need to migrate Hyland enterprise solutions from one database 


platform to another, in order to accommodate growth or business requirements.


Our experts are here to help you execute your project securely and effectively. Certified on multiple platforms, 


including Oracle®, Microsoft® SQL Server® and Sybase®, we know the specific considerations when migrating 


Hyland solutions from one platform to the other.


It is people who 
enable great 


institutions to do 
great things. It’s 


true of your staff 
of experts and 
it’s true of the 


right technology 
partners. 
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Organizations who promote the ability to quickly access and deliver critical 
information at the time employees, customers and stakeholders need it will 
be best positioned to capitalize on emerging transformative opportunities.


Quickly achieve this by partnering with experts in data-driven, 
content services solution delivery.


IMAGING SERVICES


Eliminate your physical document backlog.
The faster your electronic documents are available to your business systems, the sooner your users and business processes 


will benefit. Instant access to time-sensitive documents, automated business process workflows and records management 


and accelerated case management are just a few of the benefits. 


It doesn’t make sense to keep your files in paper, film, or fiche format any longer. When you find that you need day-forward 


support, indexing or exception handling for a new business unit or process, or just need to have a backlog of files scanned 


and indexed, our Imaging Services have highly specialized teams who are committed to service and quality.
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Implementation Services enable 
you to deploy best-in-class 
content services solutions that 
are leading the industry
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Ensure your solution meets the needs of your internal and external users — and get  
it to market predictably.
We understand that you’re trusting us in not only for our technical abilities to deliver, but to be an extension  


of, and partner to, your organization for this transformational work.


IMPLEMENTATION SOLUTION DELIVERY


Rely on the experience of the professionals who have spent more than 25 years delivering  
the solutions you need.
Our Implementation Solution Delivery teams subscribe to a set of core principles to make every project  


successful for our customers. 


Our industry-aligned consultants and technical experts are dedicated to implementing best-in-class content 


services solutions that are leading today’s digital marketplace. They know the best methods to incorporate  


highly automated case management and workflow solutions, strategic advanced capture capabilities and  


secure integrations with major line-of-business systems.


It’s about more than technical expertise.
Proven project management is also an integral component to our service models. All Hyland professional services 


include expert project management that ensures your project stays on track and meets clearly defined goals. 


I think our relationship with 
Hyland helps give us a 
competitive advantage as 
we leverage the software 
that's incredibly important 
to deliver services.


KEN COLLINS 


Chief Information Officer, SAIF
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UPGRADE SERVICES


Protect your business by keeping your software secure, compliant and up-to-date.
Keeping your trusted enterprise software up-to-date with the latest version is one of the easiest methods to 


remain secure, compliant and resilient in this age of diverse information types, systems and mobile requirements.


Hyland’s product releases contain critical support and security features for the latest browsers, operating systems 


and database versions — as well as thousands of updates and customer-driven enhancements.


When you need assistance, guidance or access to content services experts to ensure your upgrade is efficient 


and optimal, we are here for you. Our professional services teams simplify upgrading to the latest version of our 


software, either through our Managed Services or through an Upgrade Services engagement.


Our certified consultants are experts in strategic content services upgrades, performing more than 100 upgrades 


annually. They understand current integration and interoperability needs, the latest technology changes in our 


software and the potential impact to your environment.


Working side-by-side with your teams we have the experience in successfully navigating any challenges,  


ensuring your solutions are always at their best.


Ensure upgrades 
are using the 
best methods 
for performance, 
security and user 
experience.
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CUSTOM INTEGRATIONS


Optimize user experiences with ease and interoperability.
We understand organizations are investing in more technology than just the Hyland platform. And as 


you continue to either maintain legacy systems or invest in new software tools, you need to ensure that 


you can integrate your Hyland solution with them — either natively, or through a custom integration.


That's why we have a dedicated team of experts who deliver the custom work that you may need. 


Delivering nearly 2,300 projects annually, our experts can help you integrate your Hyland solutions  


with existing ERP, SIS, CRM, EMR and other enterprise systems. 


Every day our API and integration experts build solutions for customers that provide real time, two-way 


integrations for the exchange of documents and data, integrating with enterprise systems like:


 • Allscripts


 • Cerner


 • Datatel®


 • Epic


 • Infor Lawson™


 • Meditech


 • PeopleSoft®


 • Salesforce®


 • SAP®


 • Workday®


Create optimal user experiences and deliver them in the way consumers want to access what they need. 


We make it simple for you.


Hyland's 
professional 


services experts 
are here when 


you get started 
on your content 


services 
journey, and as 
your solutions 
mature, evolve 
and expand — 
we're with you 
at every step.
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Education Services enables 
everyone who depends on Hyland 
solutions to succeed in their role 
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Learn, practice content services capabilities and strategically evolve your role along with the 
changes in your organization’s digital landscape. 
Education Services provides comprehensive role-based training and content services certifications that enable  


your team to become self-sufficient in maintaining, augmenting and expanding your Hyland solutions. This level  


of solution ownership enables you to quickly adapt your solutions as your business evolves.


FLEXIBLE ONLINE TRAINING


You can learn from Hyland professionals in an online setting that meets your needs — either in instructor-led 


classes or through self-paced options that enable you to learn at your own pace. Premium Subscription, our  


on-demand, online training tool, enables anyone in your organization to get the exact, role-based training they 


need to become experts.


We understand that you may not know which options or courses will be most beneficial for your role. This is why  


we created defined learning paths to help you get started. You can easily chart your path with a step-by-step  


series of courses, organized by job role.


TECHNICAL CONFERENCES OFFERED MULTIPLE TIMES PER YEAR


Our technical user conference, TechQuest, enables your technical teams to participate in hands-on focused training 


sessions with Hyland and Global Services team members to design, develop and refine your Hyland solution 


knowledge. You can also renew certifications at any TechQuest.


You will learn the powerful enhancements in the latest release as well as have the opportunity to discuss your 


current initiatives and discover best practices from the most experienced Hyland content services team in the world.


The one thing I like is 
being able to come and 
talk to fellow system 
administrators at 
TechQuest...It's good to 
get perspective from 
your fellow techies…
Just get an idea of how 
they do things at their 
organization, that’s 
really helpful.


RICK WHITE 


Senior Business Analyst,  
City of Charlotte
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ONGOING TRAINING TO MEET EVOLVING BUSINESS NEEDS


Getting your Hyland solutions in-house and into production is only the first step in a dynamic journey that creates 


competitive, game-changing differentiators for your business. You are in control of this journey and we are here to help you. 


All of our training options are available on our website, where you can quickly filter to see the topics and training options 


best for you. You’ll find there are many training options available at no cost.


Learn more at Training.Hyland.com


It doesn’t feel like a vendor, it feels like a partnership, and that's where I would like to get 
some of our other vendor relationships to. Where you’re not speaking to a different person 
all the time. Where they don’t forget where you are and what your business is about. 


Hyland remembers that. They know who we are, they know what we're trying to do,  
big and small, within the project and within our program.


BRIGITTE HAMILTON 


Director of Portfolio and Project Management, SAIF
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Conclusion
WE’RE HERE FOR YOU WITH EXPERT GUIDANCE THROUGHOUT YOUR CONTENT SERVICES JOURNEY


Our Global Services team members understand your industry. How? Because we employ more than 600 consultants, with dedicated practices 


including Financial Services, Government, Healthcare, Higher Education, Insurance, Manufacturing and Retail.


So regardless of your business needs, we can help guide you to where you want to be in your content services journey — allowing you to better 


meet the needs of your organization, and those you serve.


From implementation to expansion and beyond, our specialists are here to guide you — at every step of your journey.


ABOUT HYLAND GLOBAL SERVICES


Hyland Global Services is committed to helping you leverage your talents and technologies to succeed in your goals. Since 1991, Hyland’s 


driving force has been to empower you to continually improve work processes by making information that exists in you organization work 


better for you. We’ve been successful for more than 25 years by working side-by-side with you, listening to the real-world challenges you  


face, and collaborating with you to develop industry-leading content services solutions.


ConclusionIntroduction Consulting Services Managed Services Data Conversion Services Implementation Services Education Services







Learn more at Hyland.com/Services


©2020 Hyland Software, Inc. and its affiliates. All rights reserved. All Hyland product names are registered or unregistered trademarks of Hyland Software, Inc. or its affiliates in the United States and other countries.
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Firm's Tax Identification Information (Attachment J) 
Request for Proposal # 

50-NCCCS-073020 
 

 

 

For internal State agency processing, including tabulation of proposals in the Interactive Purchasing 
System (IPS), please provide your company’s Federal Employer Identification Number or alternate 
identification number (e.g. Social Security Number). Pursuant to G.S. 132-1.10(b) this identification 
number shall not be released to the public. This page will be removed and shredded, or otherwise 
kept confidential, before the procurement file is made available for public inspection. 

 
 

 
ID Number: 

 
 
 
      34-1699247 

Federal ID Number or Social 
Security Number 

 
 
 
     Hyland Software, Inc. 

Vendor Name 
 
 
 
  
 

This page is to be filled out and returned with your proposal. 
Failure to do so may subject your proposal to rejection. 

DocuSign Envelope ID: A71E4DF3-B50A-45C6-BC3A-4509124352CF
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OFFER  


The State solicits offers for Services and/or goods described in this solicitation. All offers and responses received 
shall be treated as Offers to contract.  


EXECUTION 


In compliance with this Request for Proposal (RFP), and subject to all the conditions herein, the undersigned 
offers and agrees to furnish any or all Services or goods upon which prices are offered, at the price(s) offered 
herein, within the time specified herein. By executing this offer, I certify that this offer is submitted competitively 
and without collusion. 


Failure to execute/sign offer prior to submittal shall render offer invalid.  Late offers are not acceptable. 
OFFEROR:  


STREET ADDRESS: P.O. BOX: ZIP: 


CITY, STATE & ZIP: TELEPHONE NUMBER: TOLL FREE TEL. NO 
 


PRINT NAME & TITLE OF PERSON SIGNING: FAX NUMBER: 


AUTHORIZED SIGNATURE: DATE: E-MAIL:   


Offer valid for one hundred twenty (120) days from date of offer opening unless otherwise stated here: ____ 
days 


ACCEPTANCE OF OFFER 


If any or all parts of this offer are accepted, an authorized representative of NCCCS shall affix their signature hereto 
and any subsequent Request for Best and Final Offer, if issued. Acceptance shall create a contract having an order 
of precedence as follows: Best and Final Offers, if any, Special terms and conditions specific to this RFP, 
Specifications of the RFP, the Department of Information Technology Terms and Conditions, and the agreed portion 
of the awarded Vendor’s Offer. A copy of this acceptance will be forwarded to the awarded Vendor(s). 


FOR NORTH CAROLINA COMMUNITY COLLEGE USE ONLY 


Offer accepted and contract awarded this date                                    , as indicated on attached certification, 


by                                                                      (Authorized representative of NCCCS). 


  


STATE OF NORTH CAROLINA 
REQUEST FOR PROPOSAL NO.   50-NCCCS-
073020 


North Caroline Community College System 
(NCCCS) 


Offers will be publicly opened:  September 21, 2020 


Issue Date: September 2, 2020 


Refer ALL inquiries regarding this RFP to:  


 
  Ruth Risser  


919-807-7199 


risserr@nccommunitycolleges.edu 


Commodity Number:  209 


Description:  Enterprise Content Management 
System Replacement 


Using Agency:  NCCCS 


Requisition No.: N/A 



mailto:risserr@nccommunitycolleges.edu
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1.0 PROCUREMENT SCHEDULE 


The Agency Procurement Manager will make every effort to adhere to the following schedule: 


Action Responsibility Date 


RFP Issued Agency 09/02/2020 


Written Questions Deadline Potential Vendors 09/07/2020 


Agency’s Response to Written Questions/ 


RFP Addendum Issued 


Agency 09/14/2020 


Offer Deadline Vendor(s) 09/21/2020 


Offer Evaluation Agency TBD 


Selection of Finalists Agency TBD 


   


Oral Presentations and/or Product Demonstrations by 
Finalists (Optional) 


Selected Vendors TBD 


Negotiations with Finalists Agency designees and 
selected Vendor(s) 


TBD 


Best and Final Offers Deadline from Finalists Selected Vendors TBD 


Contract Award Agency TBD 


Protest Deadline Responding Vendors 15 days after 
award 
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2.0 PURPOSE OF RFP 


2.1 INTRODUCTION 


The purpose of this RFP is to solicit offers for the North Carolina College System, NCCS, on 
behalf of the North Carolina Community College System Office (System Office) and its 58 
Community Colleges for an Enterprise Content Management Replacement System that includes 
document management and integration of online forms.  The proposal is for either an on-premises 
solution or a Software as a Service (SaaS) Solution.   


Contract Term  


A contract awarded pursuant to this RFP shall have an effective date as provided in the Notice of 
Award.  The term shall be three (3) year(s), and will expire upon the anniversary date of the 
effective date unless otherwise stated in the Notice of Award, or unless terminated earlier.  The 
State retains the option to extend the Contract for two (2) additional one (1)-year periods at its 
sole discretion.  


Term Contract - This solicitation will result in an Agency Specific Term Contract enabling the 
System Office and 58 North Carolina Community Colleges (hereinafter individually known as the 
“Entity” and collectively known as the “Entities”) to purchase a replacement for a document 
imaging system.. 


The State reserves the right to make partial, progressive or multiple awards: where it is 
advantageous to award separately by items; or where more than one supplier is needed to provide 
the contemplated specifications as to quantity, quality, delivery, service, geographical areas; and 
where other factors are deemed to be necessary or proper to the purchase in question. 


Unless specifically provided, all costs provided shall apply to all Community Colleges and the 
System Office of the NC Community College System.  Should a lower cost be offered to the 
System Office or a Community College on a product or service provided under the Contract, 
such lower price shall be applicable to all remaining Community Colleges and the System 
Office from the date such lower price applies to the original offeree. Colleges will have the 
choice to choose which features they need in the document management and integration 
solution offered by the Vendor.  


The contract resulting from this RFP will be an Agency Specific Contract for the NC Community 
College System (except under the conditions specified in G.S. §115D-58.14(a) and G.S. §116-
13).    


Products and Services will be provided in accordance to the terms and conditions of this RFP. 


3.0 RFP SPECIFICATIONS 


3.1 GENERAL SPECIFICATIONS 


3.1.1 SPECIFICATIONS 


The apparent silence of the specifications as to any detail, or the apparent omission of detailed 
description concerning any point, shall be regarded as meaning that only the best commercial 
practice is to prevail and only processes, configuration, material and workmanship of the first 
quality may be used.  Upon any notice of noncompliance provided by the State, Vendor shall 
supply proof of compliance with the specifications.  Vendor must provide written notice of its intent 
to deliver alternate or substitute Services, products, goods or other Deliverables.  Alternate or 
substitute Services, products, goods or Deliverables may be accepted or rejected in the sole 
discretion of the State; and any such alternates or substitutes must be accompanied by Vendor’s 
certification and evidence satisfactory to the State that the function, characteristics, performance 
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and endurance will be equal or superior to the original Deliverables specified. See, Acceptance 
Criteria, below. 


3.1.2 SITE AND SYSTEM PREPARATION 


Vendors shall provide the Purchasing State Agency complete site requirement specifications for 
the Deliverables, if any.  These specifications shall ensure that the Deliverables to be installed or 
implemented shall operate properly and efficiently within the site and system environment. Any 
alterations or modification in site preparation which are directly attributable to incomplete or 
erroneous specifications provided by the Vendor and which would involve additional expenses to 
the State, shall be made at the expense of the Vendor. 


3.1.3 EQUIVALENT ITEMS 


Whenever a material, article or piece of equipment is identified in the specification(s) by reference 
to a manufacturer’s or Vendor’s name, trade name, catalog number or similar identifier, it is 
intended to establish a standard for determining substantial conformity during evaluation, unless 
otherwise specifically stated as a brand specific requirement (no substitute items will be allowed).  
Any material, article or piece of equipment of other manufacturers or Vendors shall perform to the 
standard of the item named.  Equivalent offers must be accompanied by sufficient descriptive 
literature and/or specifications to provide for detailed comparison.    


3.1.4 ENTERPRISE LICENSING 


In offering the best value to the State, Vendors are encouraged to leverage the State’s existing 
resources and license agreements.  The agreements may be viewed at:  
http://it.nc.gov/services/license-and-agreements  


a) Identify components or products that are needed for your solution that may not be available 
with the State’s existing license agreement. 


b) Identify and explain any components that are missing from the State’s existing license 
agreement. 


c) If the Vendor can provide a more cost effective licensing agreement, please explain in detail 
the agreement and how it would benefit the State. 


3.2 SECURITY SPECIFICATIONS 


3.2.1 SOLUTIONS HOSTED ON STATE INFRASTRUCTURE 


Vendors shall provide a completed VRAR - Vendor Readiness Assessment Report State Hosted 
Solutions at offer submission. This report is located at the following website: 
https://it.nc.gov/documents/vendor-readiness-assessment-report-vrar. 


The Enterprise Content Management Replacement System will be required to receive and 
securely manage data that is classified as Personally Identifiable Information (PII) under federal 
law including The Family Educational Rights and Privacy Act (FERPA), Health Insurance 
Portability and Accountability Act (HIPAA), and The Gramm-Leach-Bliley Act (GLBA). As such, 
the Enterprise Content Management Replacement will be classified as Department and 
Program Critical / NIST system confidentiality, integrity and availability category is High. Refer to 
the North Carolina Statewide Data Classification and Handling policy for more information 
regarding this data classification.  The policy is located at the following website:  
https://it.nc.gov/document/statewide-data-classification-and-handling-policy. 


To comply with policy, State agencies are required to perform annual security/risk assessments 
on their information systems using NIST 800-53 controls. 


  



http://it.nc.gov/services/license-and-agreements

https://it.nc.gov/documents/vendor-readiness-assessment-report-vrar

https://it.nc.gov/document/statewide-data-classification-and-handling-policy
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3.2.2 SOLUTIONS NOT HOSTED ON STATE INFRASTRUCTURE 


Vendors shall provide a completed VRAR - Vendor Readiness Assessment Report Not State 
Hosted Solutions at offer submission, which includes cloud. This report is located at the following 
website:  https://it.nc.gov/documents/vendor-readiness-assessment-report-vrar. 


The Enterprise Content Management Replacement will be required to receive and securely 
manage data that is classified as Personally Identifiable Information (PII) under federal law 
including The Family Educational Rights and Privacy Act (FERPA), Health Insurance Portability 
and Accountability Act (HIPAA), and The Gramm-Leach-Bliley Act (GLBA). As such, the 
Enterprise Content Management Replacement will be classified as Department and Program 
Critical / NIST system confidentiality, integrity and availability category is High. Refer to the North 
Carolina Statewide Data Classification and Handling policy for more information regarding this 
data classification.  The policy is located at the following website:  
https://it.nc.gov/document/statewide-data-classification-and-handling-policy. 


To comply with policy, State agencies are required to perform annual security/risk assessments 
on their information systems using NIST 800-53 controls. This requirement additionally applies to 
all vendor-provided, agency-managed Infrastructure as a Service (IaaS), Platform as a Service 
(PaaS), and Software as a Service (SaaS) solutions. Assessment reports such as the Federal 
Risk and Authorization Management Program (FedRAMP) certification, SOC 2 Type 2, or ISO 
27001 are required for any cloud service providing support for data classified as Restricted or 
Highly Restricted. A current assessment report will be required prior to contract award for the 
selected Vendor.    


An IaaS vendor cannot provide a certification or assessment report for a SaaS provider UNLESS 
that is written in the agreement between the two vendors. 


3.3 ENTERPRISE SPECIFICATIONS 


3.3.1 ENTERPRISE STRATEGIES, SERVICES, AND STANDARDS 


Agencies and Vendors should refer to the Vendor Resources Page for information on North 
Carolina Information Technology enterprise services, security policies and practices, architectural 
requirements, and enterprise contracts. The Vendor Resources Page can be found at the 
following link: https://it.nc.gov/vendor-engagement-resources.  This site provides vendors with 
statewide information and links referenced throughout the RFP document. Agencies may request 
additional information than provided in these resources.  


3.3.2 ARCHITECTURE DIAGRAMS DEFINED 


The State utilizes architectural diagrams to better understand the design and technologies of a 
proposed solution. These diagrams, required at offer submission, can be found at the following 
link:  https://it.nc.gov/architectural-artifacts. 


There may be additional architectural diagrams requested of the Vendor after contract 
award.  This will be communicated to the Vendor by the Agency as needed during the project.    


3.3.3 VIRTUALIZATION 


The State desires the flexibility to host Vendor’s proposed solution in a virtualized environment, 
should it determine in the future that virtualized hosting for such solution would be more 
economical or efficient. The State currently utilizes server virtualization technologies including 
VMware, Solaris and zLinux. The Vendor should state whether its solution operates in a 
virtualized environment.  Vendor also should identify and describe all differences, restrictions or 
limitations of its proposed solution with respect to operation, licensing, support, certification, 
warranties, and any other details that may impact its proposed solution when hosted in a 
virtualized environment. 



https://it.nc.gov/documents/vendor-readiness-assessment-report-vrar

https://it.nc.gov/document/statewide-data-classification-and-handling-policy

https://it.nc.gov/vendor-engagement-resources

https://it.nc.gov/architectural-artifacts
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3.3.4 IDENTITY AND ACCESS MANAGEMENT (IAM) 


The proposed solution must externalize identity and access management. The solution must be 
able to integrate with numerous systems to synergize the state identity as well as provide 
authentication/authorization to state applications. The protocols that should be supported in order 
to achieve this goal can be found at the following link: https://it.nc.gov/services/vendor-
engagement-resources#identity-and-access-management. 


Describe how your solution would support the above protocols as well as make them available 
for application integration/consumption.  


The 58 North Carolina community colleges are exempt from using the State’s Identity and Access 
Management solution (“NCID”). 


3.3.5 ACCEPTANCE CRITERIA 


The State shall have the obligation to notify Vendor, in writing ten calendar days following 
provision, performance (under a provided milestone or otherwise as agreed) or delivery of any 
Services or other Deliverables described in the Agreement that are not acceptable.  The notice 
shall specify in reasonable detail the reason(s) a given Deliverable is unacceptable.  Acceptance 
by the State shall not be unreasonably withheld; but may be conditioned or delayed as required 
for installation and/or testing of Deliverables.  Final acceptance is expressly conditioned upon 
completion of any applicable inspection and testing procedures.  Should a Deliverable fail to meet 
any specifications or acceptance criteria, the State may exercise any and all rights hereunder.  
Deliverables discovered to be defective or failing to conform to the specifications may be rejected 
upon initial inspection or at any later time if the defects or errors contained in the Deliverables or 
non-compliance with the specifications were not reasonably ascertainable upon initial inspection.  
If the Vendor fails to promptly cure or correct the defect or replace or re-perform the Deliverables, 
the State reserves the right to cancel the Purchase Order, contract with a different Vendor, and 
to invoice the original Vendor for any differential in price over the original Contract price. 


3.4 BUSINESS AND TECHNICAL SPECIFICATIONS  


The proposed solution should be comparable to the existing systems at each college and 
compatible with existing printing and imaging hardware and enterprise resource planning modules 
including, but limited to, student and academic services, finance, financial management, financial aid, 
human resources and payroll, short term workforce development, vendor and contract 
management, grants management, and veterans affairs management.  The proposed solution 
should integrate with industry standard database technologies including but not limited to 
Microsoft SQL, Oracle, Sybase, and Unidata® (Rocket Software) to capture a variety of 
documents such as transcripts, certificates, purchase orders, checks, vouchers, contracts, etc. 
The proposed solution can include additional hardware needed.  The colleges currently use 
several document imaging platforms, and the proposed solution should provide comparable 
functionality to existing products currently in use at the community colleges including, but not 
limited to, the following:  SoftDocs modules (Etrieve®, Etrieve Central, Etrieve Content, Etrieve 
Flow, Etrieve Forms, Etrieve Security, DoceServe, ArchiveBuilder), AutoFile®, DocEscan, 
Hyland Onbase®, TeamIA, and Image Now. Where possible, the proposed solution should be 
able to reuse forms that are currently in place with other current document imaging software 
at the community colleges and have automatic data retention set points and cloud storage 
options.  


The Vendor’s proposed solution should also include blockchain anchored digital credentials to 
instantly validate the authenticity of any document. 


The proposed solution should be able to capture content from common sources including, but 
not limited to, direct import from file, e-mail receipt, import from printing services, import from 



https://it.nc.gov/services/vendor-engagement-resources#identity-and-access-management

https://it.nc.gov/services/vendor-engagement-resources#identity-and-access-management
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other workflows including, but not limited to, Microsoft SharePoint, ServiceNow, and 
Salesforce.  


The ability to integrate or convert documents and images managed by current solution.  


Forms and software need to be Americans with Disabilities Act (ADA) compliant. 


Documents created will become the property of the State.  


The proposed solution should support internal and external authentication services including, 
but not limited to, SAML based single sign-on, Active Directory, LDAP, SSO, and Shibboleth®.  


The proposed solution should be device agnostic and adaptive. Form, view, workflow, and capture 
capability should be supported on devices including, but not limited to, mobile phones, tablet 
devices, mobile and fixed workstations.   


1) Software Retrieval Features: 
a) Software should perform searches across multiple document types and categories using 


key index searches. Describe how searches can be performed in the system. 
b) Software should search full text across all documents stored in the repository. The system 


should search across multiple file types to include, but not limited to, industry standard 
business automation software (Microsoft, Apple, Google products, PDF, and TIF).  


c) Software should have unlimited index fields. 
d) Software is Web based and tablet/mobile device friendly. 
e) Software performs check in/check out with versioning. 
f) Software can provide security based on index fields. 
g) Software can create ad hoc folders in addition to a predetermined folder structure. 
h) Software allows drag and drop documents from Microsoft Outlook® and Google Gmail® 


into the system. 
2) Scan Features: 


a) Software must scan documents simplex, duplex, bitonal, grayscale, and color. 
b) Software must automatically detect blank pages. 
c) Software must recognize barcode separator sheets when used in between documents for 


batch scanning. 
d) Software must index the scanned documents for retrieval. 
e) Software allows default values and index validation on index fields. 


3) Electronic Forms Features: 
a) Describe how the forms design process allows drag and drop fields onto the form.  
b) Describe how the software allows pre-population of information. 
c) Software must create a packet or set of forms that need to be completed. 
d) Software should carry information from one form to another form. For example, if a phone 


number is completed on one form, and the phone number is listed on a subsequent form, 
then the phone number will carry over from the first form. 


e) In addition to web forms, software can use Adobe PDF forms, to include the ability to pre- 
populate Adobe forms with information. 


f) The software should have the ability to copy a form and create in either a GUI builder or 
HTML to allow going back and forth. 


4) Workflow Features: 
a) Describe how software allows users to configure workflow processes for multiple points of 


automation. 
b) Software should provide workflows for common academic processes such as course 


drop/add. Describe how student and class data is retrieved and how hours may be 
calculated when a drop class request is made and how documents are routed for approval.  
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c) Software should provide a secure external portal for external users to participate in the 
workflow process. Explain the functionality available on the external portal and how 
authentication is handled. 


d) Describe how the software can add a digital signature to including adding a saved 
signature, drawing a signature, and using a signature pad. 


e) Describe how the software and workflow can be setup to accommodate employee 
contracts to include creating contracts, sending contracts to employees not yet employed 
with the college to acquire signatures, and route for approvals. 


f) Describe how the software can be configured to automatically send out contract renewals 
for signatures. 


g) Describe the workflow process on how employees enter timesheet information and route 
for approvals. 


h) Describe how the software can redirect the recipient in a workflow when required.   
i) Describe how the software provides the ability to copy workflows. 
j) Explain how the software provides the ability to impersonate a user for workflow 


troubleshooting and testing. 
k) Explain how the software provides the ability to create custom workflow notification emails. 
l) Explain how the software provides inactivity reminders. 
m) Describe how the software provides ability to delete individual or a set of forms within a 


workflow at any point within the workflow. 
5) Integration Features: 


a) Describe how the software can integrate with Enterprise Resource Plan (ERP)  platforms 
including, but not limited to, Ellucian Colleague®, Ellucian Banner®, Salesforce and 
ServiceNow, to pull both Student and Employee information. Describe how integration will 
be accomplished. 


6) Migration Features: 
a) Explain how the software can migrate images and indexes from existing enterprise content 


and document management systems. 
b) Explain how the software solution can provide an option of extracting the documents and 


indexes from the existing enterprise content and document management systems. 
7) Retention Management: 


a) Describe how the software provides an option to manage the life cycle of documents to 
include purging documents ready to start a retention period or notifying an administrator 
documents have met retention. 


b) Describe the retention management process and how retention profiles can be configured. 
8) System Compatibility: 


a) Describe how the proposed solution is compatible with: 
• Industry standard operating systems including, but not limited to, Microsoft, RedHat, 


Linux®, and Oracle. 
• Existing Twain compatible scanners. 
• Industry standard database technologies including, but not limited to, Microsoft SQL, 


Sybase, Unidata, and Oracle to capture a variety of documents such as transcripts, 
certificates, purchase orders, checks, vouchers, contracts, etc. 


• Import data from various file types. 
9) Explain how the proposed solution provides the ability to integrate with digital credentials and 


digital credential providers. 
10) Describe search capabilities, including, but not limited to, name, SSN, and ID numbers, as 


well as the ability to search archived records. 
11) Support (response time must be 4 hours or less) for: 


a) Business hours, after hours, weekend, and holiday support.  
b) System use and availability support. 
c) Access and authentication support. 
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12) Reporting: 
a) Describe the proposed solution’s method for dashboard capabilities 
b) Describe the proposed solution’s ability to run reports on number and type of forms, 


documents, etc. maintained within the proposed solution. 
13) Describe the proposed solution’s technical architecture – specifically production, development 


and test environments, as well as user system access, account management, and user’s 
ability to access electronic forms and associated licensing requirements. 


14)  Describe how the proposed solution has the capability to analyze, route, and store electronic 
communications based on specific information contained within the electronic communication 
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4.0 COST OF VENDOR’S OFFER 


4.1 OFFER COSTS 


The Vendor must list, itemize, and describe any applicable offer costs which may include the 
following:   


COTS / SAAS / IAAS / PAAS PROCUREMENTS: 


Customer service costs 
Hosting service fees 
Implementation costs (system configuration, customization) 
Transition Costs 
Service Costs 
Technical Support 
Training (Technical and/or Customer) 
License fees 
Maintenance 


4.2 TRAVEL EXPENSES  


All travel expenses should be included in the Vendor’s proposed costs.  Separately stated 
travel expenses shall not be reimbursed.   In the event that the Vendor, upon specific request 
in writing by the State, is deemed eligible to be reimbursed for travel expenses arising under the 
performance of the Agreement, reimbursement will be at the out-of-state rates set forth in 
N.C.G.S. §138-6; as amended from time to time.  Vendor agrees to use the lowest available 
airfare not requiring a weekend stay and to use the lowest available rate for rental vehicles.  All 
Vendor incurred travel expenses shall be billed on a monthly basis, shall be supported by receipt 
and shall be paid by the State within thirty (30) days after invoice approval.  Travel expenses 
exceeding the foregoing rates shall not be paid by the State.  The State will reimburse travel 
allowances only for days on which the Vendor is required to be in North Carolina performing 
Services under the Agreement.  


Currently, remote implementations and training are required, and therefore, costs for travel 
should not be required.  However, Vendor shall provide estimated travel costs in the event 
on-site visits become necessary.  Approval of travel costs must be approved by NCCCS 
before travel can occur.  


4.3 MILESTONE PAYMENT SCHEDULE 


The Vendor shall propose its itemized payment schedule based on the content of their offer.  All 
payment Milestones must be based on clear and distinct Deliverables.  The State will not pay any 
fees upon receipt of order. 


Regardless of what is subsequently offered by the Vendor, Invoicing Schedules can be further 
discussed (and subsequently negotiated) with any Vendor AFTER the receipt of an offer 
response.  Negotiations can always occur during conference calls or other means of 
communication and then formally documented or memorialized via a Best and Final Offer (BAFO). 


5.0 EVALUATION 


5.1 SOURCE SELECTION 


A trade-off/ranking method of source selection will be utilized in this procurement to allow the 
State to award this RFP to the Vendor(s) providing the Best Value, and recognizing that Best 
Value may result in award other than the lowest price or highest technically qualified offer. By 
using this method, the overall ranking may be adjusted up or down when considered with, or 
traded-off against other non-price factors. 
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a) Evaluation Process Explanation. State Agency employees will review all offers. All offers will 
be initially classified as being responsive or non-responsive. If an offer is found non-
responsive, it will not be considered further. The Vendor Readiness Assessment Report 
(VRAR) will be reviewed by the State first. If the VRAR is incomplete or does not meet State 
security requirements, the bid will be considered non-responsive. All responsive offers will be 
evaluated based on stated evaluation criteria. Any references in an answer to another location 
in the RFP materials or Offer shall have specific page numbers and sections stated in the 
reference. 


b) To be eligible for consideration, Vendor’s offer must substantially conform to the intent of all 
specifications. Compliance with the intent of all specifications will be determined by the State. 
Offers that do not meet the full intent of all specifications listed in this RFP may be deemed 
deficient. Further, a serious deficiency in the offer to any one (1) factor may be grounds for 
rejection regardless of overall score. 


c) The Evaluation Committee may request clarifications, an interview with or presentation from 
any or all Vendors as allowed by 9 NCAC 06B.0307. However, the State may refuse to accept, 
in full or partially, the response to a clarification request given by any Vendor. Vendors are 
cautioned that the evaluators are not required to request clarifications; therefore, all offers 
should be complete and reflect the most favorable terms. Vendors should be prepared to send 
qualified personnel to Raleigh, North Carolina, or engage in remote video conferencing , when 
necessary to discuss technical and contractual aspects of the offer. 


d) Vendors are advised that the State is not obligated to ask for, or accept after the closing date 
for receipt of offer, data that is essential for a complete and thorough evaluation of the offer. 


5.2 EVALUATION CRITERIA 


Evaluation shall include best value, as the term is defined in N.C.G.S. § 143-135.9(a)(1), 
compliance with information technology project management policies as defined by N.C.G.S. 
§143B-1340, compliance with information technology security standards and policies, substantial 
conformity with the specifications, and other conditions set forth in the solicitation. Evaluation 
criteria is listed in order of importance.  


a) Substantial Conformity to Solicitation Specifications, 


b) Data security standards and policies 


c) Cost  


d) Illustration(s) and/or explanations of the Statewide Technical Architecture objectives, 
principles and best practices to the proposed solution, and effectiveness of proposed 
recommendations, approaches, designs, and products that address the functional 
requirements.  


e) Vendor Past Performance - The Vendor may be disqualified from any evaluation or award if 
the Vendor or any key personnel proposed, has previously failed to perform satisfactorily 
during the performance of any contract with the State, or violated rules or statutes applicable 
to public bidding in the State. The State may contact one or all references, if needed, to 
determine eligibility of vendor to perform the requirements of the RFP. Vendor Qualifications 
and Strength of references relevant to technology area(s) or Specifications 


5.3 BEST AND FINAL OFFERS (BAFO) 


The State may establish a competitive range based upon evaluations of offers, and request 
BAFOs from the Vendors within this range; e.g. “Finalist Vendors”.  If negotiations or subsequent 
offers are solicited, the Vendors shall provide BAFOs in response.  Failure to deliver a BAFO 
when requested shall disqualify the non-responsive Vendor from further consideration.  The State 
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will evaluate BAFOs, oral presentations, and product demonstrations as part of the Vendors’ 
respective offer to attain their final ranking. 
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6.0 VENDOR INFORMATION AND INSTRUCTIONS 


6.1 GENERAL CONDITIONS OF OFFER 


6.1.1 VENDOR RESPONSIBILITY 


It shall be the Vendor’s responsibility to read this entire document, review all enclosures and 
attachments, and comply with all specifications, requirements and the State’s intent as specified 
herein.  If a Vendor discovers an inconsistency, error or omission in this solicitation, the Vendor 
should request a clarification from the State’s contact person listed on the front page of the 
solicitation.  Questions and clarifications must be submitted in writing and may be submitted by 
e-mail within the time period identified hereinabove. 


The Vendor will be responsible for investigating and recommending the most effective and 
efficient technical configuration.  Consideration shall be given to the stability of the proposed 
configuration and the future direction of technology, confirming to the best of their ability that the 
recommended approach is not short lived.  Several approaches may exist for hardware 
configurations, other products and any software.  The Vendor must provide a justification for their 
proposed hardware, product and software solution(s) along with costs thereof.  Vendors are 
encouraged to present explanations of benefits and merits of their proposed solutions together 
with any accompanying Services, maintenance, warranties, value added Services or other criteria 
identified herein. 


6.1.2 RIGHTS RESERVED 


While the State has every intention to award a contract as a result of this RFP, issuance of the 
RFP in no way constitutes a commitment by the State of North Carolina, or the procuring Agency, 
to award a contract.  Upon determining that any of the following would be in its best interests, the 
State may: 


a) waive any formality; 


b) amend the solicitation; 


c) cancel or terminate this RFP; 


d) reject any or all offers received in response to this RFP; 


e) waive any undesirable, inconsequential, or inconsistent provisions of this RFP; 


f) if the response to this solicitation demonstrate a lack of competition, negotiate directly with 
one or more Vendors; 


g) not award, or if awarded, terminate any contract if the State determines adequate State funds 
are not available; or 


h) if all offers are found non-responsive, determine whether Waiver of Competition criteria may 
be satisfied, and if so, negotiate with one or more known sources of supply. 


6.1.3 CLARIFICATIONS/INTERPRETATIONS 


Any and all amendments or revisions to this document shall be made by written addendum from 
the Purchasing Agency.  If either a unit price or extended price is obviously in error and the other 
is obviously correct, the incorrect price will be disregarded. 


6.1.4 ORAL EXPLANATIONS 


The State will not be bound by oral explanations or instructions given at any time during the 
bidding process or after award.  Vendor contact regarding this RFP with anyone other than the 
Agency contact or procurement officer named on Page 1 above may be grounds for rejection of 
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said Vendor’s offer.  Agency contact regarding this RFP with any Vendor may be grounds for 
cancellation of this RFP. 


6.1.5 E-PROCUREMENT   


This is not an E-Procurement solicitation. Attachment B, subparagraphs #33(a) and 33(b) of 
the attached North Carolina Department of Information Technology Terms and Conditions 
Services for General Purchases do not apply to this solicitation. 


The Terms and Conditions made part of this solicitation contain language necessary for the 
implementation of North Carolina’s statewide E-Procurement initiative.  It is the Vendor’s 
responsibility to read these terms and conditions carefully and to consider them in preparing the 
offer.  By signature, the Vendor acknowledges acceptance of all terms and conditions including 
those related to E-Procurement. 


a) General information on the E-Procurement service can be found at 
http://eprocurement.nc.gov/ 


b) Within two days after notification of award of a contract, the Vendor must register in NC E-
Procurement @ Your Service at the following website: 
http://eprocurement.nc.gov/Vendor.html 


c) As of the RFP submittal date, the Vendor must be current on all E-Procurement fees.  If the 
Vendor is not current on all E-Procurement fees, the State may disqualify the Vendor from 
participation in this RFP.  


6.1.6 INTERACTIVE PURCHASING SYSTEM (IPS) 


The State has implemented links to the Interactive Purchasing System (IPS) that allow the public 
to retrieve offer award information electronically from our Internet website:  
https://www.ips.state.nc.us/ips/.  Click on the Search by Bid Number, enter the State Agency bid 
number, 50-NCCCS-073020, click Search. This information may not be available for several 
weeks dependent upon the complexity of the acquisition and the length of time to complete the 
evaluation process. 


6.1.7 PROTEST PROCEDURES 


Protests of awards exceeding $25,000 in value must be submitted to the issuing Agency at the 
address given on the first page of this document.  Protests must be received in this office within 
fifteen (15) calendar days from the date of this RFP award and provide specific reasons and any 
supporting documentation for the protest.  All protests will be governed by Title 9 of the North 
Carolina Administrative Code, Department of Information Technology (formerly Office of 
Information Technology Services), Subchapter 06B Sections .1101 - .1121. 


6.2 GENERAL INSTRUCTIONS FOR VENDOR 


6.2.1 QUESTIONS CONCERNING THE RFP 


All inquiries regarding the RFP specifications or requirements are to be addressed to the contact 
person listed on Page One of the RFP.  Vendor contact regarding this RFP with anyone other 
than the individual listed on Page One of this RFP may be grounds for rejection of said Vendor’s 
offer. 


Written questions concerning this RFP will be received until September 7, 2020 at 2:00 pm 
Eastern Time and  must be sent via e-mail to risserr@nccommunitycolleges.edu. Please enter 
“Questions RFP 50-NCCCS-73020 Electronic Content Management as the subject for the email. 
Questions should be submitted in the following format: 


  



http://eprocurement.nc.gov/

http://eprocurement.nc.gov/Vendor.html

https://www.ips.state.nc.us/ips/
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REFERENCE VENDOR QUESTION 


RFP Section, 
Page Number 


 


6.2.2 ADDENDUM TO RFP 


If a pre-offer conference is held or written questions are received prior to the submission date, an 
addendum comprising questions submitted and responses to such questions, or any additional 
terms deemed necessary by the State will be posted to the Interactive Purchasing System (IPS), 
https://www.ips.state.nc.us/ips/, and shall become an Addendum to this RFP.  Vendors’ questions 
posed orally at any pre-offer conference must be reduced to writing by the Vendor and provided 
to the Purchasing Officer as directed by said Officer. Oral answers are not binding on the State. 


Critical updated information may be included in Addenda. It is important that all Vendors bidding 
on this RFP periodically check the State website for any and all Addenda that may be issued prior 
to the offer opening date.  


6.2.3 COSTS RELATED TO OFFER SUBMISSION 


Costs for developing and delivering responses to this RFP and any subsequent presentations of 
the offer as requested by the State are entirely the responsibility of the Vendor.  The State is not 
liable for any expense incurred by the Vendors in the preparation and presentation of their offers. 


All materials submitted in response to this RFP become the property of the State and are to be 
appended to any formal documentation, which would further define or expand any contractual 
relationship between the State and the Vendor resulting from this RFP process. 


6.2.4 VENDOR ERRATA AND EXCEPTIONS  


On a separate page labeled “Exceptions to Requirements and Specifications”, state the Vendor’s 
errata and exceptions to the State’s requirements and specifications.  Include references to the 
corresponding requirements and specifications of the Solicitation.  Any deviations shall be 
explained in detail.  The Vendor shall not construe this paragraph as inviting deviation or 
implying that any deviation will be acceptable.  Offers of alternative or non-equivalent 
goods or services may be rejected if not found substantially conforming; and if offered, 
must be supported by independent documentary verification that the offer substantially 
conforms to the specified goods or services specification.  If a Vendor materially deviates 
from RFP requirements or specifications, its offer may be determined to be non-responsive by 
the State.   


On a separate page labeled “Exceptions to Terms and Conditions”, state the Vendor’s errata and 
exceptions to the State’s terms and conditions.  Include references to the corresponding terms or 
provisions of the Solicitation.  Offers conditioned upon acceptance of Vendor Exceptions may be 
determined to be non-responsive by the State.   


6.2.5 ALTERNATE OFFERS 


The Vendor may submit alternate offers for various levels of service(s) or products meeting 
specifications.  Alternate offers must specifically identify the RFP specifications and advantage(s) 
addressed by the alternate offer.  Any alternate offers must be clearly marked with the legend as 
shown herein.  Each offer must be for a specific set of Services or products and offer at specific 
pricing.  If a Vendor chooses to respond with various service or product offerings, each must be 
an offer with a different price and a separate RFP offer.  Vendors may also provide multiple offers 
for software or systems coupled with support and maintenance options, provided, however, all 
offers must satisfy the specifications. 



https://www.ips.state.nc.us/ips/
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Alternate offers must be submitted in a separate document and clearly marked “Alternate Offer 
for ‘name of Vendor’” and numbered sequentially with the first offer if separate offers are 
submitted. 


6.2.6 MODIFICATIONS TO OFFER 


An offer may not be unilaterally modified by the Vendor. 


6.2.7 BASIS FOR REJECTION 


Pursuant to 9 NCAC 06B.0401, the State reserves the right to reject any and all offers, in whole 
or in part; by deeming the offer unsatisfactory as to quality or quantity, delivery, price or service 
offered; non-compliance with the specifications or intent of this solicitation; lack of 
competitiveness; error(s) in specifications or indications that revision would be advantageous to 
the State; cancellation or other changes in the intended project, or other determination that the 
proposed specification is no longer needed; limitation or lack of available funds; circumstances 
that prevent determination of the best offer; or any other determination that rejection would be in 
the best interest of the State. 


6.2.8 VENDOR REGISTRATION WITH THE SECRETARY OF STATE 


Vendors do not have to be registered with the NC Secretary of State to submit an offer; however, 
in order to receive an award/contract with the State, they must be registered.   Registration can 
be completed at the following website:  https://www.sosnc.gov/Guides/launching_a_business. 


6.2.9 VENDOR REGISTRATION AND SOLICITATION NOTIFICATION SYSTEM 


The NC electronic Vendor Portal (eVP) allows Vendors to electronically register with the State to 
receive electronic notification of current procurement opportunities for goods and Services 
available on the Interactive Purchasing System at the following website:  
https://www.ips.state.nc.us/ips/.  


This RFP is available electronically on the Interactive Purchasing System at 
https://www.ips.state.nc.us/ips/.   


6.2.10 POINTS OF CONTACT 


CONTACTS AFTER CONTRACT AWARD: 


Vendors may contact the Purchasing Agent listed on the first page of this document prior to award 
of the contract with Contractual or Technical questions.  If you have questions regarding the RFP, 
use the directions identified in 6.2.1. QUESTIONS CONCERNING THE RFP of this section. 


VENDOR CONTRACTUAL POINT OF CONTACT VENDOR TECHNICAL POINT OF CONTACT 


[NAME OF VENDOR] 


[STREET ADDRESS] 


[CITY, STATE, ZIP] 


Attn: Assigned Contract Manager 


Telephone: 


Email: 


[NAME OF VENDOR] 


[STREET ADDRESS] 


[CITY, STATE, ZIP] 


Attn: Assigned Technical Lead 


Telephone: 


Email: 


 


  



https://www.sosnc.gov/Guides/launching_a_business

https://www.ips.state.nc.us/ips

https://www.ips.state.nc.us/ips/
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6.3 INSTRUCTIONS FOR OFFER SUBMISSION 


6.3.1 GENERAL INSTRUCTIONS FOR OFFER 


Vendors are strongly encouraged to adhere to the following general instructions in order to bring 
clarity and order to the offer and subsequent evaluation process: 


a) Organize the offer in the exact order in which the specifications and requirements are 
presented in the RFP.  The Execution page of this RFP must be placed at the front of the 
Proposal.  Each page should be numbered.  The offer should contain a table of contents, 
which cross-references the RFP requirement and the specific page of the response in the 
Vendor's offer.  


b) Provide complete and comprehensive responses with a corresponding emphasis on being 
concise and clear. Elaborate offers in the form of brochures or other presentations beyond 
that necessary to present a complete and effective offer are not desired. 


c) Clearly state your understanding of the problem(s) presented by this RFP including your 
proposed solution’s ability to meet the specifications, including capabilities, features, and 
limitations, as described herein, and provide a cost offer.  


d) Supply all relevant and material information relating to the Vendor’s organization, personnel, 
and experience that substantiates its qualifications and capabilities to perform the Services 
and/or provide the goods described in this RFP.  If relevant and material information is not 
provided, the offer may be rejected from consideration and evaluation.  Offers will be 
considered and evaluated based upon the Vendor’s full completion and response to the 
specifications, and any additional requirements herein, or stated in a separate Exhibit. 


e) Furnish all information requested; and if response spaces are provided in this document, the 
Vendor shall furnish said information in the spaces provided.  Further, if required elsewhere 
in this RFP, each Vendor must submit with their offer sketches, descriptive literature and/or 
complete specifications covering the products offered.  References to literature submitted with 
a previous offer will not satisfy this provision.  Proposals that do not comply with these 
requirements may be rejected. 


f) Any offer that does not adhere to these instructions may be deemed non-responsive and 
rejected on that basis. 


g) Only information that is received in response to this RFP will be evaluated.  Reference 
to information previously submitted or Internet Website Addresses (URLs) will not suffice as 
a response to this solicitation. 


6.3.1 OFFER ORGANIZATION 


Within each section of the offer, Vendor should address the items in the order in which they appear 
in this RFP.  Forms, if any provided in the RFP, must be completed and included in the appropriate 
section of the offer.  All discussion of offered costs, rates, or expenses must be presented in 
Section 4.0.  Cost of Vendor’s Offer. 


The offer should be organized and indexed in the following format and should contain, at a 
minimum, all listed items below. 


a) Signed Execution Page 


b) Table of Contents 


c) Firm’s Tax Identification Info (Attachment D) 


d) Vendor Response to Specifications and Requirements 


e) Security Vendor Readiness Assessment Report (VRAR) 
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f) Architecture Diagrams 


g) Cost of Vendor’s Offer (Attachment E) 


h) Schedule of Offered Solution 


i) Signed Vendor Certification Form (Attachment F) 


j) Location of Workers Utilized by Vendor Form (Attachment G) 


k) References (Attachment H) 


l) Errata and Exceptions, if any 


m) Vendor's License and Maintenance Agreements, if any 


n) Supporting material such as technical system documentation, training examples, etc. 


o) Vendor may attach other supporting materials that it feels may improve the quality of its 
response.  These materials should be included as items in a separate appendix. 


p) Description of Vendor Submitting Offer Form (Attachment J) 


q) All pages of this solicitation document (including Attachments A, B, and C) 


6.3.2 OFFER SUBMITTAL 


IMPORTANT NOTE: Vendor shall bear the risk for late submission due to unintended or 
unanticipated delay—whether submitted electronically, delivered by hand, U.S. Postal Service, 
courier or other delivery service. Vendor must include all the pages of this solicitation in their 
response.  It is the Vendor’s sole responsibility to ensure its offer has been delivered to this Office 
by the specified time and date of opening. Any proposal delivered after the proposal deadline will 
be rejected. 


Offer Submission Details: 


Electronic Responses Only will be accepted for this bid solicitation. All bids shall be 
submitted electronically via the North Carolina Business Invitation Delivery System (NC BIDS). 
For additional information, the NC BIDS for Vendors page includes online training videos and a 
link to NC BIDS FAQs for Vendors.  


Failure to submit a bid in strict accordance with these instructions shall constitute sufficient cause 
to reject a Vendor’s bid(s). Critical updated information may be included in Addenda to this RFP. 
It is important that all Vendors proposing on this RFP periodically check the State’s IPS website 
for any Addenda that may be issued prior to the bid opening date.  All Vendors shall be deemed 
to have read and understood all information in this RFP and all Addenda thereto.  


It is the responsibility of the Vendor to deliver the offer in this office by the specified time and date 
of opening.  


Offer must be submitted on the forms provided herein. If additional sheets are required (for 
example, Vendors who are offering alternate proposals); the Vendor should submit a separate bid 
document. Any alternate proposals must be clearly marked as such with the phrase “alternate 
offer for ‘name of’ Vendor” and numbered sequentially with the first offer. 



https://ncadmin.nc.gov/nc-bids-vendors

https://ncadmin.nc.gov/nc-bids-faqs-vendors
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7.0 OTHER REQUIREMENTS AND SPECIAL TERMS 


7.1 VENDOR UTILIZATION OF WORKERS OUTSIDE OF U.S. 


In accordance with N.C.G.S. §143B-1361(b), the Vendor must detail the manner in which it 
intends to utilize resources or workers in the RFP response.  The State of North Carolina will 
evaluate the additional risks, costs, and other factors associated with such utilization prior to 
making an award for any such Vendor’s offer.   


Complete ATTACHMENT G - Location of Workers Utilized by Vendor and submit with your offer. 


7.2 FINANCIAL STATEMENTS 


In accordance with G.S. 143B-1350(h1), prior to entering into a contract with any vendor, the 
State must determine that the vendor possesses sufficient financial resources. 


The Vendor shall provide evidence of financial stability by returning with its offer copies of 
Financial Statements as further described hereinbelow.  As used herein, Financial Statements 
shall exclude tax returns and compiled statements. 


a) For a publicly traded company, Financial Statements for the past three (3) fiscal years, 
including at a minimum, income statements, balance sheets, and statement of changes in 
financial position or cash flows.  If three (3) years of financial statements are not available, 
this information shall be provided to the fullest extent possible, but not less than one year.  If 
less than 3 years, the Vendor must explain the reason why they are not available.  


b) For a privately held company, when certified audited financial statements are not prepared: a 
written statement from the company’s certified public accountant stating the financial 
condition, debt-to-asset ratio for the past three (3) years and any pending actions that may 
affect the company’s financial condition. 


c) The State may, in its sole discretion, accept evidence of financial stability other than Financial 
Statements for the purpose of evaluating Vendors’ responses to this RFP. The State reserves 
the right to determine whether the substitute information meets the requirements for Financial 
Information sufficiently to allow the State to evaluate the sufficiency of financial resources and 
the ability of the business to sustain performance of this RFP award.  Scope Statements 
issued may require the submission of Financial Statements and specify the number of years 
to be provided, the information to be provided, and the most recent date required. 


7.3 FINANCIAL RESOURCES ASSESSMENT, QUALITY ASSURANCE, 
PERFORMANCE AND RELIABILITY   


a) Contract Performance Security. The State reserves the right to require performance 
guaranties pursuant to N.C.G.S. §143B-1340(f) and 09 NCAC 06B.1207 from the Vendor 
without expense to the State. Reserved.  


b) Project Assurance, Performance and Reliability Evaluation – Pursuant to N.C.G.S. §143B-
1340, the State CIO may require quality assurance reviews of Projects as necessary. 
Reserved.  


7.4 VENDOR’S LICENSE OR SUPPORT AGREEMENTS 


Vendor should present its license or support agreements with its proposal for review and 
evaluation.  Terms offered for licensing and support of vendors’ proprietary assets will be 
considered; terms governed by applicable state or other laws or by policies authorized by law will 
be superseded by such applicable laws or policies. 


The terms and conditions of the Vendor’s standard services, license, maintenance or other 
agreement(s) applicable to Services, Software and other Products acquired under this RFP may 
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apply to the extent such terms and conditions do not materially change the terms and conditions 
of this RFP.  In the event of any conflict between the terms and conditions of this RFP and the 
Vendor’s standard agreement(s), the terms and conditions of this RFP relating to audit and 
records, jurisdiction, choice of law, the State’s electronic procurement application of law or 
administrative rules, the remedy for intellectual property infringement and the exclusive remedies 
and limitation of liability in the DIT Terms and Conditions herein shall apply in all cases and 
supersede any provisions contained in the Vendor’s relevant standard agreement or any other 
agreement.  The State shall not be obligated under any standard license and/or maintenance or 
other Vendor agreement(s) to indemnify or hold harmless the Vendor, its licensors, successors 
or assigns, nor arbitrate any dispute, nor pay late fees, legal fees or other similar costs. 


7.5 RESELLERS 


If the Offer is made by a Reseller that purchased the offered items for resale or license to the 
Agency, or offered based upon an agreement between the Offeror and a third party, the 
Purchasing Agency acknowledges that the proprietary and intellectual property rights associated 
with the items are owned by parties other than the Reseller (“Third Parties”).  The Agency further 
acknowledges that except for the payment to the Reseller for the Third Party items, all of its rights 
and obligations with respect thereto flow from and to the Third Parties.  The Reseller shall provide 
the Agency with copies of all documentation and warranties for the Third Party items which are 
provided to the Reseller.  The Reseller shall assign all applicable third party warranties for 
Deliverables to the Agency. The State reserves all rights to utilize existing agreements with such 
Third Parties or to negotiate agreements with such Third Parties as the State deems necessary 
or proper to achieve the intent of this RFP. 


7.6 SPECIAL TERMS AND CONDITIONS 


Reserved for amendment during BAFO phase of negotiation, if necessary. 


7.7 SECURITY AND BACKGROUND CHECKS 


The Agency reserves the right to conduct a security background check or otherwise approve any 
employee or agent provided by the Vendor, and to refuse access to or require replacement of any 
such personnel for cause, including, but not limited to, technical or training qualifications, quality 
of work or change in security status or non-compliance with the Agency’s security or other 
requirements. 


All State and Vendor personnel that have access to sensitive data must have a security 
background check performed.  The Vendors are responsible for performing all background checks 
of their workforce and subcontractors and will provide the Agency copies of the background 
checks upon a written request by the Agency. The State reserves the right to check for non-
compliance. 


7.8 ASSURANCES -RESERVED 


7.9 CONFIDENTIALITY OF DATA AND INFORMATION 


All RFP responses, information marked as confidential or proprietary, financial, statistical, 
personnel, technical and other data and information relating to the State’s operation which are 
designated confidential by the State and made available to the Vendor in order to carry out the 
Agreement, or which become available to the Vendor in carrying out the Agreement, shall be 
protected by the Vendor from unauthorized use and disclosure through the observance of the 
same or more effective procedural requirements as are applicable to the State. If the methods 
and procedures employed by the Vendor for the protection of the Vendor’s data and information 
are deemed by the State to be adequate for the protection of the State’s confidential information, 
such methods and procedures may be used, with the written consent of the State, to carry out the 
intent of this section.  The Vendor shall not be required under the provisions of this section to 
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keep confidential, (1) information generally available to the public, (2) information released by the 
State generally, or to the Vendor without restriction, (3) information independently developed or 
acquired by the Vendor or its personnel without reliance in any way on otherwise protected 
information of the State.  Notwithstanding the foregoing restrictions, the Vendor and its personnel 
may use and disclose any information which it is otherwise required by law to disclose, but in 
each case only after the State has been so notified, and has had the opportunity, if possible, to 
obtain reasonable protection for such information in connection with such disclosure. 


7.10 PROJECT MANAGEMENT 


All project management and coordination on behalf of the Agency shall be through a single point 
of contact designated as the Agency Project Manager.  The Vendor shall designate a Vendor 
Project Manager who will provide a single point of contact for management and coordination of 
the Vendor’s work.  All work performed pursuant to the Agreement shall be coordinated between 
the Agency Project Manager and the Vendor Project Manager. 


7.11 MEETINGS 


The Vendor is required to meet with Agency personnel, or designated representatives, to resolve 
technical or contractual problems that may occur during the term of the Agreement.  Meetings will 
occur as problems arise and will be coordinated by Agency. The Vendor will be given reasonable 
and sufficient notice of meeting dates, times, and locations.  Face to face meetings are desired.  
However, at the Vendor’s option and expense, a conference call meeting may be substituted.  
Consistent failure to participate in problem resolution meetings, two (2) consecutive missed or 
rescheduled meetings, or failure to make a good faith effort to resolve problems, may result in 
termination of the Agreement. 


7.12 UNANTICIPATED TASKS 


In the event that additional work must be performed that was wholly unanticipated, and that is not 
specified in the Agreement, but which in the opinion of both parties is necessary to the successful 
accomplishment of the contracted scope of work, the procedures outlined in this article will be 
followed.  For each item of unanticipated work, the Vendor shall prepare a work authorization in 
accordance with the State’s practices and procedures. 


a) It is understood and agreed by both parties that all of the terms and conditions of the 
Agreement shall remain in force with the inclusion of any work authorization.  A work 
authorization shall not constitute a contract separate from the Agreement, nor in any manner 
amend or supersede any of the other terms or provisions of the Agreement or any amendment 
hereto. 


b) Each work authorization shall comprise a detailed statement of the purpose, objective, or 
goals to be undertaken by the Vendor, the job classification or approximate skill level or sets 
of the personnel required, an identification of all significant material then known to be 
developed by the Vendor’s personnel as a Deliverable, an identification of all significant 
materials to be delivered by the State to the Vendor’s personnel, an estimated time schedule 
for the provision of the Services by the Vendor, completion criteria for the work to be 
performed, the name or identification of Vendor’s personnel to be assigned, the Vendor’s 
estimated work hours required to accomplish the purpose, objective or goals, the Vendor’s 
billing rates and units billed, and the Vendor’s total estimated cost of the work authorization. 


c) All work authorizations must be submitted for review and approval by the procurement office 
that approved the original Contract and procurement.  This submission and approval must be 
completed prior to execution of any work authorization documentation or performance 
thereunder.  All work authorizations must be written and signed by the Vendor and the State 
prior to beginning work. 
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d) The State has the right to require the Vendor to stop or suspend performance under the “Stop 
Work” provision of the North Carolina Department of Information Technology Terms and 
Conditions. 


e) The Vendor shall not expend Personnel resources at any cost to the State in excess of the 
estimated work hours unless this procedure is followed:  If, during performance of the work, 
the Vendor determines that a work authorization to be performed under the Agreement cannot 
be accomplished within the estimated work hours, the Vendor will be required to complete the 
work authorization in full.  Upon receipt of such notification, the State may: 


a. Authorize the Vendor to expend the estimated additional work hours or service in 
excess of the original estimate necessary to accomplish the work authorization, or 


b. Terminate the work authorization, or 


c. Alter the scope of the work authorization in order to define tasks that can be 
accomplished within the remaining estimated work hours. 


d. The State will notify the Vendor in writing of its election within seven (7) business days 
after receipt of the Vendor’s notification.  If notice of the election is given to proceed, 
the Vendor may expend the estimated additional work hours or Services. 


7.13 TRANSITION ASSISTANCE 


If the Agreement is not renewed at the end of this term, or is canceled prior to its expiration, for 
any reason, the Vendor must provide for up to six (6) months after the expiration or cancellation 
of the Agreement, all reasonable transition assistance requested by the State, to allow for the 
expired or canceled portion of the Services to continue without interruption or adverse effect, and 
to facilitate the orderly transfer of such Services to the State or its designees.  Such transition 
assistance will be deemed by the parties to be governed by the terms and conditions of the 
Agreement, (notwithstanding this expiration or cancellation) except for those Contract terms or 
conditions that do not reasonably apply to such transition assistance.  The State shall pay the 
Vendor for any resources utilized in performing such transition assistance at the most current 
rates provided by the Agreement for Contract performance.  If the State cancels the Agreement 
for cause, then the State will be entitled to off set the cost of paying the Vendor for the additional 
resources the Vendor utilized in providing transition assistance with any damages the State may 
have otherwise accrued as a result of said cancellation. 


7.14 EFFECTIVE DATE 


This solicitation, including any Exhibits, or any resulting contract or amendment shall not become 
effective nor bind the State until the appropriate State purchasing authority/official or Agency 
official has signed the document(s), contract or amendment; the effective award date has been 
completed on the document(s) by the State purchasing official, and that date has arrived or 
passed. The State shall not be responsible for reimbursing the Vendor for goods provided nor 
Services rendered prior to the appropriate signatures and the arrival of the effective date of the 
Agreement.  No contract shall be binding on the State until an encumbrance of funds has been 
made for payment of the sums due under the Agreement. 


7.15 TERM EXTENSIONS - RESERVED 


7.16 RECYCLING AND SOURCE REDUCTION 


It is the policy of this State to encourage and promote the purchase of products with recycled 
content to the extent economically practicable, and to purchase items which are reusable, 
refillable, repairable, more durable, and less toxic to the extent that the purchase or use is 
practicable and cost-effective.  We also encourage and promote using minimal packaging and 
the use of recycled/recyclable products in the packaging of goods purchased.  However, no 
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sacrifice in quality of packaging will be acceptable.  The Vendor remains responsible for providing 
packaging that will protect the commodity and contain it for its intended use.  Vendors are strongly 
urged to bring to the attention of the purchasers at the NCDIT Statewide IT Procurement Office 
those products or packaging they offer which have recycled content and that are recyclable. 
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ATTACHMENT A: DEFINITIONS 


1) 24x7:  A statement of availability of systems, communications, and/or supporting resources every hour 
(24) of each day (7 days weekly) throughout every year for periods specified herein.  Where reasonable 
downtime is accepted, it will be stated herein.  Otherwise, 24x7 implies NO loss of availability of systems, 
communications, and/or supporting resources. 


2) Cybersecurity Incident: An occurrence that: 


a. Actually or imminently jeopardizes, without lawful authority, the integrity, confidentiality, or availability 
of information or an information system; or 


b. Constitutes a violation or imminent threat of violation of law, security policies, privacy policies, security 
procedures, or acceptable use policies. 


3) Deliverables: Deliverables, as used herein, shall comprise all Hardware, Vendor Services, professional 
Services, Software and provided modifications to any Software, and incidental materials, including any 
goods, Software or Services access license, data, reports and documentation provided or created during 
the performance or provision of Services hereunder.  Deliverables include “Work Product” and means 
any expression of Licensor’s findings, analyses, conclusions, opinions, recommendations, ideas, 
techniques, know-how, designs, programs, enhancements, and other technical information; but not 
source and object code or software. 


4) Goods: Includes intangibles such as computer software; provided, however that this definition does not 
modify the definition of “goods” in the context of N.C.G.S. §25-2-105 (UCC definition of goods). 


5) NCDIT or DIT: The NC Department of Information Technology, formerly Office of Information Technology 
Services. 


6) Open Market Contract: A contract for the purchase of goods or Services not covered by a term, 
technical, or convenience contract. 


7) Reasonable, Necessary or Proper: as used herein shall be interpreted solely by the State of North 
Carolina. 


8) Request for Proposal (RFP):  The RFP is a formal, written solicitation document typically used for 
seeking competition and obtaining offers for more complex services or a combination of goods and 
services. The RFP is used when the value is over $10,000. This document contains specifications of the 
RFP, instructions to bidders and the standard IT Terms and Conditions for Goods and Related Services. 
User should add Supplemental Terms and Conditions for Software and Services, when applicable.  


9) Security Breach: As defined in N.C.G.S. §75-61. 


10) Significant Security Incident: A cybersecurity incident that is likely to result in demonstrable harm to 
the State's security interests, economy, critical infrastructure, or to the public confidence, civil liberties, or 
public health and safety of the residents of North Carolina. A significant cybersecurity incident is 
determined by the following factors: 


a. Incidents that meet thresholds identified by the Department jointly with the Department of Public 
Safety that involve information: 


i. That is not releasable to the public and that is restricted or highly restricted according to Statewide 
Data Classification and Handling Policy; or 


ii. That involves the exfiltration, modification, deletion, or unauthorized access, or lack of availability 
to information or systems within certain parameters to include (i) a specific threshold of number 
of records or users affected as defined in G.S. 75-65 or (ii) any additional data types with required 
security controls. 
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b. Incidents that involve information that is not recoverable or cannot be recovered within defined 
time lines required to meet operational commitments defined jointly by the State agency and the 
Department or can be recovered only through additional measures and has a high or medium 
functional impact to the mission of an agency. 


11) The State: Is the State of North Carolina, and its Agencies. 


12) Vendor: Company, firm, corporation, partnership, individual, etc., submitting an offer in response to a 
solicitation. 
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ATTACHMENT B: DEPARTMENT OF INFORMATION TECHNOLOGY TERMS AND 
CONDITIONS 
1) DEFINITIONS:  


a)  “Data” includes means information, formulae, algorithms, or other content that the State, the State’s employees, 
agents and end users upload, create or modify using the Services pursuant to this Agreement.  Data also includes 
user identification information and metadata which may contain Data or from which the State’s Data may be 
ascertainable. 


b) Deliverable/Product Warranties shall mean and include the warranties provided for products or deliverables 
licensed to the State as included in Paragraph 7) c) of these Terms and Conditions unless superseded by a Vendor’s 
Warranties pursuant to Vendor’s License or Support Agreements. 


c) “Services” shall mean the duties and tasks undertaken by the Vendor to fulfill the requirements and specifications 
of this solicitation, including, without limitation, providing web browser access by authorized users to certain Vendor 
online software applications identified herein, and to related services, such as Vendor hosted Computer storage, 
databases, Support, documentation, and other functionalities, all as a Software as a Service (“SaaS”) solution. 


d) “State” shall mean the State of North Carolina, the Department of Information Technology as an agency, or the 
agency identified in this solicitation as the Purchasing Agency and Award Authority. 


e) “Support” includes provision of ongoing updates and maintenance for the Vendor online software applications, and 
as may be specified herein, consulting, training and other support Services as provided by the Vendor for SaaS 
tenants receiving similar SaaS Services. 


2) ACCESS AND USE OF SAAS SERVICES:  
a) Vendor grants the State a personal non-transferable and non-exclusive right to use and access, all Services and 


other functionalities or services provided, furnished or accessible under this Agreement.  The State may utilize the 
Services as agreed herein and in accordance with any mutually agreed Acceptable Use Policy. The State is 
authorized to access State Data and any Vendor-provided data as specified herein and to transmit revisions, 
updates, deletions, enhancements, or modifications to the State Data. This shall include the right of the State to, 
and access to, Support without the Vendor requiring a separate maintenance or support agreement.  Subject to an 
agreed limitation on the number of users, the State may use the Services with any computer, computer system, 
server, or desktop workstation owned or utilized by the State or other authorized users.  User access to the Services 
shall be routinely provided by the Vendor and may be subject to a more specific Service Level Agreement (SLA) 
agreed to in writing by the parties.  The State shall notify the Vendor of any unauthorized use of any password or 
account, or any other known or suspected breach of security access.  The State also agrees to refrain from taking 
any steps, such as reverse engineering, reverse assembly or reverse compilation to derive a source code equivalent 
to the Services or any portion thereof.  Use of the Services to perform services for commercial third parties (so-
called “service bureau” uses) is not permitted, but the State may utilize the Services to perform its governmental 
functions.  If the Services fees are based upon the number of Users and/or hosted instances, the number of 
Users/hosted instances available may be adjusted at any time (subject to the restrictions on the maximum number 
of Users specified in the Furnish and Deliver Table herein above) by mutual agreement and State Procurement 
approval. All Services and information designated as “confidential” or “proprietary” shall be kept in confidence 
except as may be required by the North Carolina Public Records Act: N.C.G.S. § 132-1, et. seq. 


b) The State’s access license for the Services and its associated services neither transfers, vests, nor infers any title 
or other ownership right in any intellectual property rights of the Vendor or any third party, nor does this license 
transfer, vest, or infer any title or other ownership right in any source code associated with the Services unless 
otherwise agreed to by the parties.  The provisions of this paragraph will not be construed as a sale of any ownership 
rights in the Services.  Any Services or technical and business information owned by Vendor or its suppliers or 
licensors made accessible or furnished to the State shall be and remain the property of the Vendor or such other 
party, respectively. Vendor has a limited, non-exclusive license to access and use the State Data as provided to 
Vendor, but solely for performing its obligations under this Agreement and in confidence as provided herein. 


c) Vendor or its suppliers shall at minimum, and except as otherwise agreed, provide telephone assistance to the 
State for all Services procured hereunder during the State’s normal business hours (unless different hours are 
specified herein).   Vendor warrants that its Support and customer service and assistance will be performed in 
accordance with generally accepted industry standards. The State has the right to receive the benefit of upgrades, 
updates, maintenance releases or other enhancements or modifications made generally available to Vendor’s SaaS 
tenants for similar Services.  Vendor’s right to a new use agreement for new version releases of the Services shall 
not be abridged by the foregoing. Vendor may, at no additional charge, modify the Services to improve operation 
and reliability or to meet legal requirements. 
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d) Vendor will provide to the State the same Services for updating, maintaining and continuing optimal performance 
for the Services as provided to other similarly situated users or tenants of the Services, but minimally as provided 
for and specified herein. Unless otherwise agreed in writing, Support will also be provided for any other (e.g., third–
party) software provided by the Vendor in connection with the Vendor’s solution herein. The technical and 
professional activities required for establishing, managing, and maintaining the Services environment are the 
responsibilities of the Vendor. Any training specified herein will be provided by the Vendor to certain State users for 
the fees or costs as set forth herein or in an SLA. 


e) Services provided pursuant to this Solicitation may, in some circumstances, be accompanied by a user clickwrap 
agreement.  The term clickwrap agreement refers to an agreement that requires the end user to manifest his or her 
assent to terms and conditions by clicking an “ok” or “agree” button on a dialog box or pop-up window as part of the 
process of access to the Services.   All terms and conditions of any clickwrap agreement provided with any Services 
solicited herein shall have no force and effect and shall be non-binding on the State, its employees, agents, and 
other authorized users of the Services. 


f) The Vendor may utilize partners and/or subcontractors to assist in the provision of the Services, so long as the 
State Data is not removed from the United States unless the terms of storage of the State Data are clearly disclosed, 
the security provisions referenced herein can still be complied with, and such removal is done with the prior express 
written permission of the State. The Vendor shall identify all of its strategic business partners related to Services 
provided under this contract, including but not limited to, all subcontractors or other entities or individuals who may 
be a party to a joint venture or similar agreement with the Vendor, who will be involved in any application 
development and/or operations.  


g) Vendor warrants that all Services will be performed with professional care and skill, in a workmanlike manner and 
in accordance with the Services documentation and this Agreement. 


h) An SLA or other agreed writing shall contain provisions for scalability of Services and any variation in fees or costs 
as a result of any such scaling. 


i) Professional services provided by the Vendor at the request by the State in writing in addition to agreed Services 
shall be at the then-existing Vendor hourly rates when provided, unless otherwise agreed in writing by the parties.  


3) WARRANTY OF NON-INFRINGEMENT; REMEDIES.  
a) Vendor warrants to the best of its knowledge that: 


i) The Services do not infringe any intellectual property rights of any third party; and 
ii) There are no actual or threatened actions arising from, or alleged under, any intellectual property rights of any 


third party;  
b) Should any Services supplied by Vendor become the subject of a claim of infringement of a patent, copyright, 


Trademark or a trade secret in the United States, the Vendor, shall at its option and expense, either procure for the 
State the right to continue using the Services, or replace or modify the same to become noninfringing.  If neither of 
these options can reasonably be taken in Vendor’s judgment, or if further use shall be prevented by injunction, the 
Vendor agrees to cease provision of any affected Services, and refund any sums the State has paid Vendor and 
make every reasonable effort to assist the State in procuring substitute Services.  If, in the sole opinion of the State, 
the cessation of use by the State of any such Services due to infringement issues makes the retention of other 
items acquired from the Vendor under this Agreement impractical, the State shall then have the option of terminating 
the Agreement, or applicable portions thereof, without penalty or termination charge; and Vendor agrees to refund 
any sums the State paid for unused Services.  


c) The Vendor, at its own expense, shall defend any action brought against the State to the extent that such action is 
based upon a claim that the Services supplied by the Vendor, their use or operation, infringes on a patent, copyright, 
trademark or violates a trade secret in the United States.  The Vendor shall pay those costs and damages finally 
awarded or agreed in a settlement against the State in any such action.  Such defense and payment shall be 
conditioned on the following: 
i) That the Vendor shall be notified within a reasonable time in writing by the State of any such claim; and, 
ii) That the Vendor shall have the sole control of the defense of any action on such claim and all negotiations for 


its settlement or compromise provided, however, that the State shall have the option to participate in such action 
at its own expense. 


d) Vendor will not be required to defend or indemnify the State if any claim by a third party against the State for 
infringement or misappropriation results from the State’s material alteration of any Vendor-branded Services, or 
from the continued use of the good(s) or Services after receiving notice they infringe on a trade secret of a third 
party. 


4) ACCESS AVAILABILITY; REMEDIES:  
a) The Vendor warrants that the Services will be in good working order, and operating in conformance with Vendor’s 


standard specifications and functions as well as any other specifications agreed to by the parties in writing, and 
shall remain accessible 24/7, with the exception of scheduled outages for maintenance and of other service level 
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provisions agreed in writing, e.g., in an SLA. Vendor does not warrant that the operation of the Services will be 
completely uninterrupted or error free, or that the Services functions will meet all the State’s requirements, unless 
developed as Customized Services.   


b) The State shall notify the Vendor if the Services are not in good working order or inaccessible during the term of 
the Agreement.  Vendor shall, at its option, either repair, replace or reperform any Services reported or discovered 
as not being in good working order and accessible during the applicable contract term without cost to the State.   
If the Services monthly availability averages less than 99.9% (excluding agreed-upon maintenance downtime), the 
State shall be entitled to receive automatic credits as indicated immediately below, or the State may use other 
contractual remedies such as recovery of damages, as set forth herein in writing, e.g., in Specifications, Special 
Terms or in an SLA, and as such other contractual damages are limited by N.C.G.S. §143B-1350(h1) and the 
Limitation of Liability paragraph below. If not otherwise provided, the automatic remedies for nonavailability of the 
Subscription Services during a month are: 
1. A 10% service credit applied against future fees if Vendor does not reach 99.9% availability. 
2. A 25% service credit applied against future fees if Vendor does not reach 99% availability. 
3. A 50% service credit applied against future fees or eligibility for early termination of the Agreement if Vendor 


does not reach 95% availability. 
If, however, Services meet the 99.9% service availability level for a month, but are not available for a consecutive120 
minutes during that month, the Vendor shall grant to the State a credit of a pro-rated one-day of the monthly 
subscription Services fee against future Services charges. Such credit(s) shall be applied to the bill immediately 
following the month in which Vendor failed to meet the performance requirements or other service levels, and the 
credit will continue to be deducted from the monthly invoice for each prior month that Vendor fails to meet the 
support response times for the remainder of the duration of the Agreement. If Services monthly availability averages 
less than 99.9% (excluding agreed-upon maintenance downtime), for three (3) or more months in a rolling twelve-
month period, the State may also terminate the contract for material breach in accordance with the Default 
provisions hereinbelow. 


c) Support Services. If Vendor fails to meet Support Service response times as set forth herein or in an SLA for a 
period of three consecutive months, a 10% service credit will be deducted from the invoice in the month immediately 
following the third month, and the 10% service credit will continue to be deducted from the monthly invoice for each 
month that Vendor fails to meet the support response times for the remainder of the duration of the Agreement. 


5) EXCLUSIONS:  
a) Except as stated above in Paragraphs 3 and 4, Vendor and its parent, subsidiaries and affiliates, subcontractors 


and suppliers make no warranties, express or implied, as to the Services. 
b) The warranties provided in Paragraphs 3 and 4 above do not cover repair for damages, malfunctions or service 


failures substantially caused by: 
i) Actions of non-Vendor personnel; 
ii) Failure to follow Vendor’s written instructions relating to the Services provided to the State; or  
iii) Force Majeure conditions set forth hereinbelow. 
iv) The State’s sole misuse of, or its own inability to use, the Services. 


6) PERFORMANCE REVIEW AND ACCOUNTABILITY. N.C.G.S. § 143B-1340(f) and 09 NCAC 06B.1207 require 
provisions for performance review and accountability in State IT contracts. For this procurement, these shall include the 
holding a retainage of 10% of the contract value and withholding the final payment contingent on final acceptance by 
the State as provided in 09 NCAC 06B.1207(3) and (4), unless waived or otherwise agreed, in writing. The Services 
herein will be provided consistent with and under these Services performance review and accountability guarantees.  


7) LIMITATION OF LIABILITY: Limitation of Vendor’s Contract Damages Liability: 
a) Where Services are under the State’s exclusive management and control, the Vendor shall not be liable for direct 


damages caused by the State’s failure to fulfill any State responsibilities of assuring the proper use, management 


and supervision of the Services and programs, audit controls, operating methods, office procedures, or for 


establishing all proper checkpoints necessary for the State’s intended use of the Services. 


b) The Vendor’s liability for damages to the State arising under the contract shall be limited to two times the value of 


the Contract.  


c) The foregoing limitation of liability shall not apply to claims covered by other specific provisions including but not 


limited to Service Level Agreement or Deliverable/Product Warranty compliance, or to claims for injury to persons 


or damage to tangible personal property, gross negligence or willful or wanton conduct.  This limitation of liability 


does not apply to contributions among joint tortfeasors under N.C.G.S. 1B-1 et seq., the receipt of court costs or 


attorney’s fees that might be awarded by a court in addition to damages after litigation based on this Contract. For 


avoidance of doubt, the Parties agree that the Service Level Agreement and Deliverable/Product Warranty Terms 
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in the Contract are intended to provide the sole and exclusive remedies available to the State under the Contract 


for the Vendor’s failure to comply with the requirements stated therein. 
8) VENDOR’S LIABILITY FOR INJURY TO PERSONS OR DAMAGE TO PROPERTY: 


a) The Vendor shall be liable for damages arising out of personal injuries and/or damage to real or tangible personal 


property of the State, employees of the State, persons designated by the State for training, or person(s) other than 


agents or employees of the Vendor, designated by the State for any purpose, prior to, during, or subsequent to 


delivery, installation, acceptance, and use of the Services either at the Vendor’s site or at the State’s place of 


business, provided that the injury or damage was caused by the fault or negligence of the Vendor.  


b) The Vendor agrees to indemnify, defend and hold the Agency and the State and its Officers, employees, agents 


and assigns harmless from any liability relating to personal injury or injury to real or tangible personal property of 


any kind, accruing or resulting to any other person, firm or corporation furnishing or supplying work, Services, 


materials or supplies in connection with the performance of this Contract, whether tangible or intangible, arising out 


of the ordinary negligence, willful or wanton negligence, or intentional acts of the Vendor, its officers, employees, 


agents, assigns or subcontractors. 


c) Vendor shall not be liable for damages arising out of or caused by an alteration or an attachment not made or 


installed by the Vendor. 
9) MODIFICATION OF SERVICES: If Vendor modifies or replaces the Services provided to the State and other tenants, 


and if the State has paid all applicable Subscription Fees, the State shall be entitled to receive, at no additional charge, 
access to a newer version of the Services that supports substantially the same functionality as the then accessible 
version of the Services. Newer versions of the Services containing substantially increased functionality may be made 
available to the State for an additional subscription fee. In the event of either of such modifications, the then accessible 
version of the Services shall remain fully available to the State until the newer version is provided to the State and 
accepted. If a modification materially affects the functionality of the Services as used by the State, the State, at its sole 
option, may defer such modification. 


10) TRANSITION PERIOD:  
a) For ninety (90) days, either prior to the expiration date of this Agreement, or upon notice of termination of this 


Agreement, Vendor shall assist the State, upon written request, in extracting and/or transitioning all Data in the 
format determined by the State (“Transition Period”).  


b) The Transition Period may be modified in an SLA or as agreed upon in writing by the parties in a contract 
amendment.  


c) During the Transition Period, Services access shall continue to be made available to the State without alteration.   
d) Vendor agrees to compensate the State for damages or losses the State incurs as a result of Vendor’s failure to 


comply with this Transition Period section in accordance with the Limitation of Liability provisions above.  
e) Upon termination, and unless otherwise stated in an SLA, and after providing the State Data to the State as indicated 


above in this section with acknowledged receipt by the State in writing, the Vendor shall permanently destroy or 
render inaccessible any portion of the State Data in Vendor’s and/or subcontractor’s possession or control following 
the completion and expiration of all obligations in this section. Within thirty (30) days, Vendor shall issue a written 
statement to the State confirming the destruction or inaccessibility of the State’s Data. 


f) The State at its option, may purchase additional Transition services as may be agreed upon in a supplemental 
agreement. 


11) TRANSPORTATION: Transportation charges for any Deliverable sent to the State other than electronically or by 
download, shall be FOB Destination unless delivered by internet or file-transfer as agreed by the State, or otherwise 
specified in the solicitation document or purchase order.  


12) TRAVEL EXPENSES:  Reserved.  
13) PROHIBITION AGAINST CONTINGENT FEES AND GRATUITIES:  Vendor warrants that it has not paid, and agrees 


not to pay, any bonus, commission, fee, or gratuity to any employee or official of the State for the purpose of obtaining 
any contract or award issued by the State.  Subsequent discovery by the State of non-compliance with these provisions 
shall constitute sufficient cause for immediate termination of all outstanding Agreements with the Vendor.  Violations of 
this provision may result in debarment of the Vendor(s) or Vendor(s) as permitted by 9 NCAC 06B.1207, or other 
provision of law.  


14) AVAILABILITY OF FUNDS: Any and all payments by the State are expressly contingent upon and subject to the 
appropriation, allocation and availability of funds to the State for the purposes set forth in this Agreement.  If this 
Agreement or any Purchase Order issued hereunder is funded in whole or in part by federal funds, the State’s 
performance and payment shall be subject to and contingent upon the continuing availability of said federal funds for 
the purposes of the Agreement or Purchase Order.  If the term of this Agreement extends into fiscal years subsequent 
to that in which it is approved such continuation of the Agreement is expressly contingent upon the appropriation, 
allocation, and availability of funds by the N.C. Legislature for the purposes set forth in the Agreement.  If funds to effect 
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payment are not available, the State will provide written notification to Vendor.  If the Agreement is terminated under 
this paragraph, Vendor agrees to terminate any Services supplied to the State under this Agreement, and relieve the 
State of any further obligation thereof.  The State shall remit payment for Services accepted on or prior to the date of 
the aforesaid notice in conformance with the payment terms. 


15) PAYMENT TERMS:  
a) Payment may be made by the State in advance of or in anticipation of subscription Services to be actually performed 


under the Agreement or upon proper invoice for other Services rendered.  Payment terms are Net 30 days after 
receipt of correct invoice. Initial payments are to be made after final acceptance of the Services.  Payments are 
subject to any retainage requirements herein.  The Purchasing State Agency is responsible for all payments under 
the Agreement.  Subscription fees for term years after the initial year shall be as quoted under State options herein, 
but shall not increase more that 5% over the prior term, except as the parties may have agreed to an alternate 
formula to determine such increases in writing. No additional charges to the State will be permitted based upon, or 
arising from, the State’s use of a Business Procurement Card.  The State may exercise any and all rights of Set Off 
as permitted in Chapter 105A-1 et seq. of the N.C. General Statutes and applicable Administrative Rules.  


b) Upon Vendor’s written request of not less than 30 days and approval by the State, the State may: 


i) Forward the Vendor’s payment check(s) directly to any person or entity designated by the Vendor, or 


ii) Include any person or entity designated in writing by Vendor as a joint payee on the Vendor’s payment check(s), 
however, 


iii) In no event shall such approval and action obligate the State to anyone other than the Vendor and the Vendor 
shall remain responsible for fulfillment of all Agreement obligations. 


c) For any third party software licensed by Vendor or its subcontractors for use by the State, a copy of the software 
license including terms acceptable to the State, an assignment acceptable to the State, and documentation of 
license fees paid by the Vendor must be provided to the State before any related license fees or costs may be billed 
to the State. 


d) An undisputed invoice is an invoice for which the State and/or the Purchasing State Agency has not disputed in 
writing within thirty (30) days from the invoice date, unless the agency requests more time for review of the invoice.  
Upon Vendor’s receipt of a disputed invoice notice, Vendor will work to correct the applicable invoice error, provided 
that such dispute notice shall not relieve the State or the applicable Purchasing State Agency from its payment 
obligations for the undisputed items on the invoice or for any disputed items that are ultimately corrected.  The 
Purchasing State Agency is not required to pay the Vendor for any Software or Services provided without a written 
purchase order from the appropriate Purchasing State Agency.  In addition, all such Services provided must meet 
all terms, conditions, and specifications of this Agreement and purchase order and be accepted as satisfactory by 
the Purchasing State Agency before payment will be issued. 


e) The Purchasing State Agency shall release any amounts held as retainages for Services completed within a 
reasonable period after the end of the period(s) or term(s) for which the retainage was withheld. Payment retainage 
shall apply to all invoiced items, excepting only such items as Vendor obtains from Third Parties and for which costs 
are chargeable to the State by agreement of the Parties.  The Purchasing State Agency, in its sole discretion, may 
release retainages withheld from any invoice upon acceptance of the Services identified or associated with such 
invoices.  


16) ACCEPTANCE CRITERIA:  
a) Initial acceptance testing is required for all Vendor supplied Services before going live, unless provided otherwise 


in the solicitation documents or a Statement of Work.  The State may define such processes and procedures as 
may be necessary or proper, in its opinion and discretion, to ensure compliance with the State’s specifications and 
Vendor’s technical representations. Acceptance of Services may be controlled by additional written terms as agreed 
by the parties.   


b) After initial acceptance of Services, the State shall have the obligation to notify Vendor, in writing and within 
ten (10) days  following provision of any Deliverable described in the contract if it is not acceptable.  The notice shall 
specify in reasonable detail the reason(s) a Deliverable is unacceptable.  Acceptance by the State of any Vendor 
re-performance or correction shall not be unreasonably withheld but may be conditioned or delayed as required for 
confirmation by the State that the issue(s) in the notice have been successfully corrected.  


17) CONFIDENTIALITY: The State may maintain the confidentiality of certain types of information described in N.C. Gen. 
Stat. §132-1, et seq.  Such information may include trade secrets defined by N.C. Gen. Stat. §66-152 and other 
information exempted from the Public Records Act pursuant to N.C. Gen. Stat. §132-1.2.  Vendor may designate 
information, Products, Services or appropriate portions of its response as confidential, consistent with and to the extent 
permitted under the Statutes and Rules set forth above, by marking the top and bottom of pages containing confidential 
information with a legend in boldface type “CONFIDENTIAL.”  By so marking any page, or portion of a page, the Vendor 
warrants that it has formed a good faith opinion, having received such necessary or proper review by counsel and other 
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knowledgeable advisors, that the portions marked “confidential” meet the requirements of the Rules and Statutes set 
forth above. However, under no circumstances shall price information be designated as confidential. The State 
agrees to promptly notify the Vendor in writing of any action seeking to compel the disclosure of Vendor’s confidential 
information.  If an action is brought pursuant to N.C. Gen. Stat. §132-9 to compel the State to disclose information 
marked “confidential,” the Vendor agrees that it will intervene in the action through its counsel and participate in 
defending the State, including any public official(s) or public employee(s).  The Vendor agrees that it shall hold the State 
and any official(s) and individual(s) harmless from any and all damages, costs, and attorneys’ fees awarded against the 
State in the action. The State shall have the right, at its option and expense, to participate in the defense of the action 
through its counsel.  The State shall have no liability to Vendor with respect to the disclosure of Vendor’s confidential 
information ordered by a court of competent jurisdiction pursuant to N.C. Gen. Stat. §132-9 or other applicable law.  


18) SECURITY OF STATE DATA:  
a) All materials, including software, Data, information and documentation provided by the State to the Vendor (State 


Data) during the performance or provision of Services hereunder are the property of the State of North Carolina 
and must be kept secure and returned to the State.  The Vendor will protect State Data in its hands from 
unauthorized disclosure, loss, damage, destruction by natural event, or other eventuality. Proprietary Vendor 
materials shall be identified to the State by Vendor prior to use or provision of Services hereunder and shall remain 
the property of the Vendor.  Derivative works of any Vendor proprietary materials prepared or created during the 
performance of provision of Services hereunder shall be provided to the State as part of the Services. The Vendor 
shall not access State User accounts, or State Data, except (i) during data center operations, (ii) in response to 
service or technical issues, (iii) as required by the express terms of this contract, or (iv) at State’s written request. 
The Vendor shall protect the confidentiality of all information, Data, instruments, studies, reports, records and other 
materials provided to it by the State or maintained or created in accordance with this Agreement.  No such 
information, Data, instruments, studies, reports, records and other materials in the possession of Vendor shall be 
disclosed in any form without the prior written agreement with the State.  The Vendor will have written policies 
governing access to and duplication and dissemination of all such information, Data, instruments, studies, reports, 
records and other materials. 


b)  The Vendor shall not store or transfer non-public State data outside of the United States. This includes backup 
data and Disaster Recovery locations. The Service Provider will permit its personnel and contractors to access 
State of North Carolina data remotely only as required to provide technical support. 


c) Protection of personal privacy and sensitive data. The Vendor acknowledges its responsibility for securing any 
restricted or highly restricted data, as defined by the Statewide Data Classification and Handling Policy 
(https://it.nc.gov/document/statewide-data-classification-and-handling-policy) that is collected by the State and 
stored in any Vendor site or other Vendor housing systems including, but not limited to, computer systems, 
networks, servers, or databases, maintained by Vendor or its agents or subcontractors in connection with the 
provision of the Services.  The Vendor warrants, at its sole cost and expense, that it shall implement processes and 
maintain the security of data classified as restricted or highly restricted; provide reasonable care and efforts to 
detect fraudulent activity involving the data; and promptly notify the State of any breaches of security within 24 hours 
of confirmation as required by N.C.G.S. § 143B-1379. 


d) The Vendor will provide and maintain secure backup of the State Data. The Vendor shall implement and maintain 
secure passwords for its online system providing the Services, as well as all appropriate administrative, physical, 
technical and procedural safeguards at all times during the term of this Agreement to secure such Data from Data 
Breach, protect the Data and the Services from loss, corruption, unauthorized disclosure, and the introduction of 
viruses, disabling devices, malware and other forms of malicious or inadvertent acts that can disrupt the State’s 
access to its Data and the Services. The Vendor will allow periodic back-up of State Data by the State to the State’s 
infrastructure as the State requires or as may be provided by law.  


e) The Vendor shall certify to the State: 
i) The sufficiency of its security standards, tools, technologies and procedures in providing Services under this 


Agreement; 
ii) That the system used to provide the Subscription Services under this Contract has and will maintain a valid 3rd 


party security certification not to exceed 1 year and is consistent with the data classification level and a security 
controls appropriate for, at a minimum, low or moderate information system(s) per the National Institute of 
Standards and Technology NIST 800-53 revision 4The State reserves the right to independently evaluate, audit, 
and verify such requirements. 


iii) That the Services will comply with the following:  
(1) Any DIT security policy regarding Cloud Computing, and the DIT Statewide Information Security Policy 


Manual; to include encryption requirements as defined below: 
(a) The Vendor shall encrypt all non-public data in transit regardless of the transit mechanism. 



https://it.nc.gov/document/statewide-data-classification-and-handling-policy
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(b) For engagements where the Vendor stores sensitive personally identifiable or otherwise confidential 
information, this data shall be encrypted at rest. Examples are social security number, date of birth, 
driver’s license number, financial data, federal/state tax information, and hashed passwords. The 
Vendor’s encryption shall be consistent with validated cryptography standards as specified in 
National Institute of Standards and Technology FIPS140-2, Security Requirements. The key location 
and other key management details will be discussed and negotiated by both parties. When the 
Service Provider cannot offer encryption at rest, it must maintain, for the duration of the contract, 
cyber security liability insurance coverage for any loss resulting from a data breach. Additionally, 
where encryption of data at rest is not possible, the Vendor must describe existing security measures 
that provide a similar level of protection;   


(2) Privacy provisions of the Federal Privacy Act of 1974; 
(3) The North Carolina Identity Theft Protection Act, N.C.G.S. Chapter 75, Article 2A (e.g., N.C.G.S. § 75-65 


and -66); 
(4) The North Carolina Public Records Act, N.C.G.S. Chapter 132; and 
(5) Applicable Federal, State and industry standards and guidelines including, but not limited to, relevant 


security provisions of the Payment Card Industry (PCI) Data Security Standard (PCIDSS) including the 
PCIDSS Cloud Computing Guidelines, Criminal Justice Information, The Family Educational Rights and 


Privacy Act (FERPA), and the Health Insurance Portability and Accountability Act (HIPAA); 


(6) Any requirements implemented by the State under N.C.G.S. §§ 143B-1376 and -1377. 
f) Security Breach.  “Security Breach” under the NC Identity Theft Protection Act (N.C.G.S. § 75-60, et seq.) means 


(1) any circumstance pursuant to which applicable Law requires notification of such breach to be given to affected 
parties or other activity in response to such circumstance (e.g., N.C.G.S. § 75-65); or (2) any actual, attempted, 
suspected, threatened, or reasonably foreseeable circumstance that compromises, or could reasonably be 
expected to compromise, either Physical Security or Systems Security (as such terms are defined below) in a 
fashion that either does or could reasonably be expected to permit unauthorized Processing (as defined below), 
use, disclosure or acquisition of or access to any the State Data or state confidential information.  “Physical Security” 
means physical security at any site or other location housing systems maintained by Vendor or its agents or 
subcontractors in connection with the Services.  “Systems Security” means security of computer, electronic or 
telecommunications systems of any variety (including data bases, hardware, software, storage, switching and 
interconnection devices and mechanisms), and networks of which such systems are a part or communicate with, 
used directly or indirectly by Vendor or its agents or subcontractors in connection with the Services.  “Processing” 
means any operation or set of operations performed upon the State Data or State confidential information, whether 
by automatic means, such as creating, collecting, procuring, obtaining, accessing, recording, organizing, storing, 
adapting, altering, retrieving, consulting, using, disclosing or destroying. 


g) Breach Notification.  In the event Vendor becomes aware of any Security Breach due to Vendor acts or omissions 
other than in accordance with the terms of the Agreement, Vendor shall, at its own expense, (1) immediately notify 
the State’s Agreement Administrator of such Security Breach and perform a root cause analysis thereon, (2) 
investigate such Security Breach, (3) provide a remediation plan, acceptable to the State, to address the Security 
Breach and prevent any further incidents, (4) conduct a forensic investigation to determine what systems, data and 
information have been affected by such event; and (5) cooperate with the State, and any law enforcement or 
regulatory officials, credit reporting companies, and credit card associations investigating such Security 
Breach.  The State shall make the final decision on notifying the State’s persons, entities, employees, service 
providers and/or the public of such Security Breach, and the implementation of the remediation plan. If a notification 
to a customer is required under any Law or pursuant to any of the State’s privacy or security policies, then 
notifications to all persons and entities who are affected by the same event (as reasonably determined by the State) 
shall be considered legally required. 


h) Notification Related Costs.  Vendor shall reimburse the State for all Notification Related Costs incurred by the State 
arising out of or in connection with any such Security Breach due to Vendor acts or omissions other than in 
accordance with the terms of the Agreement resulting in a requirement for legally required notifications.  “Notification 
Related Costs” shall include the State’s internal and external costs associated with addressing and responding to 
the Security Breach, including but not limited to: (1) preparation and mailing or other transmission of legally required 
notifications; (2) preparation and mailing or other transmission of such other communications to customers, agents 
or others as the State deems reasonably appropriate; (3) establishment of a call center or other communications 
procedures in response to such Security Breach (e.g., customer service FAQs, talking points and training); (4) 
public relations and other similar crisis management services; (5) legal and accounting fees and expenses 
associated with the State’s investigation of and response to such event; and (6) costs for credit reporting services 
that are associated with legally required notifications or are advisable, in the State’s opinion, under the 
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circumstances. If the  Vendor becomes aware of any Security Breach which is not due to Vendor acts or omissions 
other than in accordance with the terms of the Agreement, Vendor shall immediately notify the State of such Security 
Breach, and the parties shall reasonably cooperate regarding which of the foregoing or other activities may be 
appropriate under the circumstances, including any applicable Charges for the same.  


i) Vendor shall allow the State reasonable access to Services security logs, latency statistics, and other related 
Services security data that affect this Agreement and the State’s Data, at no cost to the State.   


j) In the course of normal operations, it may become necessary for Vendor to copy or move Data to another storage 
destination on its online system, and delete the Data found in the original location. In any such event, the Vendor 
shall preserve and maintain the content and integrity of the Data, except by prior written notice to, and prior written 
approval by, the State. 


k) Remote access to Data from outside the continental United States, including, without limitation, remote access to 
Data by authorized Services support staff in identified support centers, is prohibited unless approved in advance by 
the State Chief Information Officer or the Using Agency. 


l) In the event of temporary loss of access to Services, Vendor shall promptly restore continuity of Services, restore 
Data in accordance with this Agreement and as may be set forth in an SLA, restore accessibility of Data and the 
Services to meet the performance requirements stated herein or in an SLA.  As a result, Service Level remedies 
will become available to the State as provided herein, in the SLA or other agreed and relevant documents. Failure 
to promptly remedy any such temporary loss of access may result in the State exercising its options for assessing 
damages under this Agreement. 


m) In the event of disaster or catastrophic failure that results in significant State Data loss or extended loss of access 
to Data or Services, Vendor shall notify the State by the fastest means available and in writing, with additional 
notification provided to the State Chief Information Officer or designee of the contracting agency. Vendor shall 
provide such notification within twenty-four (24) hours after Vendor reasonably believes there has been such a 
disaster or catastrophic failure. In the notification, Vendor shall inform the State of:  


(1) The scale and quantity of the State Data loss;  
(2) What Vendor has done or will do to recover the State Data from backups and mitigate any deleterious effect 


of the State Data and Services loss; and  
(3) What corrective action Vendor has taken or will take to prevent future State Data and Services loss.  
(4) If Vendor fails to respond immediately and remedy the failure, the State may exercise its options for assessing 


damages or other remedies under this Agreement.  
Vendor shall investigate the disaster or catastrophic failure and shall share the report of the investigation with the 
State. The State and/or its authorized agents shall have the right to lead (if required by law) or participate in the 
investigation.  Vendor shall cooperate fully with the State, its agents and law enforcement. 


n) In the event of termination of this contract, cessation of business by the Vendor or other event preventing Vendor 
from continuing to provide the Services, Vendor shall not withhold the State Data or any other State confidential 
information or refuse for any reason, to promptly return to the State the State Data and any other State confidential 
information (including copies thereof) if requested to do so on such media as reasonably requested by the State, 
even if the State is then or is alleged to be in breach of the Agreement.  As a part of Vendor’s obligation to provide 
the State Data pursuant to this Paragraph 18) n), Vendor will also provide the State any data maps, documentation, 
software, or other materials necessary, including, without limitation, handwritten notes, materials, working papers 
or documentation, for the State to use, translate, interpret, extract and convert the State Data. 


o) Secure Data Disposal. When requested by the State, the Vendor shall destroy all requested data in all of its forms, 
for example: disk, CD/DVD, backup tape, and paper. Data shall be permanently deleted and shall not be 
recoverable, according to National Institute of Standards and Technology (NIST) approved methods and certificates 
of destruction shall be provided to the State. 


19) ACCESS TO PERSONS AND RECORDS:  Pursuant to N.C. General Statute 147-64.7, the State, the State Auditor, 
appropriate federal officials, and their respective authorized employees or agents are authorized to examine all books, 
records, and accounts of the Vendor insofar as they relate to transactions with any department, board, officer, 
commission, institution, or other agency of the State of North Carolina pursuant to the performance of this Agreement 
or to costs charged to this Agreement.  The Vendor shall retain any such books, records, and accounts for a minimum 
of three (3) years after the completion of this Agreement.  Additional audit or reporting requirements may be required 
by any State, if in the State’s opinion, such requirement is imposed by federal or state law or regulation. The Vendor 
shall allow the State to audit conformance including contract terms, system security and data centers as appropriate. 
The State may perform this audit or contract with a third party at its discretion at the State’s expense. Such reviews 
shall be conducted with at least 30 days’ advance written notice and shall not unreasonably interfere with the Service 
Provider’s business.  


20) ASSIGNMENT:  Vendor may not assign this Agreement or its obligations hereunder except as permitted by 09 NCAC 
06B.1003 and this Paragraph.  Vendor shall provide reasonable notice of not less than thirty (30) days of any 
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consolidation, acquisition, or merger.  Any assignee shall affirm this Agreement attorning to the terms and conditions 
agreed, and that Vendor shall affirm that the assignee is fully capable of performing all obligations of Vendor under this 
Agreement.  An assignment may be made, if at all, in writing by the Vendor, Assignee and the State setting forth the 
foregoing obligation of Vendor and Assignee.  


21) NOTICES: Any notices required under this Agreement should be delivered to the Agreement Administrator for each 
party.  Unless otherwise specified in the Solicitation Documents, any notices shall be delivered in writing by U.S. Mail, 
Commercial Courier, facsimile or by hand.  


22) TITLES AND HEADINGS: Titles and Headings in this Agreement are used for convenience only and do not define, limit 
or proscribe the language of terms identified by such Titles and Headings.  


23) AMENDMENT: This Agreement may not be amended orally or by performance.  Any amendment must be made in 
written form and signed by duly authorized representatives of the State and Vendor.  


24) TAXES: The State of North Carolina is exempt from Federal excise taxes and no payment will be made for any personal 
property taxes levied on the Vendor or for any taxes levied on employee wages.  Agencies of the State may have 
additional exemptions or exclusions for federal or state taxes.  Evidence of such additional exemptions or exclusions 
may be provided to Vendor by Agencies, as applicable, during the term of this Agreement.  Applicable State or local 
sales taxes shall be invoiced as a separate item. 


25) GOVERNING LAWS, JURISDICTION, AND VENUE: This Agreement is made under and shall be governed and 
construed in accordance with the laws of the State of North Carolina.  The place of this Agreement or purchase order, 
its situs and forum, shall be Wake County, North Carolina, where all matters, whether sounding in contract or in tort, 
relating to its validity, construction, interpretation and enforcement shall be determined.  Vendor agrees and submits, 
solely for matters relating to this Agreement, to the jurisdiction of the courts of the State of North Carolina, and stipulates 
that Wake County shall be the proper venue for all matters. 


26) DEFAULT: In the event Services or other Deliverable furnished or performed by the Vendor during performance of any 
Contract term fail to conform to any material requirement(s) of the Contract specifications, notice of the failure is 
provided by the State and if the failure is not cured within ten (10) days, or Vendor fails to meet the material requirements 
and specifications herein, the State may cancel the contract. Default may be cause for debarment as provided in 09 
NCAC 06B.1206.  The rights and remedies of the State provided above shall not be exclusive and are in addition to any 
other rights and remedies provided by law or under the Contract.  
a) If Vendor fails to deliver or provide correct Services within the time required by this Contract, the State shall provide 


written notice of said failure to Vendor, and by such notice require performance assurance measures pursuant to 
N.C.G.S. 143B-1340(f). Vendor is responsible for the delays resulting from its failure to deliver or provide Services 
as provided herein. 


b) Should the State fail to perform any of its obligations upon which Vendor's performance is conditioned, Vendor shall 
not be in default for any delay, cost increase or other consequences resulting from the State's failure.  Vendor will 
use reasonable efforts to mitigate delays, costs or expenses arising from assumptions in the Vendor's offer 
documents that prove erroneous or are otherwise invalid.  Any deadline that is affected by any such Vendor failure 
in assumptions or performance by the State shall be extended by an amount of time reasonably necessary to 
compensate for the effect of such failure. Vendor shall provide a plan to cure any delay or default if requested by 
the State.  The plan shall state the nature of the delay or default, the time required for cure, any mitigating factors 
causing or tending to cause the delay or default, and such other information as the Vendor may deem necessary 
or proper to provide. 


27) FORCE MAJEURE:  Except as provided for herein, neither party shall be deemed to be in default of its obligations 
hereunder if and so long as it is prevented from performing such obligations as a result of events beyond its reasonable 
control, including without limitation, fire, power failures, any act of war, hostile foreign action, nuclear explosion, riot, 
strikes or failures or refusals to perform under subcontracts, civil insurrection, earthquake, hurricane, tornado, or other 
catastrophic natural event or act of God.  In addition, neither party shall be deemed to be in default of its obligations 
hereunder if and so long as it is prevented from performing such obligations as a result of events beyond its reasonable 
control, including without limitation, government acts or orders, and any social-distancing requirements put in place to 
prevent the spread of disease, illness, or other contagions such as the social-distancing requirements in place for the 
COVID-19 pandemic regulating the number of persons allowed to congregate in a group, and regulating the distance 
between persons.  


28) COMPLIANCE WITH LAWS: The Vendor shall comply with all laws, ordinances, codes, rules, regulations, and licensing 
requirements that are applicable to the conduct of its business and the provision of Services hereunder, including those 
of federal, state, and local agencies having jurisdiction and/or authority.  


29) TERMINATION: Any notice or termination made under this Agreement shall be transmitted via US Mail, Certified Return 
Receipt Requested.  The period of notice for termination shall begin on the day the return receipt is signed and dated. 
The parties may mutually terminate this Agreement by written agreement at any time. 
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a) The State may terminate this Agreement, in whole or in part, pursuant to the Paragraph entitled “Default,” above, 
or pursuant to Special Terms and Conditions in the Solicitation Documents, if any, or for any of the following 


i) Termination for Cause:  In the event any goods, Services, or service furnished by the Vendor during 
performance fails to conform to any material specification or requirement of the Agreement, and the failure is 
not cured within the specified time after providing written notice thereof to Vendor, the State may cancel and 
procure the articles or Services from other sources; holding Vendor liable for any excess costs occasioned 
thereby, subject only to the limitations provided in Paragraph 7), entitled “Limitation of Liability.”  The rights and 
remedies of the State provided above shall not be exclusive and are in addition to any other rights and remedies 
provided by law or under the Agreement.  Vendor shall not be relieved of liability to the State for damages 
sustained by the State arising from Vendor’s breach of this Agreement; and the State may, in its discretion, 
withhold any payment due as a setoff until such time as the damages are finally determined or as agreed by 
the parties.  Voluntary or involuntary Bankruptcy or receivership by Vendor shall be cause for termination.  


ii) Termination for Convenience Without Cause: The State may terminate service and indefinite quantity contracts, 
in whole or in part by giving thirty (30) days prior notice in writing to the Vendor. Vendor shall be entitled to 
sums due as compensation for Services performed in conformance with the Agreement.  In the event the 
Agreement is terminated for the convenience of the State the State will pay for all Services and work performed 
or delivered in conformance with the Agreement up to the date of termination. 


30) DISPUTE RESOLUTION:  The parties agree that it is in their mutual interest to resolve disputes informally. A claim by 
the State shall be submitted in writing to the Vendor’s Agreement Administrator for decision. The Parties shall negotiate 
in good faith and use all reasonable efforts to resolve such dispute(s).  During the time the Parties are attempting to 
resolve any dispute, each shall proceed diligently to perform their respective duties and responsibilities under this 
Agreement.  If a dispute cannot be resolved between the Parties within thirty (30) days after delivery of notice, either 
Party may elect to exercise any other remedies available under this Agreement, or at law.  This term shall not constitute 
an agreement by either party to mediate or arbitrate any dispute.  


31) SEVERABILITY:  In the event that a court of competent jurisdiction holds that a provision or requirement of this 
Agreement violates any applicable law, each such provision or requirement shall be enforced only to the extent it is not 
in violation of law or is not otherwise unenforceable and all other provisions and requirements of this Agreement shall 
remain in full force and effect.  All promises, requirement, terms, conditions, provisions, representations, guarantees 
and warranties contained herein shall survive the expiration or termination date unless specifically provided otherwise 
herein, or unless superseded by applicable federal or State statute, including statutes of repose or limitation.  


32) FEDERAL INTELLECTUAL PROPERTY BANKRUPTCY PROTECTION ACT:  The Parties agree that the State shall 
be entitled to any and all rights and benefits of the Federal Intellectual Property Bankruptcy Protection Act, Public Law 
100-506, codified at 11 U.S.C. 365(n), and any amendments thereto.  


33) ELECTRONIC PROCUREMENT: (Applies to all contracts that include E-Procurement and are identified as such in the 
body of the solicitation document):  Purchasing shall be conducted through the Statewide E-Procurement Service.  The 
State’s third party agent shall serve as the Supplier Manager for this E-Procurement Service.  The Vendor shall register 
for the Statewide E-Procurement Service within two (2) business days of notification of award in order to receive an 
electronic purchase order resulting from award of this contract. The E-Procurement fee does not normally apply to 
services.  
a) Reserved. 
b) Reserved. 
c) The Supplier Manager will capture the order from the State approved user, including the shipping and payment 


information, and submit the order in accordance with the E-Procurement Service.  Subsequently, the Supplier 
Manager will send those orders to the appropriate Vendor on State Agreement.  The State or State approved user, 
not the Supplier Manager, shall be responsible for the solicitation, bids received, evaluation of bids received, award 
of contract, and the payment for goods delivered. 


d) Vendor agrees at all times to maintain the confidentiality of its user name and password for the Statewide E-
Procurement Services.  If a Vendor is a corporation, partnership or other legal entity, then the Vendor may authorize 
its employees to use its password.  Vendor shall be responsible for all activity and all charges for such employees.  
Vendor agrees not to permit a third party to use the Statewide E-Procurement Services through its account.  If there 
is a breach of security through the Vendor’s account, Vendor shall immediately change its password and notify the 
Supplier Manager of the security breach by e-mail.  Vendor shall cooperate with the state and the Supplier Manager 
to mitigate and correct any security breach. 
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ATTACHMENT C: AGENCY TERMS AND CONDITIONS -RESERVED 
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ATTACHMENT D: DESCRIPTION OF OFFEROR 


Provide the information about the offeror. 


Offeror’s full name  


Offeror’s address 


 


 


 


 


Offeror’s telephone number  


Date established  


Ownership   Public 


 Partnership 


 Subsidiary 


 Other (specify) 


If incorporated, state of incorporation.  


Number of full-time employees on January 1st for the 
last three years or for the duration that the Vendor 
has been in business, whichever is less. 


 


North Carolina Secretary of State Registration 
Number, if currently registered 


 


Offeror’s contact for clarification of offer 


  Contact’s name 


  Title 


  Email address 


  Telephone number 


 


Offeror’s contact for negotiation of offer 


  Contact’s name 


  Title 


  Email address 


  Telephone number 
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HISTORICALLY UNDERUTILIZED BUSINESSES 
 
Historically Underutilized Businesses (HUBs) consist of minority, women and disabled business firms that are 
at least fifty-one percent owned and operated by an individual(s) of the categories. Also included as HUBs 
are disabled business enterprises and non-profit work centers for the blind and severely disabled.”  
 
Pursuant to N.C.G.S. §§ 143B-1361(a), 143-48 and 143-128.4, the State invites and encourages participation 
in this procurement process by businesses owned by minorities, women, disabled, disabled business 
enterprises and non-profit work centers for the blind and severely disabled. This includes utilizing 
subcontractors to perform the required functions in this RFP.  Contact the North Carolina Office of historically 
Underutilized Businesses at 919-807-2330 with questions concerning NC HUB certification.  
http://ncadmin.nc.gov/businesses/hub 
 
Respond to the questions below. 
 
1. Is Vendor a Historically Underutilized Business?    Yes     No 


2. Is Vendor Certified with North Carolina as a Historically Underutilized Business?    Yes     No 


If so, state HUB classification: 
________________________________________________________________ 


 


  



http://ncadmin.nc.gov/businesses/hub
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ATTACHMENT E: COST FORM 


 
The table below reflects pricing for either an on-premises solution, SaaS solution, or both. Vendor may adjust 
the table as appropriate to provide a complete solution and may attach additional pages if appropriate. 


 


ITEM QTY UNIT DESCRIPTION UNIT COST 


     


   Support Response time: ______________ 
 


1 1 Each Document Imaging Software License – Year 1 


On-Premises  


List pricing for each feature:  


Software Retrieval  


Scan 


Electronic Forms 


Workflow 


Integration  


Migration  


Retention Management 


System Compatibility  


Digital Credentials  


 


2 1 Each Document Imaging Software License – Year 1 


SaaS Solution  


List pricing for each feature:  


Software Retrieval  


Scan 


Electronic Forms 


Workflow 


Integration  
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Migration  


Retention Management 


System Compatibility  


Digital Credentials 


3 1 Each Hardware 


This section must be itemized and defined in detail 


 


4 1 Each Configuration and Implementation Services – On-Premises 
Solution 


This section must be itemized and defined in detail 


 


5 1 Each  Configuration and Implementation Services – SaaS Solution 


This section must be itemized and defined in detail 


 


6 1 Each Staff Training 


This section must be itemized and defined in detail 


 


7 1 Each Year 2 Non-warranty annual maintenance and support for 
the software acquired under item 1 above – On-Premises 
Solution 


Includes upgrades, patches and support services of all 
associated software 


 


8 1 Each  Year 2 Non-warranty annual maintenance and support for 
the software acquired under item 2 above – SaaS 
Solution  


Includes upgrades, patches and support services of all 
associated software 


 


9 1 Each Year 2 Hardware Maintenance 
 


10 1 Each Year 3 Non-warranty annual maintenance and support for 
the software acquired under item 1 above – On-Premises 
Solution 


 


11 1 Each Year 3 Non-warranty annual maintenance and support for 
the software acquired under item 2 above – SaaS 
Solution 


 


12 1 Each Year 3 Hardware Maintenance 
 


Total Offer Cost _____________________________ 
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ATTACHMENT F: VENDOR CERTIFICATION FORM 


1) ELIGIBLE VENDOR 


The Vendor certifies that in accordance with N.C.G.S. §143-59.1(b), Vendor is not an ineligible vendor 
as set forth in N.C.G.S. §143-59.1 (a). 


The Vendor acknowledges that, to the extent the awarded contract involves the creation, research, 
investigation or generation of a future RFP or other solicitation; the Vendor will be precluded from 
bidding on the subsequent RFP or other solicitation and from serving as a subcontractor to an 
awarded vendor.   


The State reserves the right to disqualify any bidder if the State determines that the bidder has used 
its position (whether as an incumbent Vendor, or as a subcontractor hired to assist with the RFP 
development, or as a Vendor offering free assistance) to gain a competitive advantage on the RFP 
or other solicitation. 


2) CONFLICT OF INTEREST 


Applicable standards may include: N.C.G.S. §§143B-1352 and 143B-1353, 14-234, and 133-32.  The 
Vendor shall not knowingly employ, during the period of the Agreement, nor in the preparation of any 
response to this solicitation, any personnel who are, or have been, employed by a Vendor also in the 
employ of the State and who are providing Services involving, or similar to, the scope and nature of 
this solicitation or the resulting contract.   


3) E-VERIFY 


Pursuant to N.C.G.S. §143B-1350(k), the State shall not enter into a contract unless the awarded 
Vendor and each of its subcontractors comply with the E-Verify requirements of N.C.G.S. Chapter 
64, Article 2.  Vendors are directed to review the foregoing laws.  Any awarded Vendor must submit 
a certification of compliance with E-Verify to the awarding agency, and on a periodic basis thereafter 
as may be required by the State. 


4) CERTIFICATE TO TRANSACT BUSINESS IN NORTH CAROLINA  


As a condition of contract award, awarded Vendor shall have registered its business with the North 
Carolina Secretary of State and shall maintain such registration throughout the term of the Contract. 


 


 


Signature:                                                                                                     Date: 


 


 


Printed Name:                                                                                               Title: 
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ATTACHMENT G: LOCATION OF WORKERS UTILIZED BY VENDOR 


In accordance with NC General Statute 143-59.4, the Vendor shall detail the location(s) at which 


performance will occur, as well as the manner in which it intends to utilize resources or workers outside 


of the United States in the performance of this Contract. The State will evaluate the additional risks, costs, 


and other factors associated with such utilization prior to making an award. Please complete items a, b, 


and c below.  


 


If the Vendor answered “YES” above, Vendor must complete items 1 and 2 below: 


1.  List the location(s) outside the United States where work under this Contract will be performed by the 


Vendor, any sub-Contractors, employees, or other persons performing work under the Contract:  


 


 


 


 


2. Describe the corporate structure and location of corporate employees and activities of the Vendor, 


its affiliates or any other sub-Contractors that will perform work outside the U.S.: 


 


 


 


 


 


c)  Identify all U.S. locations at which performance will occur: 


  


a) Will any work under this Contract be performed outside the United 


States?   


 YES   NO 


b) The Vendor agrees to provide notice, in writing to the State, of the 


relocation of the Vendor, employees of the Vendor, sub-Contractors 


of the Vendor, or other persons performing services under the 


Contract outside of the United States  


 


 YES   NO 


NOTE: All Vendor or sub-Contractor personnel providing call or contact 
center services to the State of North Carolina under the Contract shall 
disclose to inbound callers the location from which the call or contact center 
services are being provided.  
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ATTACHMENT H: REFERENCES 


 
REFERENCES: 


 
The Vendor shall provide three (3) references of customers utilizing the proposed solution fully implemented in 
a setting similar to this solicitation’s scope of work. The State may check one or more references.  References 
within like North Carolina communities / industries are encouraged. 
 
The Vendor should have implemented the respective proposed service within the last three (3) years. Customer 
references whose business processes and data needs are similar to those performed by the Agency needing 
this solution in terms of functionality, complexity, and transaction volume are encouraged.   
 
For each reference, the Vendor shall provide the following information: 


a. Customer name. 
b. Customer address. 
c. Current telephone number of a customer employee most familiar with the offered solution 


implementation. 
d. Customer email address 
e. Time period over which each offered solution implementation was completed. 
f. Brief summary of the offered solution implementation. 
g. List of offered solution products installed and operational. 


h. Number of Vendor or technical staff supporting, maintaining and managing the offered solution. 
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ATTACHMENT I: FINANCIAL REVIEW FORM -RESERVED 


 


ATTACHMENT J: FIRM’S TAX IDENTIFICATION INFORMATION 


 


 


 


Request for Proposal #  


[Enter Proposal Number] 


______________________________________________________ 


For internal State agency processing, including tabulation of proposals in the Interactive Purchasing System 


(IPS), please provide your company’s Federal Employer Identification Number or alternate identification number 


(e.g. Social Security Number). Pursuant to G.S. 132-1.10(b) this identification number shall not be released to 


the public. This page will be removed and shredded, or otherwise kept confidential, before the procurement 


file is made available for public inspection. 


 


This page is to be filled out and returned with your proposal. 


Failure to do so may subject your proposal to rejection. 


 


ID Number: 


 


 


______________________________________________________ 


Federal ID Number or Social Security Number 


 


___________________________________________________ 


Vendor Name 
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Financial Statements 
Hyland is a privately held company. Financial statements can be made available upon the execution 
and return of an appropriate non-disclosure agreement. 
 
For additional information, please see our Letter of Financial Stability. 
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July 29, 2020 
 
Dear Sir or Madam: 
 
Hyland Software, Inc. (Hyland) is recognized as a leader in Content Services Platforms. Our software solution suite enables organizations 
to capture, manage, access, integrate, measure and store content, processes and cases with employees, business partners, customers 
and other constituents, deployed on‐premises or in the cloud. Our software is sold directly to end users as well as indirectly through a 
channel of solution providers made up of value‐added resellers and original equipment manufacturers. We also perform a broad set of 
services related to our software including hosting, consulting, implementation, education, project management and other services. As of 
June 2020, we actively support approximately 15,000 customers in 109 countries, making Hyland one of the largest independent content 
services vendors in the world. Hyland’s headquarters is located in Westlake, Ohio. For a complete listing of our global office locations, 
please visit our website. 
 
In February 2020, we acquired Learning Machine, as well as the Enterprise Content Management (ECM) business from Streamline 
Health. Learning Machine is a pioneer in leveraging blockchain technology to authenticate documents and content. Its credentialing 
solution facilitates the creation and sharing of blockchain‐secured digital records that are recipient owned, vendor independent and 
verifiable anywhere. One of the most prevalent uses of the Learning Machine technology today is the issuing of digitally secured diplomas 
and transcripts for and by higher education institutions. The acquisition adds 20 employees and 15 customers to our operations. The 
acquisition of the ECM business of Streamline Health broadens our healthcare solutions portfolio and adds 11 employees and 26 
customers to our operations.  
 
While it is our policy not to release financial statements given we are privately‐held, the following information is respectfully submitted 
as evidence of our financial stability. This information is disclosed with the understanding that it will remain strictly confidential. Financial 
highlights of the consolidated company were as follows: 


December 31, (1)


(US Dollar Amounts in Thousands) 2019 2018 (2) 2017 (2)


Non-GAAP Measures (3):


Pro forma total revenue 820,075$    767,089$    741,861$     
Pro forma adjusted EBITDA 320,963$    283,167$    270,168$     
Pro forma adjusted EBITDA margin 39% 37% 36%


GAAP Measures:
Total assets 1,563,987$ 1,583,365$ 1,389,681$ 
Total l iabil ities 2,710,330$ 2,386,102$ 1,748,559$ 


Current ratio (4) 4.42              4.14              4.72              


Total revenue 813,304$    696,311$    518,301$     


Research and development expense 121,084$    107,577$    76,208$       


Net income 50,059$       9,278$         56,788$       


Other:
Employees 3,516           3,363           3,152            


(1)  Excludes  the impact of acquis i tions  completed in 2020.
(2)  On January 1, 2019, we adopted ASU No. 2014‐09, Revenue from Contracts with Customers (Topic 606) , or 
     Accounting Standards  Codi fication 606 (ASC 606), us ing the modi fied retrospective approach.  
     Accordingly, we did not  adjust prior periods  to conform to the new standard.


(3)  Excludes  certa in bus iness  combination adjustments  and nonrecurring transactions .
(4)  Excludes  deferred revenue.


As of and for the Year Ended


 



https://www.hyland.com/en/who-we-are/location





 


 


 


 


 


 


 


 
Hyland is a high‐value, low‐risk company built on stability and focus, as evidenced by our industry leading customer retention rates and 
year‐after‐year double‐digit growth. Our compound annual revenue growth rate since 2007 is 20%.  
 
We maintain this stability by continually reinvesting in the development of our products. We typically spend approximately 15% of our 
revenue annually on research and development (R&D) of our product suite. In 2019, we spent $121.1 million on R&D.  
 
Some of our significant customers include: 


Healthcare: Priority Health 
https://www.hyland.com/en/resources/customer‐stories/healthcare‐customer‐story‐priority‐health 


Government: Horry County  
https://www.onbase.com/‐/media/Files/hyland/casestudy/cs‐horry‐county‐paperless‐processes‐
2008.pdf?la=en&hash=5A94BEF95CB1223C1A77EE52877F32D277142EA1 
Financial Services: First National Bank of America 
https://cloud.kapostcontent.net/pub/6d8f0df1‐22ec‐42c4‐a04e‐e60c5475da39/national‐bank‐of‐america‐innovative‐load‐document‐
tracking‐solution 


Higher Education: St. Petersburg College 
https://www.hyland.com/‐/media/Hyland/brainware/case‐study/brainware‐case‐study‐st‐
petersburg.pdf?la=en&hash=6573009FAE69FDA64F1F2071464821129D0FD381 


Insurance: Grinnell Mutual Reinsurance Company 
https://www.onbase.com/‐/media/Files/hyland/casestudy/onbase‐insurance‐case‐study‐grinnell.pdf 


Commercial: Heinen’s 
https://www.onbase.com/‐/media/Files/hyland/casestudy/OnBase_Commercial_Case‐
Study_Heinens.pdf?_ga=2.5187889.320479729.1571861574‐1625319116.1559149800 


LawLogix Guardian Solution: Kellogg 
https://www.lawlogix.com/client‐case‐study‐kellogg‐company‐utilizes‐guardian‐to‐eliminate‐common‐i‐9‐errors/ 


LawLogix EDGE Solution: Klasko Law Firm 
https://www.lawlogix.com/client‐case‐study‐klasko‐law‐firm‐handles‐it‐all‐with‐the‐use‐of‐edge‐immigration‐case‐management‐software/ 


Learning Machine: MIT  


https://cloud.kapostcontent.net/pub/7d5e4a7e‐420c‐41c5‐a7ae‐343df398ba66/branded‐case‐study‐for‐mit 


The following are Dun and Bradstreet numbers for our primary operating entities: 


Hyland Software, Inc.: 787515550  


Hyland LLC: 180641441 


Hyland Software UK Ltd.: 218532103 


Hyland Software Solutions UK Ltd.: 578437485 


Hyland Software Germany GmbH: 340248281 


Hyland Software Switzerland GmbH: 480821045 


Hyland Switzerland Sarl: 480174239 


Hyland Software Canada ULC: 203748264 


Hyland Netherlands B.V.: 414708354 


Hyland Software Brazil Ltda: 909292997 


Hyland Colombia S.A.S.: 954818155 


Hyland Poland Sp. z o.o.: 851330520 


Hyland Software Mexico, S. de R.L. de C.V.: 951580597 


LawLogix: 080041431 


We hope that the above information is helpful. If you have any further questions or concerns, please do not hesitate to contact me.  
Sincerely, 


 
Kristen Castelli 
Senior Manager, Accounting, Reporting and Accounting Systems 
Kristen.Castelli@Hyland.com  
Office: (440) 788‐6327 



https://www.hyland.com/en/resources/customer-stories/healthcare-customer-story-priority-health

https://www.onbase.com/-/media/Files/hyland/casestudy/cs-horry-county-paperless-processes-2008.pdf?la=en&hash=5A94BEF95CB1223C1A77EE52877F32D277142EA1

https://www.onbase.com/-/media/Files/hyland/casestudy/cs-horry-county-paperless-processes-2008.pdf?la=en&hash=5A94BEF95CB1223C1A77EE52877F32D277142EA1

https://cloud.kapostcontent.net/pub/6d8f0df1-22ec-42c4-a04e-e60c5475da39/national-bank-of-america-innovative-load-document-tracking-solution

https://cloud.kapostcontent.net/pub/6d8f0df1-22ec-42c4-a04e-e60c5475da39/national-bank-of-america-innovative-load-document-tracking-solution

https://www.hyland.com/-/media/Hyland/brainware/case-study/brainware-case-study-st-petersburg.pdf?la=en&hash=6573009FAE69FDA64F1F2071464821129D0FD381

https://www.hyland.com/-/media/Hyland/brainware/case-study/brainware-case-study-st-petersburg.pdf?la=en&hash=6573009FAE69FDA64F1F2071464821129D0FD381

https://www.onbase.com/-/media/Files/hyland/casestudy/onbase-insurance-case-study-grinnell.pdf

https://www.onbase.com/-/media/Files/hyland/casestudy/OnBase_Commercial_Case-Study_Heinens.pdf?_ga=2.5187889.320479729.1571861574-1625319116.1559149800

https://www.onbase.com/-/media/Files/hyland/casestudy/OnBase_Commercial_Case-Study_Heinens.pdf?_ga=2.5187889.320479729.1571861574-1625319116.1559149800

https://www.lawlogix.com/client-case-study-kellogg-company-utilizes-guardian-to-eliminate-common-i-9-errors/

https://www.lawlogix.com/client-case-study-klasko-law-firm-handles-it-all-with-the-use-of-edge-immigration-case-management-software/

https://cloud.kapostcontent.net/pub/7d5e4a7e-420c-41c5-a7ae-343df398ba66/branded-case-study-for-mit

mailto:Kristen.Castelli@Hyland.com
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Notice 
©2020 Hyland Software, Inc. and its affiliates.  All Rights Reserved 
Hyland, OnBase, AnyDoc, Edge, Guardian, Brainware, Acuo, PACSgear, NilRead, and other Hyland 
product names are registered and/or unregistered trademarks of Hyland Software, Inc. or its affiliates in 
the United States and other countries. Other parties’ trademarks, service marks, and product names 
that may be used herein are the property of their respective owners. This document contains 
confidential information of Hyland Software, Inc. or its affiliates. Such confidential information is 
provided solely for use by the entity to whom it is sent, and, unless otherwise prohibited by law, must be 
handled with the same degree of care used by such entity in handling its own information of the same 
nature or as otherwise set forth in any existing confidentiality agreement between Hyland Software, Inc. 
or its affiliate and such entity. 
 
The information in this document may contain technical data as defined by the Export Administration 
Regulations (EAR) and is subject to the Export Control Laws of the U.S. Government and may be 
subject to the export controls laws of your entity’s local jurisdiction. Transfer of such data by any means 
to a foreign person, whether in the United States or abroad without proper export authorization or other 
approval from the U.S. Government and the export authority of your entity’s jurisdiction is strictly 
prohibited. 
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